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DEPGCSI TI ON OF:

W HORD TI PTON
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pursuant to notice, in the |aw offices of the Native
Anmerican Rights Fund, 1712 N Street, N W, Washi ngton,
D.C., when were present on behalf of the respective

parties:
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AFFEARANCES 1 PROCEEDINGS
On behalf of the Plaintiffs
DENNIS GINGOLD, EQ. 2 (9:35am.)
1275 Penngylvania A NW.
Washi ngtgﬁf \lsa.?:l.azoﬁue 3 Whereupon,
(202) 661-6380
demiamgngold@eol com 4 W. HORD TIPTON N
5 waescdled asawitness by counsd for the Raintiffs
GEOFFREY REMPEL . . .
1275 Pennsylvania Avenue NW. 6 and, having been firg duly swom, was examined ad
Washington, D.C. 20004 o
grem';d Gertiinne 7 tedified asfollows
8 MR. GINGOLD: Go ahead.
On behalf of the Defendants: )
9 MR WARSHAWSKY': | wasgoingto say -
JOHN WARSHAWSKY, ESQ. ) L
T Atorey =0 10 MR. GINGOLD: Couid you identify yoursdf
Commercid Litigation Branch
eD epatme'[:t Of' ion 11 for therecord, plesss?
clzi\gé) Ei\éits';n o 12 MR. WARSHAWSKY:: I'm sorry. John Warshawsky
Waghi ngt(r,n, D.C. 20005 13 from the Justice Department, for the record.
202) 307-0010 : : -
Ezozg)) ey 14 We received Mr. Harper's letter st night
johnwarshawsky@usdoj gov 15 requeding Mr. Tipton'sCV. | didn't seethe letter
MICHAEL QUINN, ESQ. 16 until thsmoming. TiptonsCV adudly is
RACHEL SPECTOR, ESQ. 17 accessble onthe Internet if you dl wart to pull it
Assgant Solicitor f i
T Rdom;and Litigation 18 up. Sol did want to mekethat avallableto you
Division of Indian Affairs 19 MR. GINGOLD: Y ou have brought it with you.
U.S. Department of Interior N .
Office of the Solicitor 20 Istha what youretdling me?
1849 C Street, N.W. (MS6456) 21 MR. WARSHAWSKY: Right, because | didn't see
Washington, D.C. 20240 22 theleter until thismoming, but you can catanly
(202) 208-6029
Page 3 Page 5
1 retrievethat a abresk.
2 MR. GINGOLD: But whet youre saying isthet
3 youdidnthringit. Thank you.
4 Let'sded with the two housekesping issues
5 wetdked about before we went on the record, and we
6 aeontherecord now. Anditsmy underdanding thet
7 Mr. Warshawsky and Mr. Quinn are representing Mr.
INDEX 8 Tipton. Isthet fair or not?
WITNESS DIRECT CROSSREDIRECT RECROSS | 9 MR. WARSHAWSKY:: W, I'm defending the
W.Hord Tipton 10 10 depogtion.
11 MR. QUINN: Hed defending the deposition.
EXHIBITS 12 I'matending.
13 MR. GINGOLD: Okay, okay. So, nr.
Bxh 14 Warshawsky, you and | will havethe discussion onthe
No.  Dexiption Page 15 twoissuesthe are outdanding or isMr. -
16 MR. WARSHAWSKY: | think we can have abrief
Tipton Depostion: 17 discusson, yesh.
18 MR. GINGOLD: Okay. Your pogtioniswere
1 9/26/01 Letter from Shyloski to Bdaran. . .115 19 anttitled to only take Mr. Tipton for one saven-hour
20 day, correct?
21 MR. WARSHAWSKY:: | think a theend of the
2 18/15/02 Letter from Tipton. .. ... .. 161 22 day ld'sasessit, if therdsaneed for ancther day
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Page 6 Page 8
1 of hisdepostion. Well see what we cover today. 1 issued & that poirt.
2 MR. GINGOLD: Jugt 50 you should know, | 2 And tha'swhy wetried to resolve it awesk
3 would aticipate thet it's going to be probably & 3 ahead of time and unsuccessfully, but thet'sthe way
4 lesdt threedays So| just wart you to understand 4 itissomeimes Sowhy dont we see how it goes
5 that, based on the amount of materid, but we can 5 MR. GINGOLD: Would you have an dhjection to
6 assessatheend 6 theextent you bdieve something would -- you
7 MR. WARSHAWSKY: Wewill. 7 chaadteizeit asjeopardizing the security of the I T
8 MR. GINGOLD: Okay. Now, | left amessage 8 sydem. Istha afar satement or not?
9 for the Judgeslaw derk thet to the extent we have 9 MR. WARSHAWSKY:: | think that'sthe
10 anissuewherewedo not agree or disagree, I'd like 10 principd concemn, sure
11 togotocdl. Hehaa't returned thet message, but 11 MR. GINGOLD: No, but again, 'mtrying to
12 | asumewe could dl get on the phone with him. 12 makesuretha | undersand what your concemnis To
13 MR. WARSHAWSKY:: | think locd precticethey 13 theextent tha testimony isdidited from Mr. Tipton
14 nomaly don't do these things by phone, but whetever 14 tha you bdieve hesthat issue and can request that
15 youhavearangedisfine 15 thereporter notethat intherecord; oif | may
16 MR. GINGOLD: Whereinthelocd rulesis 16 finsh
17 tha? 17 MR. WARSHAWSKY: Go ahead.
18 MR WARSHAWSKY:: | didn't say locd rules 18 MR. GINGOLD: Okay. You can request thet
19 MR. GINGOLD: Oh, okay. 19 your concan in thet regard, which may bethe same as
20 MR WARSHAWSKY:: | think thet'sthe locd 20 ours isnoted in the record. Soto the extent there
21 practice butin any event -- 21 may beaneed to put this transcript under sed, it
22 MR. GINGOLD: By the Justice Departmert. 22 oould be put under sed with respect to the metters
Page 7 Page 9
1 MR WARSHAWSKY: No. Inany event, well 1 tha you bdieve could compromise or affect the
2 seewha happens Go aheed. 2 scurnity of the OT sydems isthet far?
3 MR. GINGOLD: Okay. Now, with regard to the 3 MR WARSHAWSKY: No. Asyou know, a
4 protective order issuesthat Mr. Quinn hesraised in 4 protective order governs not Smply the information
5 hiscorregpondence with Mr. Harper. 5 that'scovered, but acoesstoit, and | think it would
6 MR WARSHAWSKY': Right. 6 bebetter to actudly have an order esablishing who's
7 MR. GINGOLD: What isyour postion? 7 entitled to gain accessto thet information and how it
8 MR. WARSHAWSKY: Right. Well, well seg, 8 canbeutilized.
9 firg of dl, if the depasition plays out and you 9 Weve hed discussionsin the past about our
10 dont cover any materids requiring protection. It 10 concarns and | think theyrewdl, well etablished.
11 becomesamoot issue Since youve naticed up a 11 Soyour ord offer would not be sufficient for us, and
12  number of IT security professonds my assumption is 12 again, that's how wetried to work this out aheed of
13 tha a some point youll be asking about 1T security 13 time, but let's see what happens when you teke his
14 ises 14 depadtion. You may not hit any information thet
15 And as you know, we condder those matters 15 requires protection, and it may be -
16 sngtiveand not something that should be a part of 16 MR. GINGOLD: No, | wastrying to
17 thepublic record. Sowell see 17 accommodateyou. If it's okay with me, if you dont
18 It very wdl may be when you ask aquedion 18 nead the accommodation, you fileamation for
19 tha Mr. Tipton can regpond in such afashion thet a 19 protective order eftewards. | wasjud going to meke
20 protective order isnt necessary, but if you get into 20 it easy for you, John, but let's not meke it essy.
21 ddalsthat would jeopardize the security of interior 21 Okay.
22 sygems obvioudy well have aprotective order 22 MR WARSHAWSKY: And we veary wel may have
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Page 10 Page 12
1 tofileamotion, but well see what happens. 1 mitigate thoserisks, and then acoepting those risks,
2 MR. GINGOLD: Fine. 2 mitigaing those that nead to be mitigated, and then
3 DIRECT EXAMINATION 3 monitoring those systems for continued compliance
4 BY MR. GINGOLD: 4 Q Soyouyourdf have assessad each of the
5 Q Good morning, Mr. Tipton. 5 gygemstha house or accessindividud Indian Trust
6 A Good morning. 6 data correct?
7 Q My nameisDennis Gingold. We haven't met, | 7 A Could you repeat the question?
8 havewe? 8 Q Yes Haveyou-- youve defined "adequate
9 A Not formally. 9 sunity” inaterm thet I've not heard before, which
10 Q Havewe met informally? 10 isit meansassessing each of your sysems Isthet
11 A I've observed one hearing, | believe. 11 afar saement? Thet's part of your definition,
12 Q Which one? 12 imtit?
13 A A year or s0 ago on the preliminary 13 A Yes
14 injunction. 14 Q Okay. Sowhenyou sy the systemsthat
15 Q Which preliminary injunction was that? 15 house and accessindividud Indian Trust dataare
16 A | don't remember the exact date. 16 adequatdy secured, which is your tesimony today,
17 Q Wasit aprdiminary injunction dealing with 17 doestha mesan you assessed, you yourself essessed
18 information technology security? 18 eech of your systemsthet a presant acoesstrust
19 A Not specificaly. Wdl, yes, | guessit 19 data?
20 was. It was on the system disconnections. 20 MR. WARSHAWSKY: | just object to theform
21 Q Wasit on the disconnections or 21 of the quedion to the extent youre summearizing
22 reconnections? 22 tedimony. It may not be accurate, but you can answer
Page 11 Page 13
1 A (Paus) 1 subject--
2 Q Tdl mewha you recdl of thet hegring. 2 MR. GINGOLD: If you undergand the
3 A Smply the Government's argument thet we 3 quedtion, you cando 0. If Mr. Warshawsky wantsto
4 neaded to reconnect our systems for specified reasons 4 tedify, well put him under ceth.
5 Q That'sdl thesytems Istha your 5 MR WARSHAWSKY': No, | jus said he could
6 underganding? Reconnect dl of the sydems? 6 answver subject --
7 A | bdieveit wascase by case 7 MR. GINGOLD: Mr. Warshawsky, it's not your
8 Q Aredl of your sysems secured today? 8 depadtion.
9 A They adequatdly secured, yes 9 MR WARSHAWSKY': And he can ansver aubject
10 Q Sothey aesscured. All of your sysemsin 10 tomy objection.
11 Interior are secured today. Thet's your teimony? 11 MR. GINGOLD: Thet'svery niceof you.
12 A They are adequatdy secured, yes 12 THEWITNESS If youreaskingif |
13 Q Okay. You sy they're adequatdy secured. 13 persondly catified the sysems | overseethe
14 Wha do you mean by "adequetdy secured'? 14 catification of theindividuds and people who
15 A Adequatdy secured as defined by HSMA and 15 catify, and then | check on those people through an
16 Circular A-130, Appendix 3. 16 oversght processto determine the qudity of their
17 Q Andwhat do you meen by that? What'syour 17 catifications
18 interpretation of HSMA, firg of dl, and whet is 18 MR. GINGOLD: That wasnt my question.
19 necessary for adeguete security? 19 BY MR. GINGOLD:
20 A Adequate security is defined as assessing 20 Q | asked you whether or not you assessed esch
21 each of your sysems having gppropriate documentation, 21 of thesygemstha you have tedtified are adequetdly
22 asxssng your risk, baandng available resourcesto 22 sxuredthere. That'swhat | asked you.
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Page 14 Page 16
1 A Thedepatment through its respective 1 of therisk in that system, establishing the
2 hbureaus and responsble owners assesseach and dll of 2 boundaries of that system, testing of that system
3 thesydems yes 3 dter controls have been gpplies. It'sa
4 Q Soisyour answer to my question no? 4 cgtification of the system, the technicd contrals
5 A Theanswe to your quesionisyes 5 within thet sysem by qudified professonds. It's
6 Q Oh,you haveassessed. I'msorry. | 6 atesting of the sysem by independent third parties,
7 misundersood. You are now testifying that you 7 andthenfindly, it's acceptance of the risk thet hes
8 persondly have assessad each of the systemsthat has 8 bemnidentified within thet sysem by an officd
9 individud Indian Trust deta. Isthet trueor fdse 9 tha'sresponghblefor the system, for crediting it.
10 MR WARSHAWSKY: Object to the argumentative 10 Q Okay. Do you know how your undersanding of
11 formof thequedion. You can answer subject -- 11 thetem "adeguate security” is didinguished from
12 BY MR. GINGOLD: 12 OMB'suseof theterm, the definition of the term
13 Q Istha trueor fase? 13 "adequate security” in OMB Circular A-130?
14 A Asyouddedit, itisfdse 14 A If youreesking meif | ated it verbetim,
15 Q Okay. Somy quesiontoyouissmple 15 then, no, I'm sureit's not verbatim.
16 Haveyou persondly assessed eech of the sysamsthat 16 Q | didnt ask that question.
17 bhouseand accessindividud Indian Trust data? 17 A Butitsconagent with theway OMB has
18 A That'sapoorly worded quesion which | have 18 interpreted adequate security.
19 toanswer now. 19 Q Mr. Tipton, you've taken depastions before,
20 Q Sotheanswer isthat you have not assessed 20 ‘ha/en‘tyaf?
21 thesygems, natwithsdanding thefact you dontt like 21 A Ye
22 my quedion. Far? 22 Q If you can plesseligen to the question I'm
Page 15 Page 17
1 A Fair. 1 asking and answer the question I'm asking.
2 Q Okay. Thank you. 2 A Andif you can let mefinishwhen | gat my
3 What's your understanding of "adequate 3 quedtion.
4 security" again? 4 Q Oh, I thought you werefinished.
5 A What was the question? 5 MR WARSHAWSKY: Andif youlll plesse not
6 Q Yes Your understanding of the term 6 aguewith thewitness, that would be hdpful, too.
7 “adequate security." You used that. 7  Go ahead and ask the next question.
8 A Yes 8 MR. GINGOLD: Your editorid comments are
9 Q What isyour understanding of the term 9 wondeful. We can have astanding objection on that.
10 "adeguate security"? 10 MR. WARSHAWSKY: Let'sget it going.
11 A You want meto repest the first answer | 11 MR. GINGOLD: Thak you very much.
12 gave? 12 MR WARSHAWSKY: Letskespit going.
13 Q No, I want you to tell me what your 13 MR. GINGOLD: Oh, thank you, Mr. Warshawsky.
14 understanding of the term "adequate security,” if you | 14 BY MR. GINGOLD:
15 haveone. If youdon'tjustlet meknow andwecan |15  Q Now, didyou understand my question? Do you
16 moveon. 16 understand whether, do you know whether or nat your
17 A | provided you my definition of adequate 17 dated definition of "adequiate security” isin any way
18 security, and I'll be happy to do it again if that's 18 different, in any way different from OMB's definition
19 what you're asking me. 19 of "adequate security” in OMB Circular A-130?
20 Q Let'sdoitagain. 20 A No.
21 A It'sanindividua assessment of a system 21 Q Haveyou ever read thet definition?
22 fromaninitia review of the sysemtotheassessment |22 A Yes
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Page 18

Page 20

1 Q When? 1 of thedatain the sysem so that you can mekethe
2 A Many times. 2 daement that you're making today under oath, subject
3 Q When was the last time you read it? 3 topendty of pajury, thet the informationinthe
4 A Yeserday. 4 system hasintegrity? What have you done?
5 Q Okay. I'll readittoyou. Let'sseeif 5 Please answer the quedtion.
6 thisrefreshes your recollection. 6 MR. WARSHAWSKY:: Ohbject to the argumentative
7 "OMB Circular A-130 defines as adequate 7 tone
8 security or security commensurate with risk, including | 8 MR. GINGOLD: Please answer the question.
9 the magnitude of harm resulting from the unauthorized | 9 MR. WARSHAWSKY': And it was aregpongve
10 access, use, disclosure, disruption, modification, of 10 answve.
11 disruption of information." 11 Go ahead and ansiver.
12 Is that your understanding of what you were 12 MR. GINGOLD: Please answer the question,
13 saying, quite frankly? Isthat what you were saying? 13 unlessyoureingructing him nat to, Mr. Warshavsky.
14 A Yes 14 MR. WARSHAWSKY': No, I'mtdling himto
15 Q Allright. Thisisthen not -- an 15 answerit agan. Giveyou the same answer.
16 assessment of risk isn't adequate security, isit? 16 MR. GINGOLD: I'm going to ask you to answer
17 A ltispart of aprocess. 17 thequestiontheway | asked the question, not what
18 Q Isn't adequate security the security 18 Mr. Warshawsky istdling you to answer it.
19 necessary to insure the integrity of the information 19 BY MR. GINGOLD:
20 inthe system? 20 Q Canyou answer the quedtion or not?
21 A It ismore than that. 21 A Do you want to repest it? You --
22 Q Okay. Soit'sat least that. Isthat fair? 2 Q Yes Wha haveyou donetoinsurethe
Page 19 Page 21
1 A ltisalesst that. 1 integrity of the data? What have you doneto examine
2 Q Okay. Sotheprimary -- aprimary objective 2 thatissue? Wha have you done?
3 o IT security isthat the integrity in asydemis 3 MR. WARSHAWSKY': Mr. Gingold, do not raise
4 secure, correct? 4 your voiceto Mr. Tipton.
5 A Correct. 5 BY MR. GINGOLD:
6 Q Soyauretdling methet dl of the 6 Q Wha haveyou done, Mr. Tipton?
7 interior sysemstoday have -- youve insured the 7 A | haverequired eech of the sysem owners
8 inteyity of theinformetion in the sysems 8 and the sysem catifiersto provide Sgned
9 A Wehave conducted processes on those sysems 9 documentation and back-up materidsto addressthe
10 that evduate the confidentidity thet the systems 10 isuedf integrity of the daa
11 theavalability of theinformetion in the sysems 11 Q Soyouhavesgned dedadions You
12 andtheintegrity of thedaain the sytems 12 have--
13 Q Okay. What have you doneto examine or 13 A ldidnt--
14 asesstheintegrity of the detain the sysems? Tdl 14 MR. WARSHAWSKY': Lé him ask hisquedion.
15 meexadly what you have done, you persondly. 15 MR. GINGOLD: Then I'l ask you again.
16 A Itsmy repponshility as CO of the 16 BY MR. GINGOLD:
17 depatment to make sure that processes arein place, 17 Q Do you have asgned dedaration that
18 procedures and guiddines information, and leedership 18 dtedsto theintegrity of the datain the sysems?
19 isavalddeto conduct the operation throughout dll 19 A They aenot dedaaions.
20 components of the department. 20 Q Do you have sgned catifications thet
21 Q Tha'snotthequegtion. My quedionis 21 dted to the security of the detain the sysems or
22  wha have you doneto examine or assessthe integrity 22 theintegrity of the datain the sysems?
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Page 22 Page 24
1 A Yes 1 peiod of sverd months on varying sysemsthe
2 Q Okay. Tdl mefromwhom you recaived such 2 dffidd documentation for catifications
3 acodtificdion. 3 MR. GINGOLD: | asked you asmple quedtion,
4 A Youwat alig of dl of them or confined 4  andif theanswer ishedidn't do this plessetdl me
5 tothe-- 5 tha.
6 Q 'l ask eech person. Thedatain BIA 6 BY MR. GINGOLD:
7 systems theindividud Indian Trugt datain BIA 7 Q Did he certify thet the BIA data, the
8 sydams tdl mewho provided to you a catification 8 individud Indian Trugt detain the BIA systemshes
9 that thedatain the sysams hasintegrity. 9 integrity, today or yesterday or whenever he catified
10 A Catifications provided by Brian Burns, the 10 this? Did he catify to that?
11 CIOo. 11 A Hedid.
12 Q Whan? 12 Q Hedid Okay. Whendid he catify to that
13 A Whar 13 and whereistha cartification located?
14 Q When 14 A A oopy of the catificaion islocated in my
15 MR WARSHAWSKY: I'msory. Hewastrying 15 saaurefiles and | donit recdll the exact number thet
16 togiveyou Somenames 16 hesgned, but there are saverd, and some have dates
17 MR. GINGOLD: No, no. Yousad Brian Bumns 17 asealy aslad summer. Somehave datesaslaea
18 | sad, "When?' 18 Feoruary.
19 THEWITNESS. That'sacatification, and 19 Q And he spedificaly said bassd on your
20 then the accreditation -- you dont want the 20 recollection that theindividud Indian Trust dtain
21 accreditation? 21 theBIA systems hasintegrity, correct?
22 MR. GINGOLD: | asked you onequestion a a 22 A Thaisthe bagsof the certification, yes
Page 23 Page 25
1 time. | asked you for acert. and you said 1 Q No. Did hesay that? Did he say that?
2 cetification. So | asked you this. Wel get to 2 A Inhiscatification?
3 each question at atime because Mr. Warshawsky will | 3 Q Yes Didhesay that, what you just sad,
4 object about compound questions. So what I'm trying | 4 thetit hesintegrity literelly, not figuretively?
5 todoisask you specificaly. 5 Did he say the data has integrity?
6 BY MR. GINGOLD: 6 MR WARSHAWSKY': Jud to daify, youre
7 Q Yousad, if my understanding is correct -- 7 akinghimverbatim. Isthet inthe -
8 and tell me where I'm wrong -- 8 MR. GINGOLD: No, no. I'm asking did he -
9 MR. WARSHAWSKY:: Just for the record -- 9  I'm nat asking the processes he exactly utilized. I'm
10 BY MR. GINGOLD: 10 not asking you whether or not the sysems have been
11 Q -- that you received a certification from 11 corrected to teke care of materid deficienciesthat
12 Brian Burns that the datain BIA systems has 12 exigted before I'm asking one quedtion, and thet
13 integrity, correct? 13 quedionisthis
14 MR. WARSHAWSKY:: Just for the record, | 14 BY MR. GINGOLD:
15 wasn't abjecting to a question. Y ou cut him off and 15 Q Did hecatify inthe severd catifications
16 hewastrying to give you an answer. 16 tha youvejugt idertified under ceth thet the
17 MR. GINGOLD: All right. Unlessyou 17 individud Indian Trust datahousad in BIA sysemshes
18 prepared his testimony, you wouldn't have any ideaif |18 inteyity?
19 hewas cut off. 19 MR. WARSHAWSKY': And you're asking isthat
20 MR. WARSHAWSKY: No, hewas. He-- 20 the spedfic languagein the cartification”?
21 MR. GINGOLD: Please answer my question. |21 MR. GINGOLD: No, I'm asking if hedid thet.
22 THE WITNESS: Brian Burns certified overa |22 BY MR. GINGOLD:
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Page 28

1 Q Didhedo that? 1 hasinteyrity, you are not referring to thefirgt part
2 A | do not know that he singled it out in 2 of the ddinitionsyou havejust sated, i.e, the
3 those specific terms. 3 accuracy and completeness of integrity of the data
4 Q Okay. 4 itdf, correct?
5 (Pause in proceedings to respond to 5 MR WARSHAWSKY: Canyou reed thet question
6 extraneous Noises.) 6 back, pleass?
7 BY MR. GINGOLD: 7 MR. GINGOLD: Il be brief.
8 Q Okay. You testified that it's your 8 MR. WARSHAWSKY': No.
9 understanding that the data in the Interior systems 9 BY MR. GINGOLD:
10 had integrity, and you based it on the certifications |10  Q Yourenot testifying thet the deta hes any
11 provided by Bureau ClOs, among others, correct? |11 integrity from the completeness or accuracy
12 A You've changed the -- 12 perspective, areyou?
13 Q Okay. The-- 13 A No.
14 A  -- the nature of what you -- the way you 14 Q Okay. Canyou? Areyou aileto?
15 datedit. 15 A I'mnatinapostion to mekethet judgment.
16 Q Okay. Let meclearitthen. | want to make |16 Q Whynat?
17 surethereisno misunderstanding onthisandwecan |17 A I'mnot the sysem owner. | do not manege
18 spend as much time as you like to make sure you're |18 thedaa
19 satisfied that you're answering the question I'm 19 Q Okay. Sothesysem,isityour
20 asking. Okay? Thisisnot atrick question. 20 understanding that the individuals who are the systems
21 My question isthis: are you satisfied that 21 owners-- and well get into thet later - arethe
22 theindividual Indian Trust housed in the Interior 22 oneswho should be dble to attest to the integrity of
Page 27 Page 29
1 Depatment IT systems has integrity? 1 thedata, i.e, the accuracy and completeness of the
2 A | am satisfied that the systems as certified | 2 data?
3 and accredited protect the integrity of the data 3 A The system owner through their information
4 that'sthere. | am not testifying asto theintegrity | 4 owner and through their data owners.
5 of the data, whether it's accurate or whether it's-- | 5 Q Andfor BIA it's Mr. Burns; is that correct
6 Q Thank you. 6 ornot?
7 A --missing. Theresadifference. There's | 7 A Interms of owning the data?
8 agreat big difference. 8 Q Weéll, the system owner. You said the system
9 Q Asamatter of fact, integrity is abroad 9 owner.
10 topic, isn'tit? Isthat afair statement? 10 A No, sir.
11 A | don't know that it's broad, but it hastwo |11 Q Okay. Who's the system owner for BIA?
12 sides. 12 A Atthispoint | believeit is Director Pat
13 Q Okay. What isyour understanding of 13 Pegsdale, but they have several systems, and I'm not
14 integrity so that at least we have acommon 14 surethat he's the owner of al of those.
15 understanding for today's purposes? 15 Q Okay. Who are the other owners that you are
16 A Integrity in one sense speaks to the 16 awareof at BIA systems?
17 vadlidity, the accuracy of the dataitself. Integrity |17 A None that I'm sure enough to testify to.
18 from a security point of view stands for protecting | 18 Q Haveyou had discussions with Mr. Regsdale
19 and assuring that whatever state the integrity isin |19 about the integrity of the data in the systems that he
20 isnot changed. 20 isidentified as the owner?
21 Q Okay. Solet meask you this. Whenyou |21 A No.
22 dtatethat you received certifications that the data | 22 Q Haveyou reviewed his certifications?
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Page 30 Page 32
1 A Mr. Regsdale did not certify. Mr. Brian 1 thelas couple of years?
2 Burns certified. 2 A Hdf dozen.
3 Q Okay. To your knowledge, has Mr. Burns 3 Q Approximatdy during thet time, and Mr.
4 certified that the data housed in the Interior 4 McKenna, how often -- when was the lagt time you spoke
5 Department systems are accurate and complete? 5 with Mr. McKennaabout the accuracy and completeness
6 MR. WARSHAWSKY:: I'm sorry. Interior or 6 andinteyrity in thet regard of the data housad inthe
7 BIA? 7 OST sydem?
8 MR. GINGOLD: BIA first. 8 A Threewesks ago.
9 THE WITNESS: Not from that question, no. 9 Q Okay. What did Mr. Bunstdl you whenyou
10 BY MR. GINGOLD: 10 hed the conversttion with him?
11 Q Have you seen anyone certify that the data, 11 A Wal, heacknowledged cartain aressthet the
12 theindividua Indian Trust data housed in any of the 12 daaneeded to be completed. In severd casesjust
13 Interior Department systems is accurate and complete? | 13  migraing detafrom one sysem to the other requires
14 Have you seen any testimony with respect to that sort |14 vdidation and checking. Sometimes piecesareinthe
15 of integrity? Any certification. 15 wrong format or they'renot. They don't migrate
16 MR. WARSHAWSKY : Areyou asking 16 stisfactorily, and you have an opportunity to do
17 certification or testing? 17 what'sknown as datadeansng.
18 MR. GINGOLD: Anything. That'swhat I'm |18  Q Didhetdl youinthecourse of thet
19 asking. 19 conversttion thet datahoused in the BIA systemsthat
20 MR. WARSHAWSKY': Okay. 20 heistheowner of or has knowledge of is accurate and
21 THE WITNESS: No. 21 ocomplee? Did hetdl you that?
22 BY MR. GINGOLD: 22 A Hetodd meit was reasonably accurate and
Page 31 Page 33
1 Q Haveyou had any discussonswith anybody 1 ocomplete but not perfect.
2 about thet particular issue? 2 Q Okay. What isyour underdanding of
3 A Yes 3 reasonably accurate and complete? In the course of
4 Q Okay. Withwhom and when? 4 the conversation, what was your impresson?
5 A I'vehad discussonswith Brian Burnson 5 A Itsalitableto do busnesswith.
6 seveard occadons I've had discussonswith Mr. Bob 6 Q Suitdblefor afidudary to do busnesswith
7 McKenna, the ClO of OST, on severd occasons 7 oraitablefor anyoneto do busnesswith?
8 invalving padt initigtives and projectsto do data 8 A I'mnat qudified to answver afidudiary
9 vdiddion, insure completeness of detarecords and to 9 quedion.
10 mekeimprovemeantsin the sysem. 10 Q Doyou--
11 Q Okay. Whendid you spesk with Mr. Burnsto 11 A I'mnot an accountart.
12 thebegt of your recallection? 12 Q | didnt ask you if you were an accountant.
13 A Pobably within the la month. 13 Do you undergand that your role with regard to
14 Q How many conversations have you had with him 14 individud Indian Trud datais asafidudary or not?
15 &bout thet particular subject? 15 A Notmyroe
16 A | dont know exadtly. 16 Q Notyour role?
17 Q Morethan one? 17 A Not asdefined within the department.
18 A Morethanone 18 Q Okay. Sono onehasever indructed you or
19 Q A dozen maybe? 19 informed you or advised you thet you have afidudiary
20 A Probably nat thet many. | wouldn't think it 20 responghility thet you oweto anindividud in the
21 would. 21 trud fund sydem; isthet fair?
22 Q A hdf dozen, isthat afar satemernt, over 22 MR. WARSHAWSKY: Jud to bedear. Youre
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Page 34 Page 36
1 askingabout Mr. Tipton'sduties, isthat correct? 1 Your understanding.
2 MR. GINGOLD: I'm asking about -- I'm not 2 MR. WARSHAWSKY: And | will state for the
3 asking him about anybody. 1'm asking you. | asked 3 record, Mr. Gingold, it's an objection. You're asking
4 you. 4 for alega conclusion. He can answer subject to that
5 BY MR. GINGOLD: 5 objection.
6 Q Didyouundergand what | said? You? 6 BY MR. GINGOLD:
7 A Yes 7 Q Do you believe the Secretary is afiduciary
8 Q Okay. Thak you. 8 visavisthe Cobdl Plaintiffsin this litigation?
9 Has Mr. Warshawsky informed you & any time 9 A | believe the Department of Interior has
10 intheyearstha you've gooken to him, heshetold 10 Indian Trust fiduciary responsibilities.
11 youthat you wereafidudary? 11 Q Do you have any understanding as to whether
12 MR. WARSHAWSKY: Objection. You don't have 12 or not the Secretary does?
13 toanswer that quedtion. It cdlsfor privileged 13 A The Secretary is the head of the department.
14 communicaion. 14 Q Soshewould? Yesor no, based on your
15 BY MR. GINGOLD: 15 understanding? What's your understanding?
16 Q Haveyoutdkedto any lavyer & any time 16 A On my understanding?
17 who hasever told you that your rdleisasa 17 Q That's solely on your understanding.
18 fidudary? 18 A 1 would say yes.
19 MR. WARSHAWSKY:: [l object. You donot 19 Q What does that mean to you? What does it
20 haveto answer thet. It'ssubject to privilege 20 meanto you when he has fiduciary responsibilities?
21 BY MR. GINGOLD: 21 What does it mean?
22 Q Hasanyonetold you youre not afiduciary? 22 MR. WARSHAWSKY': Objection. Calsfor a
Page 35 Page 37
1 Anyone 1 legd condusion.
2 A No. 2 BY MR. GINGOLD:
3 Q Isityour underganding, do you have any 3 Q Wha isyour underdanding of thet?
4 underdanding asto whether the Secrdary of the 4 MR WARSHAWSKY': You can answer it subject
5 Interior isafidudary with repect to individud 5 totheobjection.
6 Indiansand theindividud Indian tribes? 6 THEWITNESS: | choose not to answer it if
7 A Youreaking meto answer on behdf of the 7 I'mabsolutdy not compdled to.
8 Saretary? 8 MR. GINGOLD: You aecompdledto.
9 Q I'masking youwhet your underdanding is 9 MR. WARSHAWSKY': I'm sying you can answver
10 Youcantdl mewhat your underganding is 10 subject to the objection.
11 MR WARSHAWSKY': I'mjud objecting. Youre 11 MR. GINGOLD: Youmug answer, asameatter
12 aking -- 12 of fact, Mr. Tipton.
13 MR. GINGOLD: Y ou can tdl mewhet your 13 MR WARSHAWSKY: Pess
14 undedandingis 14 MR. GINGOLD: You mug answer thet question.
15 MR WARSHAWSKY:: Youreaking himfora 15 MR WARSHAWSKY: Mr. Gingdld, let mejust
16 legd condusion. 16 get thison the record.
17 MR. GINGOLD: No, I'm asking for your 17 Mr. Tipton, I've objected because his
18 underdanding asaprofessond inthe IT security 18 quedionisasking you to offer alegd opinion. I've
19 managing individud Indian Trust deta 19 daed you can answer subject to that objection.
20 BY MR. GINGOLD: 20 MR. GINGOLD: Answer the question.
21 Q Isyour understanding thet the Secretary is 21 THEWITNESS Thelighility thet the
22 atrudeeddegae? Issheafiduday or isshe not? 22 Secretary and others charged with fidudary dutiesin
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Page 38 Page 40
1 thelndian Trust area, they have aresponsibility to 1 responghility whatsoever. I'm saying there may be
2 provide information and accurate accounting to Indian | 2 shared responsibility, but | am not the sole
3 bodies (phonetic) and Native Americans. 3 accountable offidd for Indian systems fidudiary or
4 BY MR. GINGOLD: 4 othewise
5 Q Isthat responsibility different than 5 Q Wadl, Mr. Tipton, if therés anything | said
6 providing, as you understand it, information to 6 inthequedion thet said youre soldy reponsble
7 someone with arecreational vehicle who wantsto park | 7 for anything, | gpologize | did not ask you thet
8 at Ydlowstone? Isit different? 8 quedion, did1?
9 A Yes 9 MR. WARSHAWSKY': Objection. You're--
10 Q How? 10 THEWITNESS Tha'stheway | --
11 A | think it's of a higher sengitivity. | 1 MR WARSHAWSKY: Excuseme. Objection.
12 think it's of higher importance. 12 Yourearguing with thewitness Pleaseask --
13 Q That'sit? 13 MR. GINGOLD: No, I'mtrying to explainto
14 A | don't know what you're really looking for 14 your withesswhat the questions I'm asking, M.
15 here 15 Warshawvsky. Plesse be quiet S0 he can continue on.
16 Q [I'masking for your understanding. You work |16 MR. WARSHAWSKY: Excueme My job--
17 for the Secretary, don't you? 17 MR. GINGOLD: Mr. Tipton --
18 A Yes 18 MR WARSHAWSKY': Excueme
19 Q All right. You're the Chief Information 19 BY MR. GINGOLD:
20 Officer of the department, correct? 20 Q Mr. Tipton, who dse--
21 A Yes 21 MR. WARSHAWSKY: Excuseme, Mr. Gingold.
22 Q And one of your responsihilitiesisto 2 BY MR. GINGOLD:
Page 39 Page 41
1 insurethe security of individua Indian Trust data, 1 Q --isrespongble Mr. Tipton?
2 i:tit? 2 MR. WARSHAWSKY:: Excuseme, Mr. Gingald.
3 A Only indirectly in the sense that the 3 BY MR. GINGOLD:
4 department is split into tow accountable units on 4 Q Whodseisresponsble Mr. Tipton?
5 that. 5 MR. WARSHAWSKY: Mr. Gingald, you are not
6 Q Do you have the responsibility though, 6 goingtoague--
7 whether it's direct or indirect, correct? 7 BY MR. GINGOLD:
8 A Not the ultimate responsibility, not in the 8 Q Beyond you, Mr. Tipton, wha's responsible?
9 Indian Trust area, no. 9 MR. WARSHAWSKY: Y oure not going to argue
10 Q Yousay you have no responsibility. Isthat |10 withthiswitness Mr. Gingold.
11 far? 11 BY MR. GINGOLD:
12 A It'shard to say no, but | am not the first 12 Q Mr. Tipton, besdesyou, whoisresponsble
13 line accountable with the Secretary on Indian Trust |13 for insuring theintegrity of individudl Indian Trust
14  matters. 14 daain Interior sysems, besides you?
15 Q Hastheindividua inIndian Trust databeen |15 A The€saseparae unitin chargeof Indian
16 segregated out of systems that you have no 16 Trud records and Mr. Jm Casonismore or lessthe
17 responsbility for? 17 overseer of what happensin Indian Trust. He's point
18 A It has been securely protected, isolated, 18 dfficid for the Secretary.
19 andin many cases separated, yes. 19 Q Areyoufinished?
20 Q Oh, soyou have no responsibility forthose |20 A Yes
21 sysemsat dl? 21 Q Thasit?
22 A I'mnot saying | don't have any 2 A Yes
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1 Q Sotherésno onedse ather then you and 1 BY MR. GINGOLD:
2 JmCaon? 2 Q Isthat your underdanding? Yesor no?
3 A | could name subordinate officds if youre 3 MR. WARSHAWSKY: Excuseme
4 looking for thet. 4 BY MR. GINGOLD:
5 Q Yeslam. I'masking youwho. 5 Q Isthat your underdanding? Yesor no?
6 A Mr. AbeHagd isin charge of the Indian 6 MR. WARSHAWSKY': Mr. Gingdld, youregoing
7 Trust records. 7 tole meobject for the record.
8 Q Wha doestha mean to you? 8 MR. GINGOLD: You havedbjected. Areyou
9 A What it meansto meistha the Secretary 9 indruding him not to answer the question”?
10 haschosentotreat Indian Trust records gpecid and 10 MR. WARSHAWSKY:: No.
11 with ahigher degree of priority than normd record 11 MR. GINGOLD: Okay.
12 process. | work with Mr. Haspd. Wetry to make sure 12 MR. WARSHAWSKY': I'm asking you to daify.
13 thepdlidesaeconagent. We have an Office of 13 Areyou asking him now about Indian Trust detaon OSM
14 Higoricd Trust and Accounting, which the Director is 14 Sdlictor? Isthat what you mean? Because you didn't
15 Burt - | forget hislast name, and then we have OST, 15 ask about --
16 theOfficeof Spedid Trugt, which is headed by the 16 BY MR. GINGOLD:
17 spedd trustee, Cal Svimmer, and that'sal | can 17 Q Wha isyour undarsanding of my question,
18 think of a themoment. 18 Mr. Tipton?
19 Q Wha about MMS? 19 A My underganding, yourelooking for
20 A MMShastrug reponghbilities with respect 20 individudswithin the various trust bureaus of which
21 totheroydty sysem. 21 -~ | don't know whet you asked about OSM -- but the
22 Q Arewetdking aout -- again, just to be 22 ClOisRick Schrader (phonetic), but | understand
Page 43 Page 45
1 dea, weretdking about individud Indian Trust 1 yourelooking for individud within those agendies
2 datahoused in dectronic sysemsright now. Okay? 2 who have reponghbilities for the trust segment of
3 Tha'sdl weretadking about right now, and | asked 3 that data
4 youwho shared responghility with you. Youve 4 Q Soyou do underganding whet I'm asking. So
5 identified Mr. Cason, Mr. Hagpd, the head of OHTA who 5 isitfarto sy thet theindividuds you are
6 name thelast name you donit recdl, Mr. Svimmer 6 identifying, correct, to meright now have shared
7 from OST. Who with Internets (phonetic)? 7 regponghility to inaure theintegyrity of the dataiin
8 A  TheClOisRobeat Brown. 8 thar systems, correct?
9 Q SufaceMining. 9 A Yes
10 A TheClOisRich Faze. 10 Q Wha other sygemsand materid housed
11 Q Officeof the Sdlictor? 11 individud Indian Trust datain other bureaus or
12 A TheClO podtionisvacant a the moment. 12 offices tothe best of your knowledge?
13 TheAding CIOisGreg Littigohn. 13 A InBLM, Bureau of Land Management, we have
14 Q BIONA (phonetic)? 14 the autometed fluid minerd system, better known &
15 A ClOisRomielLavine 15 AFMS In MMS we havethe roydty sysem, and there
16 Q Andwhen you identify these people as CIOs, 16 may be some cthersthere, but | donit recal.
17 again, you're ssaing that these people have hard 17 Q Other bureausand offices That'swhet |
18 responghility for theintegrity of thetrud, 18 asked.
19 individud Indian Trust then; isthat correct or not? 19 A Oh. Inthe Sdlicitor's Office, BIA, OST,
20 MR WARSHAWSKY: Excueme Do youwant to 20 OHA, Office of Hearing and Appedls
21 gothrough these? 21 Q Thank you.
22 MR. GINGOLD: No. 22 A And the Office of Higtoricd Trust
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1 Accounting. 1 explainto mebecauseyou arein charge of them; is
2 Q Andwho a OHA isthe CIO with shared 2 thet correct?
3 responsbility as you understand it? 3 A That'scorrect.
4 A | don't believe they have a ClO per se, but 4 Q Okay. When?
5 theindividud that we work with routinely isCharles | 5 A | wasAdting Director for 11 months 1992 or
6 Breece. 6 '93.
7 Q Could you spell that please? 7 Q Through?
8 A B-r-eece 8 A | was Deputy Director for four years
9 Q Isheacting CIO? 9 preceding thet.
10 A I'mnot sure at that. 10 Q Soyouwerewith OSM goproximady five
11 Q IsthereaClO position at OHA? 11 vyeas Istha true?
12 A | don't recdl at thistime. 12 A lwasinWashington. | waswith OSM for
13 Q How about Bureau of Reclamation? 13 seven and ahdf years as Sae Director for the
14 A The ClO at Bureau of Reclamation is Randy |14 Kentucky Program and Deputy Director for the Southeest
15 Feurstein. 15 Regionand theinitid start-up for OSM in 1979.
16 Q Couldyou just please spell that tothebest |16 Q Andwhat doesOSM do?
17 of -- 17 A Reguaesand overseesthe date programs
18 A To the best of my knowledge, F-e-u-r-st-e- |18 for cod mining and runs amine redametion program.
19 i-n. 19 Q Cod mining on resavations?
20 Q Thaisyour understanding that the Burea |20 A Yes
21 of Reclamation has individual Indian Trust data 21 Q Minestha areowned inwhole or part to
22 housing systems, isn't it? 22 individud Indian Trust beneficaries?
Page 47 Page 49
1 A Only asmdl ssgment thet has been isolated. 1 A | dont recdl ownership to that degree
2 Q Okay. What isyour underganding of 2 Q Doyou--
3 individud Indian Trugt date? 3 A | recdl minesthet I'm familiar with being
4 A By ddinition? 4 tribdly owned.
5 Q Your underganding. 5 Q Areyouawae of any minesthet are nat
6 A Individud Indian Trugt dataisany data 6 tribdly owned and that are owned in part or in whole
7  obtained from any source that hasinformation 7 by individuds?
8 regarding to individud Indian dlottees 8 A No.
9 Q Now, you indicated in one of your comments 9 Q Haveyou ever made aninquiry into thet?
10 &bout OSM that you didn't understand or you suggested 10 A No, notthet | recdl.
11 tha youwerent sureif it hasfederd SMIs 11 Q Waereyou ever asked by anyoneto makean
12 (phonetic); isthet fair or not? That's Office of -- 12 inquiry into thet?
13 A I'mdmply daifying thet our pogtion is 13 A | dont recallect.
14 that OSM does not have Indian Trust cases. 14 Q Okay. If,infact - thisisahypotheticd
15 Q Okay. Soyoure saying that therédsno 15 quedtion - if, in fact, mines on rexvetions are
16 informetion in OSM regarding dlottees; isthat your 16 ownedinwholeor in part by individuds do you
17 daement? 17 bdievethereésinformation thet rdaesto dlottees?
18 A Therésno, to my knowledge, in any of thar 18 MR WARSHAWSKY': Objection. Youre asking
19 dedtronic sygems 19 himto eculae
20 Q Regarding dlottees, correct? 20 MR. GINGOLD: Y ou can speculate
21 A Yes 21 MR. WARSHAWSKY:: No, you cant peculae
22 Q Orwith regard to individuds who have -- 22 MR. GINGOLD: Yes you can Speculae
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Page 52

1 MR. WARSHAWSKY: But you may answver subject 1 redly "mines” Arethere many minesthat are on
2 to-- 2 reservations?
3 MR. GINGOLD: No, you're dlowed to 3 A | don't recal there being very many.
4 gpeculatein adepostion. 4 Q How many do you think there are?
5 MR. WARSHAWSKY: No, | don't want him 5 A | wouldn't guess more than four or five.
6 guessing, and I'm sure you donit want him to guess 6 Q Andwhere do you think they're located?
7 dther. 7 A Four Corners area, New Mexico.
8 But go ahead and answer subject to the 8 Q On Navgo'sreservation? Isthat where you
9 objection. 9 -
10 MR. GINGOLD: W, | want an answer to the 10 A  Those aretheones| recal. Thereare
11 quesion. Answer my question. 11 probably some in Montana, some small ones.
12 BY MR. GINGOLD: 12 Q Crow, isthat a possibility?
13  Q If infat, amineonaresvaionis 13 A Crow isaposshbility.
14 ownedinwholeor part by theindividuds would there 14 Q Do you know? Did you ever make any
15  beinformation with regerd to thet minein informetion 15 inquiriesinto that or not if the mines arein part or
16 tha'sinindividud Indian Trugt inyour opinion? 16 inwhole owned by individua Indian Trust
17 MR. WARSHAWSKY:: And object to the extent 17 beneficiaries?
18 you'reasking for alegd condusion. 18 A No.
19 You may answer subject. 19 Q Didyou make an inquiry on whether or not
20 MR. GINGOLD: | sadinyour opinion, not 20  those mines are on individual allottee lands?
21 your legd opinion. 21 A No.
2 THEWITNESS Onemoretime 22 Q Wasit your understanding that -- then if,
Page 51 Page 53
1 BY MR. GINGOLD: 1 infadt, you have no knowledge thet individud Indian
2 Q Okay. You testified that OSM has certain 2 Trug bendfidaries or dlottees have an ownership
3 regulatory responsibilities for mines, coa mines that 3 interest in these mines why would there be individua
4 areon reservations. Isthat afair statement? 4 Indian Trugt detain OSM systems?
5 A Yes 5 MR. WARSHAWSKY:: Can you reed that beck
6 Q Youtedtified that there's data in the OSM 6 please?
7 eectronic systems with regard to those mines. Is 7 MR. GINGOLD: Why would there beindividud
8 that afar statement? 8 Indian Trus datain OSM systemsif, infact,
9 A | said that there was at thetime | was at 9 individudsdidnt own mines?
10 OSM. It's my understanding that electronic data, 10 THEWITNESS | didn't say thet they didnt.
11 individud Indian data or otherwise, has been removed, |11 MR. GINGOLD: No. If they dont, they
12 but that's smply my understanding. 12 wouldnt.
13 Q Okay. At thetimeyou werein OSM, you 13 BY MR. GINGOLD:
14 sated that you made no inquiries to actua ownership |14 Q Therewould be no datawith individudsif
15 of the mines; isthat true or not? 15 they didn't own mines, correct? Isthat wrong?
16 A 1 only recall the Black Mesa as an example 16 A Ifthey had no mines therewould beno
17 of amine operated by Peabody and the Navajo Tribe, |17 daa That ssemsto bealogica condusion.
18 not individual Indians. 18 Q Okay, but you indicated that there was data
19 Q Andthat'sone. There are morethan-- OSM |19 segregated and migrated out, correct?
20 isresponsible for more than one mine, correct? 20 A Widl, weremixing tribal datawith whet
21 A I'm smply giving you my recollection. 21 presumably might beindividud Indian data
22 Q lunderstand. I'm just asking you. It's 2 Q No, no, no, I'm not asking you about triba
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Page 54 Page 56
1 data. I'masking you about individual Indian Trust 1 routindy overwritten in the Fittdourgh's Salicitor's
2 data 2 Office?
3 A | wasrefering to tribal data. 3 A I'mnot avare of thet.
4 Q Okay. How many of the questions that you've | 4 Q Doyou know that OSM E-méilswere routindy
5 answered refer to tribal data, not individual data? 5 ovawritten?
6 Hasadl of your testimony this morning been with 6 A No.
7 respect to tribal data? 7 Q Sonoonehasever brought thet to your
8 A No. 8 dtention?
9 Q Okay. When did you move from individual 9 A They havenat.
10 Indian Trust datato tribal datain the course of your 10 Q Areyou avaetha that was reported to the
11 tegtimony this morning? 11 ocourt?
12 A When you moved into OSM. 2 A No
13 Q Soit'syour testimony thereisno 13 Q Now, when you werea OSM during the period
14 individua Indian Trust datain OSM? 14 of time, did you insure that your E-mail was
15 A Ascertified to me. 15 preserved?
16 Q You worked there for approximately seven 16 A No
17 vyears, correct? 17 Q Soyou ovaewrate the E-mail on aroutine
18 A | worked there 12 years ago. 18 beds isthet correct? Deleted it?
19 Q When you worked there 12 years ago, didyou |19 A Pursuant to normal write-over proceolures,
20 have an understanding as to whether there was 20 ‘yes
21 individua Indian Trust datain OSM? 21 Q Becauseyou were never told not to, correct?
22 A | don't recollect. 2 A Thet'scorrect.
Page 55 Page 57
1 Q Didyou ever ask? 1 Q Okay. Since June 10th, what was your job on
2 A No, but | don't remember asking. 2 June 10th, 19967?
3 Q Did anyone ask you ever? 3 A 1996, to the best of my recollection, |
4 A Not that | remember. 4 would have been State Director for the 31 eastern
5 Q Anyoneinstruct you how to protect that 5 satesin BLM.
6 daa? 6 Q Andwhat did that entail?
7 A Twelve years ago? 7 A It entailed managing the general Land Office
8 Q Whenever you worked there, for whatever 8 and the Land Office records; entailed managing oil and
9 period of time, ever. 9 gasleasing; managing awild horse and burrows
10 A | dontrecal it coming up. 10 program; recreation; cadastral survey; a variety of
11 Q Okay. Why did the Pittsburgh Office of the |11 land use/land management functions.
12 Solicitor use the E-mail systems for OSM instead of |12 Q Didany of that individua individua Indian
13 the Salicitor's Office? Do you have any idea? 13 Trust lands?
14 A What was the question? 14 A Not to my knowledge.
15 Q Yes Areyouaware-- I'll ask this 15 Q Noneof it?
16 question -- are you aware that the Pittsburgh office |16 A Noneof it.
17  of the Department of Interior, Office of the Solicitor |17 Q Soitwasall set -- do you know why?
18 utilized the OSM serversfor its E-mail? 18 A Do | know why there's no Indian --
19 A No. 19 Q No, why did you have -- during the course of
20 Q Do you know if they do today? 20 your responsibility on June 10th, 1996, based on the
21 A No. 21 description of your functions with regard to leasing
22 Q Waereyou aware that the E-mails were 22 and land management functions, was it only the
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Page 60

1 government'sland that you were concerned about? 1 not the sharp digtinction at that time that there is

2 A Yes 2 now.

3 Q Okay. Soldy. 3 Q Soaninvoice for paper clips would be

4 A To the best of my recollection, yes. 4 treated the same as trust data?

5 Q Okay. When did your responsibilities go 5 A No.

6 beyond government land into trust land? 6 Q How s0? It's another record though, isn't

7 A From '96 forward? 7 it?

8 Q Yeah, let's start with '96 forward. |Is 8 A  It's one someone else keeps.

9 there any point in time to your knowledge, that your | 9 Q Okay, but if you had an invoice for paper
10 responsibilities have been extended beyond just the |10 clipsthat was E-mailed to you, you would treat it the
11 government's own land analysis? 11 same way, wouldn't you?

12 A AsAssstant Director for BLM for land and | 12 A No.
13 mineras management. 13 Q Oh, you wouldn't?
14 Q Andwhenwasthat? 14 A No, | wouldn't.
15 A | had policy responsibilities. 15 Q Sothereisadifference?
16 Q Andwhen wasthat? 16 A Therewould be a duplicate copy. Oh, s0is
17 A 1994 17 it correct that -- do you believe duplicate copies
18 Q To'96? 18 should be treated differently from originals?
19 A I'm not sure that the spacing is right, but 19 A Not with respect to individua Indian data
20 | wasin that position before | moved to State 20 or trust data, but since the court order in our mind
21 Director a Eastern States, yes. 21 supersedes normal record retention pieces, we keep al
22 Q ButonJdune 10th, at least you wereunder -- |22 of those. If it'saduplicate copy of an invoice on
Page 59 Page 61

1 your recollection is that you were the State Director, | 1 paper dips, yes, it would be destroyed.

2 correct? 2 Q The paper dip record would be destroyed

3 A Yes 3 dongwiththeindividua Indian Trust record a that

4 Q So prior to that, you had broader 4 time correct, that you're talking about, which is

5 responsbilities than just government lands, correct? | 5 badcaly from'94 to'96, correct?

6 A | had policy responsibilities for al of the 6 A Yourereferring to dectronic records. If

7 minerds programsin BLM. 7 itsanoffida record that the government does

8 Q Including mineras programs that affect 8 businesswith, transactions then whether therésa

9 individud Indian Trust beneficiaries? 9 requirement to do it or nat, record retention palicies
10 A Yes 10 would requirethat acopy of that materid, that
11 Q Didyou retain dl of your E-mail at that 11 record be maintained.

12 point in time when you were in the position as 12 Q I'mnottaking about the dectronic record

13 Assigtant Director with responsibilities that included |13 inyour computer. Let'stalk about your E-mil, for

14 individua Indian Trust beneficiaries? 14 example Youwould treat the E-mail with an

15 A No. 15 atachment of an invoice for paper dipsthe same way
16 Q Didanyonetdl you to saveit? 16 youwould treat an E-mail with adocument dedling with
17 A No. 17 individud Indian Trust deta, correct, a that time?

18 Q Did you understand you were dealing with 18 A No.

19 trust data, have any understanding that you were 19 Q Oh,youwouldnt. Soyou presarveditin-

20 deding with trust data? 20 A | tried to mekethedidinction between a

21 A Yes. | treated trust records the same as | 21 record over which | had persond knowledge or persond
22 would at any other record at that point. Therewas |22 business direct busnesswith versus onethet's en
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Page 64

1 administrative function. Your exampleistoo extreme. | 1 BLM, and I'm not sure what the storage or archiving
2 Q [I'masking you if you received an E-mail 2 procedures would be since that's ten years ago.
3 dealing with the individual Indian Trust data, whether 3 Q Do you know whether or not those records
4 or not it was your primary responsibility or secondary | 4 have been segregated today from the individual Indian
5 responsihility, while you were in the position of BLS, 5 Trust records from the general government records?
6 would you have preserved that and insured that it was | 6 A No.
7 preserved with back-up tapes at that time, '94 to '96? 7 Q Doyou know what the --
8 A If it congtituted a record by -- 8 A Arewe taking paper records now?
9 Q No, no, no. I'masking if you would do that 9 Q No, I'm talking €electronic records. I'm
10 asapractice. 10 taking about the electronic. | asked you about E-
11 A If it congtituted a record by the definition 11 mail. | asked you if you E-mailed in electronic form.
12 that we applied at that time, yes. 12 You treated everything the same way, correct? '94 to
13 Q Do you know what the definition was at that 13 '96?
14 time? 14 A Yes
15 A Therecords definition, yes. 15 Q Correct. soif you preserved it on your
16 Q Thetrugt, individual Indian Trust records, 16 computer, it was preserved, correct, the same way?
17 doyou k now what that was? 17 A If you preserved it on your computer, but
18 A To the extent that it differs from the 18 again, if it was an official record, the requirement
19 narrow definition of record? 19 isto make sure you have a printed copy of the record
20 Q Wasthere adefinition of individual Indian 20 before you destroy and delete it.
21 Trust record at that time? 21 Q But that's not what I'm asking. Were there
22 A | can't say | recall specifically a specific 22  back-up tapes from 1994 to '96?
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1 definition for an individua trust record in 1996. 1 A Waéll, they had been recycled, as was common
2 Q Wasthere agenera -- to your knowledge, 2 practice.
3 wasthere any definition of individual Indian Trust 3 Q How often were they recycled?
4 record? 4 A | don't recall the exact time.
5 A To my knowledge? 5 Q Do you believe dl of those records have
6 Q Correct. 6 been recycled by now? Thisis 1994 to 1996 --
7 A No. 7 electronic records.
8 Q Soyou wouldn't have been able to 8 A  Electronic.
9 distinguish atrust record from another record. 9 Q Yes. That meansthe E-mail --
10 That's the reason you treated them as similar, 10 A Electronic copies.
11 correct? 11 Q --itself and the back-up tapes.
12 A Wewould treat them appropriately as we 12 A Just to emphasize, electronic copies of
13 treat any other proper record. 13 records would have been recycled, yes.
14 Q No, dl I'masking: as amatter of practice 14 Q Okay. The electronic data itself, has that
15 you treated all the records the sameway. You did not |15 been deleted, the original data?
16 distinguish individua Indian Trust records, correct? 16 A From the E-mail systems?
17 A In1994? 17 Q That'sright.
18 Q To0199 asin OST. 18 A | don't know for afact that it has, but |
19 So if Plaintiffs were to make a document 19 would say if | had to answer, | would say --
20 production request for the records that you preserved | 20 Q It should be?
21 from 1994 to 1996, where would they be located? 21 A --inmy opinion, yes, it should be.
22 A If -- let me see. Well, they would bein 22 Q Okay. Who would know the answer to that

17 (Pages 62 to 65)



Page 66 Page 68
1 quedion? 1 client communication. You can give him the general
2 A | dontrecdl whowasin chargedf IT & 2 subject matter of our discussion.
3 thatime 3 You're not allow to inquire into the
4 Q Widl, who today would know? 4 conversation.
5 A Whotoday? 5 MR. GINGOLD: So you're instructing him not
6 Q Yes whowould know today the answer to that 6 to answer the question?
7 quesion? Does anybody? 7 MR. WARSHAWSKY:: I'm telling him not to
8 A | would gart with their CIO, and it would 8 provide you with conversations, and you know that.
9 probably then go to the records officer. 9 BY MR. GINGOLD:
10 Q TheClO df the Bureau or office? 10 Q What did you generdly discuss during the
11 A OftheBureay, yes 11 break with Mr. Warshawsky, generally discuss? What
12 Q Ortheoffice? 12 were the subjects?
13 A Bureaudf Land Management. 13 A Wediscussed no subjects of material
14 Q Okay. 14 content. It was simply too much conversation.
15 MR. WARSHAWSKY': Weve been going for an 15 Q Wereyou given --
16 hour. Lef'stakeabregk. 16 A It was speculative.
17 MR. GINGOLD: Do you need abresk, Mr. 17 Q Okay. Wereyou given instructions?
18 Tipton? 18 A | wasgiven advice.
19 THEWITNESS: I'm supposed to walk every 19 Q But noinstructions?
20 hour. 20 A Noinstructions.
21 MR. GINGOLD: Okay. Jug let meknow. | 21 Q Didyou ask for any help?
22 wasnttold that. 22 A No.
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1 (Whereupon, the foregoing matter went off 1 Q Okay. Soyou discussad generdly how you
2 the record a 10:36 am. and went back on 2 respond to my quedions?
3 therecord & 10:44 am.) 3 A Thawesit.
4 MR. GINGOLD: Mr. Tipton, were back onthe 4 Q Isthereany information you provide Mr.
5 record. 5 Washavsky?
6 Wejugt came back from abrief bresk, and 6 A No.
7 agan, whenever you nead to take awak to dretch 7 MR. GINGOLD: So Mr. Warshawsky hasa
8 yourlegs just let usknow so that you're not 8 privilege Jud for darification, you assarted a
9 uncomforteble a least physcdly. 9 privilege Wha isthe privilege, pleass?
10 BY MR. GINGOLD: 10 MR. WARSHAWSKY: To the extent were getting
11 Q What did you discuss with your counsd 11 into questions about our discussons | dways
12  during bresk, if anything? 12 conddered that - if you're asking about
13 THEWITNESS That'snot privileged? 13 communications that we had about the depostion.
14 MR WARSHAWSKY: Youcantdl imthe 14 BY MR. GINGOLD:
15 genead subject matter thet we talked about. 15 Q Didyou provide any factsto Mr. Warshavsky
16 MR. GINGOLD: No, it'snot. go ahead. 16 during the bresk?
17 THEWITNESS Wal, | was advised not to be 17 A No
18 s geculdive That'sabout it. 18 Q Didyou provide any information to Mr.
19 BY MR. GINGOLD: 19 Warshawsky during the bresk that waant discussadin
20 Q Andwhat did you say to Mr. Warshawsky? 20 thisroom before the bregk?
21 MR WARSHAWSKY: | jus object. Agan, 21 A Only onthe nature of our discourse
22 you'renat dlowed to ask him about his attorney- 22 Q Okay, but not any facts, correct?
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1 A Nofats 1 Q You provided no factsto Mr. Warshawsky,
2 MR. GINGOLD: So, Mr. Warshavsky, what'sthe 2 correct?
3 nauredf your privilege? 3 MR. WARSHAWSKY:: You can answer thet yesor
4 MR WARSHAWSKY:: I'm nat going to aigue with 4 no.
5 youabout this Why don't you go ahead and ask your - 5 THEWITNESS | didnt.
6 - 6 BY MR. GINGOLD:
7 MR. GINGOLD: It'snot privileged, isit? 7 Q You provided no factsto Mr. Warshawsky
8 MR WARSHAWSKY: Ask your question. 8 during the bregk, correct?
9 BY MR. GINGOLD: 9 A | provided nofacts
10 Q So gpedficdly then, snce were not 10 Q Right. Noneat dl, correct?
11 deding with privileged information, what did you 11 A Correct.
12 discusswith Mr. Warshawsky? 12 MR. GINGOLD: Therk you very much.
13 MR WARSHAWSKY: Agan, I'l object tothe 13 Neverthdess, hisobjection is noted, and we
14 extent youreasking him for aprivileged 14 will ded with thet in sgparate mations with regard to
15 communications during - 15 Mr. Warshavsky. Thark you very much.
16 MR. GINGOLD: W, give methe spedific 16 MR. WARSHAWSKY: I'm sureyou will.
17 information, pleese 17 MR. GINGOLD: Oh, we surewill, Mr.
18 MR. WARSHAWSKY': I'm going to direct him not 18 Warshansky.
19 toanswer that. 19 MR. WARSHAWSKY:: Solet's move on with Mr.
20 MR. GINGOLD: Even though he provided you 20 Tipton.
21 now facts Mr. Warshawsky? 21 MR. GINGOLD: Thank you very much, Mr.
22 MR WARSHAWSKY:: If youwattofilea 22 Warshawsky. Thisisyour depostion. You cen cdl
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1 mation, fileamotion. 1 theshots.
2 MR. GINGOLD: Werenat filing amotion. 2 Okay. Let'stak about the E-mail you saved
3 Tha'snottheissue 3 post June 10th of 1996.
4 MR. WARSHAWSKY: Tha's-- 4 BY MR. GINGOLD:
5 MR. GINGOLD: Y ouire saying right now thet 5 Q Didyousaveinal of your capacitiesin
6 heprovided nofactsto youin the bresk we hed thet 6 the Department of Interior al of your E-mail in
7 youreasserting isa privileged communicetion. 7 eectronic form?
8 MR WARSHAWSKY: Mr. Gingald, | know the 8 A Pleaserestate.
9 gameyoureplaying. Letsmoveon. 9 Q Yes. Do you understand what E-mail in
10 MR. GINGOLD: Isthe answer yesor no, Mr. 10 €ectronic formis? Yesor no?
11 Warshansky? 11 A Yes.
12 MR. WARSHAWSKY:: Ld'snot wase Mr. 12 Q Whatisit?
13 Tiponistime 13 A It'sany communication saved in electronic
14 MR. GINGOLD: Mr. Warshawsky, can you please 14 format.
15 answer the question”? He said he gave you no fects 15 Q And dectronic format includes to the best
16 MR WARSHAWSKY': AsK your question, Mr. 16 of your knowledge what?
17 Gingod. 17 A Inany form. I'm not sure what answer
18 MR. GINGOLD: Mr. Warshawsky, you did not 18 you'relooking for.
19 givehimfadts | just went this under oeth so when 19 Q Theinformation on the hard drive of your
20 werededing with the issues and any sandionswe 20 computer, for example, isthat electronic?
21 might request, | want to meke srethisis der. 21 A It'selectronic. It'salsolooked at as a
22 BY MR. GINGOLD: 22 dtorage media.

19 (Pages 70 to 73)



Page 74

Page 76

1 Q Isit dectronic data? 1 Q Do you remember the year?

2 A It's€eectronic data stored on a hard drive, 2 A | would have to approximate. | don't

3 yes 3 remember exactly the year. | can be close.

4 Q Soit'sdectronic E-mail. 4 Q 2003?

5 A  Savein -- 5 A No, earlier than that.

6 Q Isthat part -- let's save if your E-mail 6 Q 20027

7 cameinto your computer, what happens to the E-mail? | 7 A It seems 1999, but again, that's to the best

8 A | ssve my E-mail in folders. That E-mail is 8 of my recollection.

9 aso saved on servers, and is backed up daily. 9 Q You believe sometimein 1999, and this was
10 Q I'masking you since June 10th, 1996 now. 10 when you became the CIO; is that correct? But not of
11 Asamatter of practice, that's how you've done it 11 BLM, correct?

12 since June 10th, 19967 12 A Of BLM, yes.

13 A No. 13 Q That'swhat I'm saying. Wasit at thetime

14 Q Okay. When did you begin to do what you've |14 you became the CIO of BLM?

15 just described? Do you understand what I'm asking 15 A During | think it was June at that time.

16 you? 16 Q Soitwasn't at the outset, correct?

17 A | think | do. We began implementing the 17 A | don't know. | didn't come prepared to

18 printouts of al the data as prescribed by the court 18 giveyou these kinds of details. | didn't know what

19 order and maintained the back-ups of the E-mail data |19 kind of depth you wanted.

20 fromall of our trust bureaus and servers. 20 Q Waéll, we would have been very happy to

21 Q Mr. Tipton, I'm asking you personaly. When |21 prepareyou if you had called us.

22 | ask about the department for further clarification, 22 AsaClO of BLM, did you insure that all of
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1 1l ask you about the department. 1 your employees preserved al of their E-mail ?

2 When did you begin to presarve the E-mdil in 2 A Wedid due diligence to make reasonable

3 thefoldersand back-up tapes of any form? When did 3 assurance that al employees were aware of the

4 you begin to do that? 4 requirements and were compliant.

5 If it was-- did you begin to do that on 5 Q What did you do to insure that your

6 June10th, 1996? 6 instructions were implemented in accordance with the

7 A | have dways saved my E-mail in persond 7 court orders?

8 foldersin my E-mail structure, not because | was 8 A Weissued policy directions, copies of the

9 orderedto. That'sjus theway | mantain my 9 orders, and required certifications from our field
10 correspondence and my business. | sort the records 10 units.

11 fromthemillionsof other E-mailsthat come through 11 Q What did you do to verify that the guidance
12 mydfice 12 and ingtructions that you provided to your employees
13 Q So--okay. Sorry. 13 were followed in accordance with the court orders?
14 A Whenwewent to amorerigorous procedure of 14 A | don't recall any of the oversight

15 printing out not only just what we considered records, 15 procedures or anything. We didn't look over their

16 but wha we conddered anything discussing thethree 16 shoulder or do any sampling.

17 mgor topicsof the Cabdl litigation and the back- 17 Q Who was your compliance officer who at that
18 ups, | began that asordered, and | bdieve | was CIO 18 timewasaClO of BLM do you recall?

19 of BLM a thetime 19 A You mean security officer?

20 Q Andwhenwastha? Whenwasthat? Whenwas 20 Q No. Toinsure compliance with the court

21 tha? 21 orders, who was your Compliance Officer?

22 A | dontremember the exact date. 22 A Wedon't have anything called Compliance
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1 Officer. 1 A Yes
2 Q Who had the function at that time? 2 Q Okay. Do you know when that occurred
3 A It was a shared responsibility between 3 approximately?
4 myself, my deputy, and my security officer. 4 A  Shortly after the order was issued.
5 Q Okay. Who isyour Deputy, by name? 5 Q Which order?
6 A At that time? 6 A Order for E-mail retention.
7 Q Correct. 7 Q Okay, and you're --
8 A David Shearer. 8 A And for printing of records.
9 Q Canyou spéell the last name, please? 9 Q Wasit -- soit'syour understanding it was
10 A  Shear-er. 10 anorder for E-mail retention and an order for
11 Q Ishedtill with the department? 11 printing of records?
12 A Yes, in adifferent capacity. 12 A Yes. There's orders covering both of those.
13 Q Okay, and you mentioned athird person, you, |13 Q Isit your understanding that --
14 Mr. Shearer and a third person. 14 A It may be the same order, but there are two
15 A | can't recall the security officer's name 15 requirements.
16 at thistime. 16 Q Okay, and approximately what year was that?
17 Q Okay, but what did you -- sinceyou saidthe |17 Do you recdl?
18 three of you were involved in that, what did you do 18 A Again, I'm estimating 1999. It may have
19 personally to insure that the employees complied with |19  been 2000.
20 the requirements of the court orders as you understood | 20 ‘ Q DoesAugust 12th, 1999, mean anything to
21 them? 21 you?
22 A They developed the policies, distributed the 22 A 1'd be speculating or guessing. | don't
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1 information, conducted training, did sometechnical 1 know for sure. It doesnt -- it doen't trigger any
2 techniques and required cartifications from the 2 indant response.
3 regpondbleindividudsin thefidd. 3 Q Do you know how many ordersthet are entered
4 Q Anddid you do anything to inaure thet whet 4 by the courtin Cobdl v. Norton ded with the
5 wasindructed was donein accordance with the 5 presarvation of trust records?
6 indructions? Did you independently verify any of 6 A Atlesstone
7 tha, you persondly? 7 Q Andwhich oneisthat?
8 A | persondly? No, | did nat. 8 A Onpresavation of the E-mail through back-
9 Q Doyouknow if Mr. Shearer did? 9 upsand through printing of trusworthy E-mail.
10 A | dontrecdl. 10 Q Yourenat sure when that was -- which
11 Q Do you know if your sscurity officer did? 11 paticular -- whereit saysthet?
12 A | dontrecdl. 12 A I'mnoture
13 Q Do youknow if your security officer is 13 Q Butitwaantin1998. Istha afar
14  4ill with the department? 14 daement?
15 A | think he has sinceretired. 15 A | dontknow that. Likel sad, I'mgiving
16 Q Do you know where -- you provided memoranda 16 my bet edimate asto when | have knowledge
17 tothefidd in the form of amemorandum in support of 17 Q Okay, wereyouthe ClOin 1993?
18 the guidancein how the E-mail should be presarved. 18 A | would haveto check my resume. I'vehad
19 Istha far? 19 severd differing jobs over thelagt ten years.
20 A Direttives yes 20 Q WeeyoutheClOin1997?
21 Q Youyoursdf Sgned directivesto thefidd. 21 A No.
22 Isthet true or not? 22 Q Okay. In1997, did you presrvedl of your
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1 E-mails? Did you instruct all of your employeesto 1 Q Areyou avarethet records comein multiple

2 presarve dl of their E-mail with regard to individual 2 formats, hard copy and dectronic?

3 Indian Trust records? 3 A Yes

4 A | instructed my employees to -- whatever the 4 Q Isityour undergtanding thet you were able

5 date was -- to do what the court ordered whenwe had | 5 todestroy the dectronic formet in 1999 aslong es

6 theorderstodoit, and | don't know whether it was 6 you kept the hard copy?

7 '97,'98, '99 or 2000. 7 A Not after the court order.

8 Q Soif there wasn't an order entered by the 8 Q Beforetha that was your understanding?

9 court, you did not make that instruction. |s that 9 A Beforethe court order records retention and
10 fair? 10 records management practices as dictated by NARA dlow
11 A Asl said earlier, we abided by the record 11 youand requiretha you destroy eectronic records
12 retention and disposition schedules that are required 12 dter you have made the proper printing and filing
13 by law up until the court order changed that. 13 digpostion of them.

14 Q Areyou aware that in June of 1996, the 14 Q Istha what NARA says?
15 Deputy Assistant Attorney Genera of the United States|15 A Yes
16 in Environment and Natural Resources confirmed to 16 Q NARA saysyou're supposed to destroy dl the
17 Plaintiffs counsd that all records of material, 17 dedtronic records aslong asyou printed them in hard
18 electronic and hard copy would be preserved relevant |18 copy? Isthat what NARA says?
19 toindividua Indian Trust records? Areyou aware of |19 A Onceyou have mede ajudgment thet they are
20 that? 20 records dassified the nature of the records it sys
21 A I'mnot intimately familiar with that, no. 21 you should dispose of them, yes
22 Q Nothing like that was communicated to you in | 22 Q What about regulaions thet were promulgated
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1 Juneof 1996, wasit? 1 in1990 tha require dl department with respect to

2 A | don't recal. 2 itsdectronic records to insure the documentation of

3 Q Wereyou preserving al -- were you 3 thoesysems o theintegrity of the recordsand

4 segregating individual Indian Trust records from other | 4  trustworthy of the sysiem cen be demondtrated? Whet

5 recordsin 1996? 5 didyoudoin that regard, let's sy, in 19967

6 A If | wasinstructed, then, yes, | would 6 A | don't undergtand that quetion.

7 have 7 Q Areyouavaetha sncea lesst 1990the

8 Q But you have no recollection of any 8 regulaions have beenin place enforcedble to insure

9 ingruction? 9 the protection and insure the trustworthiness of
10 A | have no recallection of that. 10 dectronic sysems operated by the government?

11 Q Do you have any recollection in 1997? 1 MR. WARSHAWSKY': Canyou reed that back,
12 A | wasin the programmatic function and 12 please?

13 operations at thetime. | wasnotinIT. 13 BY MR. GINGOLD:

14 Q No, but you yourself -- 14 Q Areyou avaretha theregulaionsthat are
15 A | was not in records management. 15 inplacetha require the agendesto inaure the

16 Q But you yourself, did you preserve all of 16 trusworthiness of eectronic records?

17 your electronic records to the best of your knowledge |17 A Yes I'mawareof that.

18 at that time? 18 Q Snce1990?

19 A Not in ectronic format. Preservethemin 19 A | dont recal what spedific datein

20 record format. 20 paticular, but I'm aware of the requirement.

21 Q You mean in hard copy format? 21 Q Areyouawaredf the requirement thet there
22 A Hard copy. 22 mugt be documentation to demongrate the
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1 trustworthiness of the systems? 1 trustworthy. | would say that they are not as
2 A | can't provide cites, but any system 2 trustworthy asthey are today.
3 requires documentation to demonstrate its 3 Q Soyou believe they were trustworthy. You
4  trustworthiness. So -- 4 Dbelieve they're better today. Isthat afair
5 Q That'sany system. 5 statement? You believe they were trustworthy prior to
6 A --theanswer isobvioudy yes. 6 December 17th, 2001. That's your testimony.
7 Q Oh, asthe CIO today, do you have the 7 A Widl, again, it depends upon how much risk
8 recordsfrom 1984 -- well, let's say from 1990, where| 8 you were willing to take, the conditions at the time,
9 December 17th, 2001, that demonstrate the 9 thethreats against the systems. It's hard to compare
10 trustworthiness of Interior's electronic systems? 10 systems operating in the year 2000 with the system
11 A 1 wasnot CIO at that time. So, no, | do 11 operating today. The threat scenario is entirely
12 not have any of those records. 12 different. The approach to providing information from
13 Q Who does? 13 Interior system is entirely different.
14 A 1 do not know. 14 Q Do you believe that the designate of your
15 Q Haveyou ever seen them? 15 office or someone in this area has documentation,
16 A No. 16 thorough documentation that demonstrates the
17 Q Haveyou ever asked for them? 17 trustworthiness of record keeping, systems,
18 A No. 18 operations, and controls? Do you believe that exists
19 Q Hasanyone ever discussed them withyou? |19 today?
20 A No. 20 A Today?
21 Q Do you know if they exist? 21 Q Yeah, with regard to the systems from '84
22 A No. 22 through December 17th, 2001. Does that exist?
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1 Q Doyou bdievethey exid? 1 MR. WARSHAWSKY: Canyou ask thet again,
2 MR WARSHAWSKY': Objection. Cdlsfor 2 please?
3 speculdion. 3 BY MR. GINGOLD:
4 MR. GINGOLD: You can answer. 4 Q Do you bdievetherésthorough
5 MR WARSHAWSKY': You can answer subject to 5 documentation demondrating thet the record keeping
6 theobjection. 6 sydems, operdions, and controls are trusworthy?
7 THEWITNESS: | redly dont have an 7 Doesthet documentation exigt at Interior based on
8 opinion. 8 your knowledge?
9 BY MR. GINGOLD: 9 A Itexisstoday, mesting today's tandards:
10 Q Doyou bdievetha maerid defidendes 10 Themgority --
11 exigedin dectronic sysems operated by Interior, 11 Q I'masking you adifferent question. Youre
12 owned by Interior, utilized by Interior through et 12 tdling metoday the sysemsare trusworthy, and my
13 least December 17th, 20017 13  understanding isyouive just tedtified thet today
14 A Two thousand? 14 thereisthorough documentation that demondratesthe
15 Q Ore 15 trusworthiness of Interior's record kesping systems
16 A | bdievetha'sdocumented. They're 16 operdionsand control today, correct?
17 documented deficiendies 17 A Yes
18 Q Maeid defidendes? 18 Q ButI'masking you adifferent question.
19 A Yes 19 I'masking you whether or not from 1994, which wasthe
20 Q Youbdievethe sysemswere trusworthy up 20 beginning of the dectronic records eraso dated by
21 until thet point intime? 21 many Interior witnessesin court under ceth, through
22 A Widl, I'mnot going to say they were not 22 December 17th, 2001, the record sysems were
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1 trustworthy and that materials has been thorough 1 A Not persondly. You kesp persondizing
2 documentation approval. 2 this | did not persondly look a dl of this Stuff.
3 That'swhat I'm asking you. Does that 3 Q Okay. Wdl, I'm asking you persond
4 exist anywhere at Interior? 4 quedions because you are tedtifying. Somebody dse
5 A Prior to 2001, | was not in charge of that. 5 st Soyou can only tedify to whet you know or
6 I've only been the CIO for materials since October of 6 wha youbdieve Okay? You cant testify what Mr.
7 2002 7  Warshawsky knows. Y ou don't know what heknows. You
8 Q Okay, in the files of the Office of CIO, 8 can peculate, and Mr. Warshawsky will ogject and
9 doesthat documentation exist? 9 dlow you to answer the question, but neverthdess,
10 A For systems 19 -- 10 you cant tedtify.
11 Q 1994 11 I'm asking you what you did and what you
12 A -- 1999 and '94? 12 knew. Yourethe Chief Information Officer of the
13 Q '94to December 17th, 2001. 13 Depatment of Interior. So I'm asking you asthe
14 A | don't know. 14 Chief Information Officer.
15 Q Haveyou ever looked? 15 When you became Chief Informetion Officer,
16 A I've never been asked to l00k. 16 | bdieveit was June of 2002; isthat correct?
17 Q Haveyou ever asked? 7 A Yes
18 A No, | had no reason to ask for that. 18 Q Andyou became Acting CIO. What did you do
19 Q No reason to ask whether or not systemswere |19 toreview the trusworthiness of the Interior IT
20 secure or trustworthy prior to that, prior to your 20 systemsthat house or accessindividual Indian Trust
21 coming on board? 21 daa? Wha explictly did you do persondly?
22 A No. 2 A |ledthedevdopment of pdicy ad
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1 Q How canyou detemineif the meterid 1 direction tofidd unitsto begin a catification and
2 defidendes are deficiendies are corrected or cured 2 acoreditation processfor each of the sysems. | led
3 if you dont know what the materid deficdendeswere 3 andfort to refine and conduct our inventory of whet
4 prior to your becoming CIO? 4 sygemswe had, where they were, and then we developed
5 MR WARSHAWSKY': Objection. Argumentetive 5 awok lig, if youwill, and priorities We went
6 Youcananswer subject - 6 from money to budgeting them for funds and resources
7 BY MR. GINGOLD: 7 todothat work and put them on aschedule for full
8 Q How canyou make thet determinetion”? 8 accreditaions
9 A Theddidendeswere documented by third 9 When | was CIO, we hed no sysems
10 party evdudionsand audits So we had awork sheet 10 accredited.
11 togofrom, and then we did independent andys's of 11 Q Wha doestha meen? Doestha have any
12 each of those Legacy systemsto find their problems 12 dgnificance?
13 thar vunerdailities, thar wesknesses and wha risks 13 A Ithesdgnificanceinit in thet therdsno
14 they posed. 14 formd recognition thet the trustworthiness, the
15 Q Soyoulooked a that informetion. 1sthet 15 information assurance, the assessment, the tedting of
16 far? 16 those sysems medts dandard criteria, and thet's not
17 A Yes 17 saying that they were nat trusworthy & thet time.
18 Q Okay. Soyoureviewed it dl, correct, to 18 Itssmply saying thet they were nat catified. They
19 the best of your knowledge? 19 did not have acomplete regimented andysstha fits
20 A Wdl, mysf and my peoplelooked & dl of 20 wha OMB was requiiring and whet the law has required.
21 it yes 21 Q Andwheat the court requires, too, correct?
22 Q No, I'mtaking aout -- 22 A Andthecourt.
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1 Q Now, but my question is different. What did 1 representative that was taken by the former Special
2 you do to review the information that existed with 2 Master?
3 regard to materia deficiencies in the systems that 3 A | don't recal.
4 existed through December 17th, 2001? 4 Q Isthereany list of studies and reports and
5 What, if anything, did you do to review that 5 depositions dealing with the deficienciesin the
6 information? 6 Interior RT systems through December 17th, 20017?
7 A | just told you. 7 A Isthere amaster list of --
8 Q No, you, not when. Y ou responded some -- 8 Q Isthereany list? Do you have alist?
9 did you read the documents, the reports? Did youread | 9 A Not organized in that manner.
10 the GAO reports? 10 Q Sincethen?
11 A Yes 11 A Since 20017?
12 Q Did you read the report of the Special 12 Q Since December 17th, 2001, isthere alist?
13 Master deding with the RT security deficiencies? 13 A | didn't under --
14 A Yes 14 Q Istherealist of reports that were
15 Q Did you various expert reports that were 15 compiled? Thefirst question dealt with prior
16 produced over a period of time, including SRA, dealing | 16 reports.
17 with materia deficiencies, inaccuracies? 17 A I'm not aware of such alist.
18 A Yes 18 Q Sother€sno -- okay. So you have no
19 Q Did you read deposition testimony of 19 inventory of these type of reports, at least to your
20 government consultants and experts with regard to 20 knowledge, correct?
21 materia deficiencies? 21 A That's correct.
22 A | read some. | don't know that | read them 22 Q Now, how do you know; how can you possibly
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1 dl. 1 deeminewha maerid deficendies have ben
2 Q Which ones did you read? 2 corrected if you are nat familiar with the materid
3 A | don't recall specific names. | don't know 3 ddidendestha had exiged?
4 that | read the depositions, for example. It may have 4 MR WARSHAWSKY: Objection. Argumentative
5 been excerpts. 5 Youmay answer subject.
6 Q Who would have provided you excerpts? 6 THEWITNESS: It doent matter whether |
7 A Newsprints, reprints. This-- | don't 7 havealig of those deficiendies or not. We Sarted
8 remember everything. 8 from ground zero with dl of thesein 2002. All of
9 Q Didthe Solicitor's Office provide you 9  those sysemswere reviewed independently from Sart
10 copies of thisinformation? 10 tofinish, whether they be development sysemsor
11 A No. 11 whether they be sydemsin Legacy. Theinformation
12 Q Neve? 12 that we had from the Ingpector Generd reports, from
13 A Not that | remember. 13 audits from the Inspector Generd's contractor were
14 Q Did they provide you copies of Jeremy Katz's |14 4l factored into thet. | don't know of any mester
15 deposition? 15 ligt that we worked from to assure that we hed --
16 A ldon't-- 16 everything wasout there. We depended upon the
17 Q Do you know who Jeremy Katz is? 17 thorough examination and testing of those systemsin
18 A No, | don't know. 18 order to get to the accreditation in order to remedy
19 Q You don't know who Jeremy Katz is. Hewas |19 those
20 deposed by the former Special Master. 20 Q I'mnoat asking about the accreditation. I'm
21 A No. 21 asking about the source of the informeation thet you
22 Q Didyou review the deposition of the NIST 22 haveto make your judgments. Y ou don't have amester
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1 ligttoday, correct, of reports? 1 Q No, no. I'mnot asking for the
2 A No, but the paint I'm meking isthat the 2 acoreditation. I'm asking you whether or not youive
3 acoreditation takes thet into accourt, thet is the 3 asked anyoneto do -- have you asked anyoneto do a
4 benchmark by which you determine whether or not you 4 ik asesgnant?
5 have addressed your materid defidendies, wesknessss 5 A | dont think you undersand the
6 and vuneralities within the sysem. 6 catification.
7 Q No, I'm nat asking you about the 7 Q I do. I'mnoatasking that.
8 acoreditation process here. 1'm asking you about your 8 A Tha indudesthe risk assessmant.
9 knowledge, your knowledge, Hord Tipton, and what the 9 Q Iwill askyou--
10 source of your knowledgeis I'm asking you whet - 10 A Why would | dothet?
11 the extent to which you understood the materid 11 MR. WARSHAWSKY: Flesse dont argument with
12 ddidendestha exiged inthe mateids|T system. 12 him. Lethimask quesions
13 So my question isyou answered thereisno 13 MR. GINGOLD: Wdl, | -- I'maskingyou a
14 suchligt that you dont ordinerily print, correct? 14 quesion.
15 A That'scorrect. 15 BY MR. GINGOLD:
16 Q Doyou know if alyonedsswithinthe 16 Q Haveyou commissoned -- you came on board
17 depatment have such amader lig? 17 asActingin June of 2002, correct?
18 A I'mnotavaedf it. 18 A Yes
19 Q Doyou know if the Soliditor's Office does? 19 Q A month &fter your predecessor was deposed
20 A No. 20 by the Spedid Madter, correct?
21 Q Doyou know if, for example your CIOin 21 Do you know who your predecessor is?
22 BIA, Mr. Burns, correct? 22 A Yes
Page 99 Page 101
1 A Yes 1 Q Who?
2 Q Doyou know if Mr. Burns has alist of all 2 A Daryl White.
3 the ports assessments, testimony dealing with the 3 Q Didyou read his deposition?
4 data housed in the systems that he was responsible 4 A No.
5 for, either his own or a certifier or aClO? Do you 5 Q Do you know any Special Master's RT security
6 know if he hasalist? 6 report that was the subject of the fifth specification
7 A No. 7 of the Interior Secretary's contential (phonetic),
8 Q What reports have you commissioned to 8 when that was done?
9 assess, you as a ClO, since you have become actingin | 9 A Not exactly.
10 June of 2002; what reports have you commissioned to | 10 Q Did you review that when you came on board
11 assess the trustworthiness of the RT systems at 11 in June 2002?
12 Interior that house or access individual Indian Trust 12 A | reviewed alot of stuff. | don't recall
13 data? 13 if that was one or not.
14 A Theonly systems| persondly have 14 Q Waéll, what were you -- did you ask to become
15 commissioned or authorized that type of andysiswould |15 aClO?
16 bethe systemsthat | own asaCIO. 16 A No.
17 Q Okay. What have you done? Who haveyou |17 Q Okay. How were you recruited to be the CIO?
18 returned? 18 A | wasrecruited to be the CIO because of the
19 A Thatl? 19 success we had achieved in BLM.
20 Q Who have you returned to assess your systems | 20 Q And who contacted you?
21 asthe owner, asthe CIO owner? 21 A The Assistant Secretary for Policy
22 A Who did my accreditation and certi -- 22 Management and Budget.
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1 Q Andwhowastha a that ime? 1 Q Didyou ever mekean inquiry?
2 A Lynn Scalet (phonetic). 2 A Astothedaawhen -
3 Q Andtoday sheiswha? What's her position? 3 Q Whenyoukilled -- It meask you this
4 A Shesanomineefor Deputy Secretary. 4 MR. WARSHAWSKY: Excueme Youre
5 Q Ha't she been confirmed? No? 5 intarupting him.
6 A No. 6 MR. GINGOLD: Youreasking --
7 Q Okay. Soyoudidavery goodjoba BLM 7 MR WARSHAWSKY: Let him finish.
8 with regard to I T security and that'swhy you asked to 8 THEWITNESS | wastrying to daify where
9 hetheCIO; isthat your understanding? 9 hesgangwiththis
10 A Yes 10 MR. GINGOLD: Yesh, pleass, Mr. Warshavsky.
11 Q ALMRSweasan dffective project? A-L-M-R-S, 11 Weretryingto.
12 for purposss of the transcript record. 12 BY MR. GINGOLD:
13 A | didn't understland whet you -- 13 Q Didyouwhenyou killed the project insure
14 Q ALMRS haveyou ever heard thetem ALMRS 14 tha thetrud, thet the datathet wasin ALMRS was
15 before? 15 presaved a thetimeyou killed ALMRS?
16 A Yes 16 A Whenwekilled ALMRS, we did an assssamant
17 Q Okay. Wasthat aBLM project? 17 of wha patsof ALMRSweaesdvageshle Thedaain
18 A Yes 18 tha sysdem asa sparate initiative went through a
19 Q Tha wasnt your project though, wasit? 19 deansng/converson process, and the datawere
20 A No. 20 ‘preserved. No datawas|ogt.
21 Q Wha did you do with respect to that 21 Q Theéesareport that saysno datawas lost?
22 project? 22 A Not spedficdly. Wedidnt ask thet
Page 103 Page 105
1 A Ifilledit. 1 quesion.
2 Q Okay, and how long was that project in 2 Q Soyoureassuming thet no datawes|ogt.
3 operation? 3 A | haveno reason to bdieve that any data
4 A About 15 years. 4 waslos.
5 Q Isthat secure? 5 Q Do you know whether or not any detawes
6 A It never got to that point. 6 log?
7 Q Soyou didn't assess the security? 7 A | cant answer the question.
8 A No. 8 Q Theanswer isyou don't know, do you?
9 Q Didyou assessthe -- 9 A | cant proveanegdive
10 A Itwasnever -- 10 Q No. Didyou ask thet the data be presarved,
11 Q [I'msorry. Were you finished? 11 you spedficdly?
12 A It was never deployed. 12 A Weasked that the data be preserved. We
13 Q Wasthere datain the system? 13  asked that any other pieces of ALMRS that was
14 A Not production data. 14 sdvagesble be preserved to get as much out of that
15 Q But wasthere datain the system? 15 invesment aswe could.
16 A 1 don't know for afact because | was not in 16 Q Yousdd, | bdieve tha you killed ALMRS,
17 the development cycle of ALMRS, but it possibly has |17 correct?
18 data; it had datain it, but again, it was not in 18 A Yes
19 production. 19 Q Okay. Whenyou, Hord Tipton, killed ALMRS,
20 Q Wasthe data preserved when you killed the 20 didyourequest tha dl of the datain ALMRS be
21 project? 21 presved?
22 A No datawaslost to my knowledge. 2 A ldidntisueadirect order to thet
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1 efedt. Reasonable assurances were taken to make sure 1 Q Soistheindividud data segregeted from
2 thatdl of thet occurred. 2 thetrid databeforeit wasinput int the cdendars?
3 Q Okay. Who gave you those reasonable 3 A | dontknow. That wasbeforemy time
4 asurancss a thet time you killed ALMRS? Who? 4 Q Widl, didnt you testify you werent aure
5 A | dont recdl the names. 5 what daeit wasin ALMRS beforeit was up there? You
6 Q Ornepason? Canyou give meonename? 6 sadno production data, correct?
7 A LedieCore 7 A | sadl didnt bdievethat therewas ay
8 Q Isshea Inteior? 8 production data because the system smply hed not
9 A Yes 9 auvived the IB&B examingion.
10 Q Wha isher pogtion? 10 Q But how do you bdieveit waslimited to
11 A Sheshead of the project officefor BLM's 11 trave data?
12 IT. 12 A | wasdmply ssying to thebest of my
13 Q ITdidyousy? 13 recollection. | don't recdll that.
14 A T, information technalogy. 14 Q Didyouever ak?
15 Q Andcanyou pdl her lagt name, pleese? 15 A No.
16 A C-one 16 Q Did anyoneever tdl you that?
17 Q Andsheinformed you expressing that the 17 MR. WARSHAWSKY': Hey, you guysaretaking
18 daain ALMRS has been preserved, correct? 18 over eech other. It'shard for the reporter.
19 A Shedsodid thefalow-on project. 19 MR. GINGOLD: Youreahig hdp, Mr.
20  Q No,but my question wasnt what she did 20 Warshavsky.
21 dtertha. My quesionisdid shetdl you expressy 21 BY MR. GINGOLD:
22 tha thedatain ALMRS wes preserved and would be 2 Q Whodid--
Page 107 Page 109
1 preserved when you killed it? 1 MR WARSHAWSKY: Jug trying to be hdpful.
2 A Tothe best of my recollection, it was 2 BY MR. GINGOLD:
3 Ledlie Cone as one person. 3 Q Nooneever told you that, correct?
4 Q Sotheanswer is, yes, shetold you, 4 A Notthat | remember.
5 correct? 5 Q Soyoureguesing?
6 A To the best of my recollection. 6 A | sad| didn't remember.
7 Q Sheinformed you, but no one else you can 7 Q Youdont know.
8 think of. 8 A It'snot aguess
9 A Othersthat | can't think of right now. 9 Q Youdont know, right?
10 Q Wadll, what type of trust datawasin that 10 A However youwart to reed thet.
11 system? Do you know? 1 Q Wl doyou know or do you not know?
12 A | don't know that any individua Indian data 12 A Whehe therewasindividud Indian datain
13 wasinthere. I'm not aware of it. Trust records, 13 theorigind ALMRS?
14 tribal datawasin the origina records and moved over |14 Q Inayfomof ALMRS notjust the
15 to the system that we replaced ALMRS with, but to my | 15 originds
16 knowledge it has also been removed from what wecdl |16~ A Hne | dontknow.
17 the LR-2000 system just as a safety precaution, butit |17 Q Andyou never asked, right?
18 was basically information on Indian patents, Indian 18 A | didntask.
19 grants. 19 Q Andyou never asked to protect it either,
20 Q Butnot any -- 20 andyoukilledit, right?
21 Q Wedidn't consider it individua Indian 21 A  Weprotect dl data. Wedon't sngle out
22 data, to the best of my recollection. 22 jugtindividud Indian data et thet time.
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1 Q Waidll, I'mglad you said that. That's anice 1 bureausthat generate the tapes. | have
2 segueinto another subject. The inventory of all your 2 cetificationsfrom ZANTAZ, the company that deals
3 datathat you always preserve since you're talking 3 with these, that they received tapes, and | have
4 "we" now, | presume it's the department and not you. 4  matches between those tapes.
5 What about the inventory of back-up tapes? 5 Q Well get into ZANTAZ in amoment, but I'm
6 Have you completed that inventory for al back-up 6 nota ZANTAZ at thispoint intime. I'm asking you
7 tapes? 7 about whether or not were you ever asked by the
8 A Yes, we have an inventory. 8 Justice Department or Solicitor's Office to prepare or
9 Q Soyou've completed the inventory. 9 have an audit inventory of al the back-up tapes
10 A Yes 10 Interior-wide?
11 Q Whereisit? 11 A Not that | recall.
12 A It'sin my project manager's office. 12 Q Would that be something that would be
13 Q Okay. How many back-up tapes are there? 13 something you would recall?
14 A | don't recall the exact number. There's 14 A Widl, | don't recal.
15 over 20,000. 15 Q Would that be a significant event to your
16 Q Why hasn't it been produced to the court? 16 knowledge?
17 A | don't know. | don't know that the court 17 A Anaudit of the tapes?
18 asked for it. | don't know. 18 Q Anaudit of al the back-up tapes of the
19 Q Soyou're not aware that representations 19 Department of Interior, throughout the Department of
20 were made by Judge Department lawyers to the Special | 20 " Interior. Isthat asignificant issue?
21 Master that an inventory would be completed and 21 A | don't beieveit -- it issignificant if
22 provided to the court? 22 itiscourt ordered. It's not significant enough to
Page 111 Page 113
1 A | haven't been asked for an inventory to the 1 methat | would feel compelled without external forces
2 best of my knowledge. 2 togo out and to audit my own people on the -- on the
3 Q But you have the inventory, correct? 3 -- ontheinventory of those tapes.
4 A We have an inventory of the back-up tapes. 4 Q Soitwould be significant. You'd remember
5 Q And that's an audited inventory, correct? 5 that, correct, normally?
6 A It'snot audited. It'sacertified 6 A 1 don't know.
7 inventory. 7 Q How much would it cost? Isthat expensive?
8 Q Areyou aware that the Justice Department 8 A | don't know.
9 made arepresentation to the Specia Master there 9 Q Throughout the whole Department of Interior.
10 would be an audited inventory? 10 A Todo an audit of every back-up tapein
11 A | can remember some details on an audited 11 Interior or just for the trust bureaus or --
12 inventory. I'm trying to think of the name of the 12 Q The Department of Interior in its entirety;
13 company that did the audit. 13 how'sthat? You've never heard of that one before,
14 Q Oh, so there is an audit. 14 haveyou?
15 A Of the tape. 15 A Canyoure--
16 Q Sothereisone. Well, it wouldn't have 16 MR. GINGOLD: Let me refresh your
17 beeninclusive because | believe it ended before -- | 17 recollection. Thisis Tipton Exhibit 1. Please mark
18 believeit ended before | even became CIO. 18 it.
19 Q Soto your knowledge, you haven't had anyone | 19 (Whereupon, the document referred to
20 perform an audit of the back-up tapes that exist at 20 was marked as Tipton Deposition
21 Interior, correct? 21 Exhibit No. 1 for identification.)
22 A | have certifications from the various 22 BY MR. GINGOLD:
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1 Q Haveyou ever ssenthis|eter before, Mr. 1 A | bdievetha'smy recallection. It was
2 Tipton? Takeyour imeand readit. 2 Itwasbefore | bdieve .
3 A (Examining documat.) 3 Q Wi, if an audit was completed for the type
4 Q Andtohdpyou, thethird paragreph, it 4  of information thet's referenced by Ms Shyloskui,
5  tdksabout the department-wide audit. 5 would your office have been invalved in thet?
6 MR WARSHAWSKY: Thefirg quesion was hed 6 MR. WARSHAWSKY: Objection. Clealy cdls
7 heseenit before? Isthat - 7 for speculdion.
8 MR. GINGOLD: Correct. 8 BY MR. GINGOLD:
9 THE WITNESS Okay. 9 Q Arenityoutheonly depatment-wide CIO?
10 BY MR. GINGOLD: 10 A Not on September 26, 2000.
11 Q Haveyou ever ssen thisbefore? 11 Q No, no, no, no. ItstheClO of -- I'm
12 A Nottha | recdl. 12 deding with the position now. Isthe CIO postion
13 Q By theway, let me know whenyou are 13 the only department-wide ClO postion?
14 finished reeding 0| don't -- 14 A Ye
15 A lreadit. | reedtheleter. | don't 15 Q Couldthe Bureau of Indien AffarsClOdoa
16 recdl seangthis 16 depatment-wide audit? |sthat reesonable here?
17 Q Doyousethisasa--thisisaleter 17 A No.
18 dated September 26, 2001. It's on the Department of 18 Q Isitreesonablethat any of the other
19 Judtice Environment and Naturdl Resources letterheed. 19 bureaus could have begun a department-wide audit?
20 Itisaddressed to Alan L. Bdaan, Specid Magter, 20 A No.
21 re Cobdl v. Norton, and it issigned on page 2 by an 21 Q Soisitressonablethet if therewasan
22 individud who identifies hersdf s Jo-Amn M. 22 audit that was going to be commissioned and rendered,
Page 115 Page 117
1 Shyloski. 1 you office whether it was before you were there or
2 Do you see that, Mr. Tipton? 2 dter youwerethere, would have to have something to
3 A Yes 3 dowithit?
4 Q Pay careful attention to Paragraph 3 on page 4 MR WARSHAWSKY: Objection. Cdlsfor
5 1, which states as follows: "Further, as mentioned in 5 goeculaion. You can answver subject.
6 my letter of September 10th, 2001, the proposed audit | 6 THEWITNESS Onewould expect involvement
7 of E-malil preservation and back-up tape retention is 7 insuchanaudit.
8 not only for the Solicitor's Office, but also for the 8 BY MR. GINGOLD:
9 Department of Interior in its entirety, including the 9 Q If youdidnt doit, who would?
10 Bureau of Indian Affairs." 10 MR. WARSHAWSKY': Same objection.
11 It goes on and gives further explanation of 1 MR. GINGOLD: To your knowledge
12 variousthings, but my question to you is. hasanyone |12 MR. WARSHAWSKY: Answer subject.
13 ever told you about that? 13 MR. GINGOLD: It'sto the best of your
14 A Not that I'm aware of. | don't recollect. 14 knowledge I'm asking if you didn't do it who would.
15 Q but correct meif my recollection is 15 THEWITNESS: It would have occurred by the
16 incorrect. Did you state earlier afew moments ago 16 way Interior is structured to get Spedid atention to
17 that an audit has been completed? 17 thiscase out of an office other than the CIOs, but
18 A I'mvaguely familiar of an audit that was 18 with the CIO invalvemert.
19 completed sometime ago. | don't know what the 19 BY MR. GINGOLD:
20 contents of that audit are. | have not seen it. 20 Q But toyour knowledge, therésno such
21 Q Sometime ago, was that before you becamea |21  involvement since youive been there hes occurred; is
22 ClO? 22 that correct?
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1 A That's correct. 1 MR. GINGOLD: Mr. Warshawsky, you're not
2 Q And to your knowledge, no one from the 2 taking the deposition. He hean't asked for abreek.
3 Justice Department's Solicitor's Office has ever 3 MR. WARSHAWSKY: Well give you three more
4 talked to you about this, correct? 4  minutes
5 A Not about an audit, no. 5 MR. GINGOLD: He-- he--isit undear, Mr.
6 Q No. And you do understand what an audit is, 6 Tipton, that if you nead to take abresk, we will do
7 don't you? 7 that? Isthat undear?
8 A Yes 8 MR. WARSHAWSKY: Weéll takeitintwo
9 Q Whaisit? 9 minutes
10 A Anaudit isathird party validation and 10 MR. GINGOLD: Istha undear, Mr. Tipton?
11 count and verification of the information, and that's 11 THEWITNESS | understand.
12 about asfar as| can go. 12 MR. GINGOLD: Thank you. Soif you need to
13 Q Did anyone inform you that approximately 13 takeabresk, just say you need to teke abresk and
14 2,000 oil and gas tapes were identified as overwritten |14 well doit. If Mr. Warshawsky needsto take abreek,
15 and corrupted at about this same time? 15 well accommodate him, too.
16 A Two thousand? 16 MR. WARSHAWSKY:: | nead to tekeabregk in
17 A | have no knowledge of that. 17  two minutes and 30 second.
18 Q Do you have any knowledge as to whether or | 18 MR. GINGOLD: Al right. Thisisnat your
19 not anyone has restored those back-up tapes to the 19 depogtion, Mr. Warshawsky. If youve got totakea
20 extent they were overwritten or corrupted? 20 bresk, you've got co-counsd here.
21 MR. WARSHAWSKY: Objection. Calsfor 21 BY MR. GINGOLD:
22 speculation. You can answer subject. 22 Q Solet'stak about the fact that you - by
Page 119 Page 121
1 THEWITNESS. Totheextent | didnt know 1 theway, theinventory that you do have with regard to
2 they had been overwritten, | would not know thet they 2 theback-up tapesthat have been retained, was that
3 have been retored. 3 prepared by ZANTAZ?
4 BY MR. GINGOLD: 4 A Itwasnot prepared by ZANTAZ. It wasin
5 Q Sotheanswerisyou havenoideaif they 5 cdlaboraion with ZANTAZ and involved certification
6 havebeenor not. Isthet far? 6 onbothends
7 A Yes tha'sfar. 7 Q Who prepared the inventory?
8 Q Butyouve never beentold about thet. Is 8 A My project maneger.
9 thet true? 9 Q S0ZANTAZ rdied ontheinformetion provided
10 A Not tomy -- | don't remember being advised 10 by your project manager.
11 of thet, no. 11 A Yes
12 MR. WARSHAWSKY: Let'stekeabregk. It's 12 Q Andtha'stheinventory youretaking
13 beenanhour. 13 about.
14 MR. GINGOLD: No, it hasnat. It hasbeen 14 A Yes
15 57 minutes 15 Q Isthat acomprehendve inventory Interior-
16 MR. WARSHAWSKY: Led'stakeabresk inthree 16 wide?
17 minutes 17 A No.
18 MR. GINGOLD: Okay. 18 Q Whaisit limited to?
19 MR WARSHAWSKY:: If yourein the middle of 19 A Theburesus by which we are under order to
20 asubject, well take abresk then. 20 obtain the back-ups.
21 MR. GINGOLD: No. Youdont-- 21 Q Andthat indudes Surface Mining, correct?
22 MR. WARSHAWSKY : -- gpar between us, do we? 22 A No.
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1 Q Andtha indude Bureau of Redamation, 1 MR. WARSHAWSKY:: Do you have acopy thet we
2 correct? 2 canlook a?
3 A I'mnoat positive on the Bureau, but | donit 3 MR. GINGOLD: No, | dont. I'l tdl you
4 bdieveitindudesthose 4 I'mdoingit - I'm reading the order right off of the
5 Q Now, if, infadt, Officer of Surfface Mining 5 --off of the Web Ste, asamaiter of fact.
6 hasbean handling the E-mail for the Rittsburgh 6 THEWITNESS: It would be niceto have thet.
7 Sdlidtor's Office, why wouldnit that beinduded in 7 Canwelook a your Web ste?
8 theinventary? 8 MR. GINGOLD: Aftawards, but let me ask you
9 MR. WARSHAWSKY': Objection. Cdlsfor 9 this I'mgoingtoreadit toyoufirst and youll
10 speculaion. 10 haveplaty of timeto discusswith your counsd thet
11 MR. GINGOLD: Wewill get into the spedifics 11 then| can ask you about your discussions
12 ontha. 12 It saysasfallows, in patinent part:
13 MR. WARSHAWSKY': You can ansver subject. 13 "Ordered, thet thefallowing offices and bureaus
14 MR. GINGOLD: Why wouldnt he? 14 within the Depatment of the Interior shall be
15 MR. WARSHAWSKY:: Hesdready sated he 15 'desgnated offices for purposes of implementing an
16 didnt know. 16 E-mail proposd: Office of the Salicitor, Bureau of
17 MR. GINGOLD: Why wouldnt it? 17 Indian Affars Office of the Spedid Trudeg, Office
18 MR WARSHAWSKY: Soitdealy cdlsfor 18 of Higoricd Trust Accounting, Minerds Management
19 speculaion. 19 Savice Bureau of Land Managamert, Office of the
20 BY MR. GINGOLD: 20 Secretary, Office of the Assigtant Secretary for
21 Q Why wouldntit, Mr. Tipton? 21 Indien Affars Office of Hearings and Appeds and
22 MR WARSHAWSKY: Hemay answer -- Mr. 22 Officeof the Assgant Secretary of Policy
Page 123 Page 125
1 Gingdd. 1 Management, Budget, Bureau of Reclamation, National
2 BY MR. GINGOLD: 2 Business Center, Office of Surface Mining, and any
3 Q Mr. Tipton, why wouldntt it? 3 other office of bureau determined by the Specia
4 MR. WARSHAWSKY': Mr. Gingold. 4 Madter to warrant inclusion in the list of designated
5 MR. GINGOLD: Areyou indructing him not to 5 offices" semicolon, and it goes on for further
6 answer the question? 6 orders.
7 MR WARSHAWSKY: No. I'minstructing you to 7 My question is: was Office of Surface
8 let memake an objjection for the record. 8 Mining included, to your knowledge?
9 MR. GINGOLD: Y ouve dready donetha. 9 A The Office of Surface Mining if -- has their
10 MR. WARSHAWSKY: Andthen| cantdl himto 10 mail electronically captured, yes.
11 answer subject. It cdlsfor speculation, and you may 11 Q Soit'sincluded in the inventory.
12 answer subject. 12 A It'sincluded in the electronic capture for
13 BY MR. GINGOLD: 13 purposes of related to that certification address
14  Q Whywouldntit? 14 (phonetic).
15 A | dontknow the dircumstances of how the 15 Q Andisitincluded in the inventory aswell?
16 Sdlidtor may havedlegedy been using the Rittsburgh 16 A Theinventory for what?
17 sydem. If they werewithin the Soliditor's Office 17 Q | think you said there was an inventory
18 per & then weare cdllecting their E-mail light and 18 back-up tapes. Did | misunderstand what you said?
19 dsoon back-up. 19 A Wedon't -- we do not do daily back-upsin
20 Q Wdl, thenlet meask youthis Let meread 20 OSM on their tapes. We capture their mail like --
21 from the September 25th, 2002 order. September 25th, 21 Q But how --
22 2002, youre dill Acting, correct? 22 MR. WARSHAWSKY: Okay. It hasbeen 60
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1 minutes. Well tekeabresk. 1 A 2002. I'm sorry.
2 MR. GINGOLD: Weregoing to get back to 2 Q Anddid it cover tapes going back to 1984?
3 thisbecause-- 3 A | don't believe so.
4 MR. WARSHAWSKY:: Thet'sfine 4 Q What was the period of time that the tapes -
5 MR. GINGOLD: -- you undersand whet a court 5 - the project began in 2002 as far as you know,
6 orderis, don'tyou? 6 correct?
7 MR. WARSHAWSKY: Don't answer thet. 7 A Theactua formation of the project,
8 MR. GINGOLD: Of courseyou know. Dont 8 sdecting a contractor and all started in 2001, to the
9 answe anything. Y ou can take aFifth Amendment. 9 best | recollect, and actual execution on the
10 (Whereupon, the foregoing metter went off 10 contract, | think, started some time in 2002.
1 therecord & 11:42 am. and went back on 11 Q Whileyou were the CIO?
12 therecord a 11:52 am.) 12 A Yes
13 MR. GINGOLD: Wecome back, Mr. Tipton. 13 Q Soit was after June 2002.
14 By the way, John, when would you like to 14 A Yes. | didn't sign the contract. | did not
15 hresk for lunch? Would you liketo do it in an hour 15 signup with ZANTAZ, but | inherited it, yes.
16 when Mr. - if youll tdl mewhen you want to do it 16 Q I'mnot blaming you for anything. I'm just
17 sthawecan. 17 tryingto get dates.
18 MR. GINGOLD: W, | dowart to bresk inan 18 A The project was launched prior to my
19 hour. So-- 19 arrival. That'sal | can tdl you.
20 MR. GINGOLD: Wecandoit for lunch then. 20 Q Okay. Now, do you know what the scope with
21 Isthet okay with you, Mr. Tipton? 21 regard to the temporal tape issues were? Do you
22 BY MR. GINGOLD: 22 recall what years those tapes were to be covering, the
Page 127 Page 129
1 Q Mr. Tipton, just before we move on to some 1 back-up tapes?
2 more detail on ZANTAZ, you, | believe, testified that 2 A 1999, | believe, iswhereit begins.
3 ZANTAZ assisted in putting together an inventory of 3 Q It was January of 19997
4 back-up tapes, correct? 4 A | don't--1 don't know what date.
5 A They helped us. 5 Q So the tapes date back to 1999, to the best
6 Q Isit correct that you testified that ZANTAZ 6 of your knowledge?
7 helped create an inventory for back-up tapes? 7 A Somedo, yes. As| understand the process,
8 A They helped in the sense that when we sent 8 we collected what was available, and then started the
9 them acertified listing of tapes through the shipping 9 restoration process based on that inventory.
10 that they received the exact number of tapes and 10 Q Do you have an inventory of tapes that were
11 provide the numbers on the tapes when they have 11 destroyed or overwritten?
12 received them. So it was acollect -- to the extent 12 A | have records of tapes that failed to
13 that's assisting us, then that's what that means. 13 restore. | can't recall records of tapes that have
14 Q And that was for what period of time that 14 been overwritten.
15 those tapes were collected and inventoried? 15 Q Soto your knowledge, there haven't been any
16 A It ranges back to the beginning of the 16 typesthat have been overwritten from whatever this
17 project when we first started collecting and shipping 17 project became -- was implemented in 1999 forward,
18 tapes for the purpose of restorations. 18 correct?
19 Q And when was that? 19 A To my knowledge, yes, that's correct.
20 A Sometimein 2000. | don't remember the 20 Q Wereany lost?
21 exact date. 21 A Some have been lost. Some have failed to
22 Q Sotheyear 20007? 22 back up or to restore due to the equipment
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1 availability and the differing methods of back-up. 1 pheseof theprgect, and that isrestoration of dl
2 Q How many have been lost to your knowledge? | 2 thetapesto the best thet they could from the
3 A I'mnot sure | could even get an estimate on 3 oondition thet they werein and putting it inthe
4 that sine the availahility of tapes from bureau to 4 different formatsthat they got Snce 1999, and |
5 bureau varied over that time period, 1999 forward. So | 5 bdievetha'scompletefor al buresus and offices
6 if wedidn't have the tapes, | presume that that does 6 arereguiredtodothet. All bureaus are activdy
7 not mean that they were lost. | have more 7 cgpturing dectronicaly. They il have thar back-
8 recollection of tapes that failed to restore, and 8 uptgpes Wehave nat given them any go-aheed or any
9 thereredly weren't that many of them. 9 authority to overwrite those tgpes even though they
10 Q Sodo you have -- does the report -- is 10 aredectronicdly captured today.
11 there areport that has been written on this subject? 11 Q Sothehbiweskly reportswould identify the
12 A A report on? 12 logt and destroyed tapesto the extent thet they have
13 Q Written about the inventory that you're 13 beenidentified to ZANTAZ; isthet correct?
14 taking about that began to be implemented in 1999, 14 A | canttdl youthet that'saen absolute,
15 thetapesthat may have been lost, the tapes that 15 but the problemsthet we have are reported inthe
16 failed to restore or reveal data, that the bureaus or 16 biweskly. Soitsressonadleto think thet they might
17 officesthat didn't back up their information with 17 bethere
18 tapes? Isthere any report on that? 18 Q Haveyou been provided alist of logt tapes?
19 MR. WARSHAWSKY: Can you repesat that, 19 A Notinsummeary, not collectively.
20 please? 20 Piecemed.
21 BY MR. GINGOLD: 21 Q Haveyou been provided aligt of destroyed
22 Q Do you have areport on this inventory that 22 tgpes?
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1 washeing donewith the asdtance of ZANTAZ? 1 A Wha do you mean "destroyed'?
2 A Wehaven't generated areport per 2 2 Q Ovewritten, destroyed basad on westher
3 ooveing the higory of the paformanceon ZANTAZ. We 3 conditions, such as poor gorage and weter, mold,
4 have | bdieveit's biweskly reportsto the court of 4 other types of environmenta conditions, Hantavirus
5 ongoing adtionswithin thet, and ZANTAZ provided esch 5 | know John wanted to --
6 bureauamonthly - | think they il providethem a 6 (Discusson was hdd off the record.)
7 monthly report of ther activities, but a 7 MR. WARSHAWSKY:: | dont think thevirus
8 comprehensverepart, | dont think we have that. 8 dffectstagpes
9 Q Now, istha areport that would identify 9 MR. GINGOLD: Wsdl, | don't know. Viruses
10 thetapesthat werelog, destroyed, overwritten or 10 do dfect dectronic media, dont they?
11 thebureausthat didnt keep thet information? Is 11 MR WARSHAWSKY:: Not thet type Go ahead
12 that report -- would there be any report like thet? 12 and answer the quegtion.
13 A Informetion like thet is often reported in 13 THEWITNESS. Reacting to thet broad
14 thosetwo reparts asit happensin atimey fashion. 14 ddfinition of "destroyed,” | dont have anitemized
15 Q Okay, but this goes back to '99 were 15 lig. Asl sad, wedo not have acomprehensive
16 taking about now, correct? 16 report of that, but we do haveit inindividud
17 A Tha'stherange of thetapes 17 incident reports.
18 Q Tha'smy point. My poirt, dr, today: is 18 BY MR. GINGOLD:
19 ZANTAZ going through the tapes now to see whether or 19 Q Okay. Soisthereany ligt whether or not
20 not they were corrupted, the 1999 tgpesto determine 20 itsitemized thet categoriesthisinformation when it
21 whether or not they were corrupted or logt? 21 isidentifiedto ZANTAZ?
22 A ZANTAZ hes completed whet we cdll thefirg 22 A  Repest pleese
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1 Q Yes Isthaeay -- whether or notitsan 1 correct?
2 itemized lig - isthere any lig that dedswith 2 A Fordl the bureaustha we are & this
3 anything on this particular subject thet you can give 3 paint dectronicaly cgpturing E-mail from. Not dl
4 me? 4 buregus, no.
5 A Individudly by bureau we have information 5 Q Okay. Well getinto -
6 astowha tgpes were restored, what tapes couldn't be 6 A Pak Savice no.
7  restored, thet type of thing. 7 Q Well gt into - but a leest to the extent
8 Q Wha'sthe name of those reports? 8 youbdieve arerdevant bureaus, you have incident
9 A  Wadl, theestwo. therésthe biweskly 9 reportsthat arefiled from dl of the rdevant
10 report to the court, and then there are reports that 10 bureaus, correct?
11 wereguire from the bureaus any timethey have an 11 A Tha'scorrect.
12 ingancethat -- and these would have gone back to 12 Q Andwell get into which are rdevant and
13 whenthey fird provided thar tapesto ZANTAZ and got 13 which aent shortly.
14  reports back. 14 And those incident reports begen when? Do
15 Snethat time alot of imeispad, and 15 yourecdl?
16 weded now primarily with periods of disconnection. 16 A Widl, they would - they would have begun
17 Somebody changes a configuraion of humen eror, 17  back when we attempted the restoration of the origind
18 technicd aror dueto equipment mdfunction & some 18 tapeinventory and then moved forward from thet poirt,
19 point. Thet comprisesmost of what wehave. Wed 19 andit would vary by date degpending on how far back
20 haveto go back in history to resurrect the -- 20 ‘thetapeswwld go for aparticular buresu.
21 Q Atlesst werededing -- sorry. What I'm 21 Q But to your knowledge, it goesback to
22 trying to ded with isthe pariod of timewhich ZANTAZ 22 agoproximatey '99?
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1 now isdealing with these tapes, the inventory that 1 A 1999, to the best of my knowledge:
2 you indicated was being put together and the tapes 2 Q I'mjust asking you for an goproximate
3 that may be in the process of being restored. Within 3 aswe.
4 that are there reports that have been filed with you 4 And none of thisis audited, correct?
5 from your bureaus detailing the year, nature and scope | 5 A Notasl interpret theword "audit." It's
6 of the problems that they have discovered? 6 notaudited. It'scertified, but not audited.
7 A There are some reports that relate issues 7 Q Tha'sright. It'sdependent upon the
8 that they have in trying to get their tapes restored 8 accuracy of the representations of Interior personnd,
9 and returned. 9 correct?
10 Q Andyou have those reports, correct? 10 A Correct.
11 A Yes 11 Q Now, areyou awaretha biweekly reports are
12 Q What do you cal them or what are they 12 nolonger provided to the court?
13 called at Interior so that when we request them in 13 A | wan'taurethey hed sopped, but we dill
14 document production someone is not going to say it's |14 --wedill get biweekly reports. | guessi'd haveto
15 vague and ambitious? 15 ak counsd asto whether they're provided or not.
16 A They would be incident reports. 16 Q Wdl,if -
17 Q Instant? 17 A |dontdoit directly, cbvioudy.
18 A Incident. 18 Q Butitsyour underdanding thet incident
19 Q Okay, and these incident reports are 19 report information should be provided to the court,
20 monthly? 20 correct?
21 A They're as we have incidents. 21 MR. WARSHAWSKY: Objection. Youreasking
22 Q Okay. Sothey'refrom al the bureaus, 22 foralegd opinion.
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1 BY MR. GINGOLD: 1 A I'mnot in aposition to know.
2 Q Isityour understanding that that has been 2 Q Now, when you said to your counsel, do you
3 done and it should continue to be done? 3 provide those directly to Justice or do you provide
4 MR. WARSHAWSKY': Same objection. 4 them directly to the Solicitor's Office?
5 BY MR. GINGOLD: 5 A | believe my project manager provides them
6 Q Hasit been done? 6 directly to Justice after consulting or discussing
7 A | provide information to the counsdl. 7 with Interior attorneys.
8 Q So-- 8 Q I'mtrying to understand it. So you believe
9 A That's the end of my obligation. 9 that you office provides that information directly to
10 Q Do you know whether or not al of the 10 the Justice Department in that report, correct?
11 incidents reported to you have been reported to the |11 A I'mnot aware or | don't recall being
12 court? 12 instructed not to send that, although it's possible
13 A Tothebest of my knowledge. Now, waita |13 that they said they didn't need itinal. I'm not
14 minute. Wait aminute. You said court. 14 aware.
15 Q Yes 15 Q Now, again, that's whether or not they
16 A I'msaying | report mine to my counsel. 16 instructed you not to. I'm not asking you that
17 Q What I'm asking you is different. Do you 17 question, but at least your understanding is that you
18 know, yes or no, whether or not al of theincidents |18 provide that information as you receive it to the
19 that have been reported to you have been reported to |19  Department of Justice, correct?
20 thecourt in Cobell v. Norton? 20 A Correct.
21 A | have-- I'm not in the position to be 21 Q Isthereany ddlay in providing it to
22 knowledgeable of that. 22 Judtice, to your knowledge?
Page 139 Page 141
1 Q Hasanyone told you they have been? 1 A From my role, only to the extent | want to
2 A No. 2 verify and have a complete report on the incident. So
3 Q Do you include that information in your 3 it may be aday or two before | get to them.
4 section of the quarterly reports? 4 Q Butit'sfair to say it's contemporaneous.
5 A Clarify what specific information I'm 5 A That'strue.
6 supposed to verify. 6 Q Within areasonable period of time.
7 Q Okay. I'm talking about you characterized 7 Do you believe the incident report would
8 areport that identifies the destruction, loss, or 8 reved important information or can?
9 other type of corruption of tapes as information that 9 A It depends upon the incident. We look at
10 would be included in an incident report from the 10 ZANTAZ and the like capture as being in an operations
11 bureau. Isthat fair? 11 and maintenance mode at this point. It isadifficult
12 A Yes 12 system to administer because of al the differing
13 Q My question, | think you aso testified that 13 areasthat we have to cover with it. But if we were
14 you are provided reports from the bureaus when 14 of the opinion, | guess, that we had -- were certain
15 incidents of that nature occur; is that correct? 15 that something had violated some piece of the order or
16 A Yes 16 that we had missed a critical piece of data that
17 Q Andyou've aso testified that you provided 17 should have gotten, well, then that would be
18 that information to your lawyers, correct? 18 escdated.
19 A Yes 19 We had a number of proceduresin place to
20 Q And you testified you didn't know whether or |20 provide assurance that as much as one can get from
21 not al of the incidents that have been reported to 21 running the system the way it is constructed that it
22 you have been reported to the court, correct? 22 has a high percentage of success.
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1 Q Soyouwouldnt provide theinformation 1 A Since you're asking me to offer an opinion.
2 unlessyou were catan, correct? 2 Q Yes, | an. That'strue.
3 A Padon? 3 A |justcan't. | doubt that they would
4 Q Youwan certanty before you would provide 4 ignore the port in such a matter.
5 tha information that you bdlieve should be provided 5 Q Oh, you do?
6 tothe court as opposed to any likdihood thet 6 A That they may very well disagree with you
7 something occurred? 7 guyson what the order means. So I'm not going to get
8 A Again, it dgpends upon the studtion. A lot 8 into the legal debate as to what they should have
9  of things happen in the E-mail and the callection 9 provided you and when they would have provided it.
10 world that you have to talk to anumber of peoplejust 10 I'mjust telling you my knowledge of it is limited.
11 tossewhat precautions they've mede, what actudly 11 Q Now, how would you as a ClO go about
12 causdtheincident. Wasthereaseriousimpact asa 12 preparing a comprehensive list of tapes that have been
13 result of theincdident? And then your sefety 13 destroyed and overwritten?
14 proceduresto preserve the data 14 A | would research from the log of the reports
15 Q Anduntil you cometodl of those 15 that | have and categorize the tapes as to
16 condusions, you wouldn't report it, correct? 16 successfully restored, tapes partialy restored, tapes
17 A Notnecessaily. If itlookslikeit would 17 corrupted, and maybe tapes damaged in transit, and if
18 bedrawn out over an extended period of time, we would 18 there were tapes overwritten, then we could specify
19 detthe gopropriate parties 19 those.
20 Q If youweretold aboutt it. 20 Q And would you assume that the logs would be
21 A If | wastold about it? 21 accurate, correct?
22 Q Forexanple le megiveyouan 22 A Yes
Page 143 Page 145
1 illudration. Thedugtice Department told the court 1 Q Andthisisfrom 1984 to 1999?
2 in 2001 an inventory would be done, an audit inventory 2 A No.
3 donewould be done of the back-up tgpes. Do you 3 Q Okay. What would you do to retore back-up
4 Dbdievethresor four yearsis an extended period of 4 tapesor identify back-up tapesthet have been log,
5 tme? 5 dedtroyed, or overwritten from 1984 to 1999?
6 MR WARSHAWSKY':: Objection. Y oure assuming 6 Could it be donein your opinion?
7 fadtsthat Mr. Tipton haan't identified. 7 A If you hed thetgpesit may be adleto do,
8 BY MR. GINGOLD: 8 hbut the technology has changed tremendoudy. Tepes
9 Q Doyou believethet three or four yearsis 9 age asyou probably know, over thet time, and the
10 anextended period of time? 10 successrate of resoring them would probably be
1 MR. WARSHAWSKY: Excuse me, Mr. Gingdld. 11 limited.
12 Le medate an objection for the record. 12 Q Areyou aware of the Soliditor's Office
13 Y ou're asking Mr. Tipton about fectsthet he 13 overwriting of back-up tapes?
14 hent persondly attested to knowing about. Y ou may 14 A No.
15 answer subject to the objection. 15 Q Sothoseincidentswere not recorded, at
16 BY MR. GINGOLD: 16 lesdt to your knowledge, to the office, the Chief
17 Q Isthreeor four years an extended period of 17 Informetion Officer's Office, correct?
18 time? 18 MR WARSHAWSKY: Objection. Cdlsfor
19 A It ssamslike an extended period of time, 19 geculation.
20 but would suggest that therés not an agreement upon 20 BY MR. GINGOLD:
21 wha isto be provided to me 21 Q Youvenot seen reports, have you?
22 Q Anageament between whom? 22 MR WARSHAWSKY': Y ou may ansiver Subject to
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1 theobjection. 1 A Again, not that I'm aware of.
2 BY MR. GINGOLD: 2 Q Hasit ever been a subject that you've been
3 Q Haveyouever ssen areport like that? 3 involved in with the Secretary?
4 A Tothebes of my knowledge I'm not avare 4 A No.
5 of the Sdlicitor's writing over back-up tapes 5 Q Hasit been amatter that you've discussed
6 Q Areyouavae have you ever been given 6 with anyone in the Salicitor's Office?
7 information by anyone that the Sdlicitor didn't kegp 7 A Not that | recall.
8 logs? 8 Q Haveyou discussed that with Burt Edwards,
9 A Not spedific accusationslike that, no. 9 the Executive Director, the Office of Historical?
10 Q Areyou awaretha information has been 10 A No.
11 filed with the court from the Justice Department the 11 Q Have you discussed that with the Inspector
12 systha? 12 Generad?
13 A lcantrecdl. 13 A No.
14 Q Noone hastaked to you about it? 14 Q Or his staff?
15 A Notthet | remember. 15 Have you discussed it with anybody, quite
16 Q How would you go about restoring and 16 frankly?
17  identifying and obtaining theinformation contained in 17 A | don't recal the incident.
18 the Sdlicitor's Office tapesthat have been 18 Q To your knowledge, that's never been done in
19 ovawritten when there are no logs? How would you do 19 |Interior, correct?
20 tha? 20 A To my knowledge, yes.
21 A Widl if they hed been completdly 21 Q Hasit been done anywhere else to your
22 ovewritten, odds of recongtructing or restoring them 22 knowledge?
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1 aedim. 1 A Anywheedsebang?
2 Q It can be done though, to your knowledge? 2 Q Inyourbusness. You ek and aeon
3 It can be done? 3 pandsdeding with I T security and the presarvation
4 A | wouldn't have alot of faith that it could 4 of data isthat correct?
5 bedoneif you have -- if you have overwritten the 5 A Yes
6 tape. 6 Q Haveyou beeninvaved in discussonswith
7 Q But do you know, do you believe it's 7 ayonewherethat type of restoration and recovery has
8 possibleto do that? It can be done? It's physically 8  been accomplished?
9 possible? 9 MR. WARSHAWSKY: Jug to be desar, can you
10 A | don't pose myself as an expert in back-up 10 definewhat kind of retoration/recovery you're
11 and restoration technology. 11 taking about?
12 Q Haveyou ever been asked to do that, 12 MR. GINGOLD: Wetretaking about the
13 arranged for a contractor to do that for the 13  overwritten back-up tapes.
14 Solicitor's Office, back-up tapes that have been 14 You undergand thet'swhat were talking
15 overwritten? 15 about, don't you?
16 A Not that | remember. 16 BY MR. GINGOLD:
17 Q Hasthe Department of Interior, to your 17 Q Haveovewritten back-up tapes a the
18 knowledge, ever restored back-up tapes that have been |18 Sdligitor's Office, whether in the Washington or in
19 overwritten, first of al, at any point in time since 19 thefidd, been successully restored?
20 you've been CIO? 20 A Istheremoretothe quesion?
21 A Not that I'm aware of. 21 Q Yesh, hasanything been successfully
22 Q Hasit attempted to? 22 regtored? Yesor no?
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1 A Inthe Solicitor's Office? 1 THEWITNESS I'm having ahard time
2 Q Yeah 2 understanding what you would expect someone from my
3 A Not that I'm aware of. 3 dfficetodo.
4 Q Allright. Now -- 4 MR. GINGOLD: Assig inthe contracting for
5 A Wait. Let meback up. You switched gears | 5 therestoration of overwritten back-up tapesto
6 onthequestion. There have been tapes successfully | 6 recover the E-mail that's supposed to be produced or
7 restore from the Salicitor's Office. 7 presavedinthislitigation.
8 Q That were overwritten. 8 THEWITNESS: | obvioudy have someone that
9 A | didn't say that. 9 could hdp, but again, | atel am not an expartin
10 Q No, but that was my question. Weretalking |10 back-up. | know thet you can erase ahard drive. You
11 about overwritten tapes in the Solicitor's Office. 11 caneaxeafileoff of nontape media, and you can
12 Now, it's not possible to restore alost tape, isit? 12 resoretha unless you have done what's known asa
13 A It would be difficult. 13 completewipe Oneof the methods of deaning storage
14 Q Asamatter of fact, nearly impossible, 14 mediaisto write over it, but to do acomplete wipe,
15 correct? Would you concede that? 15 youwrite over onesand zeros So | do not know to
16 A I'll concede that. 16 what extend one could do this
17 Q Thank you. 17 | think it would have to have afeashility
18 And atape that was destroyed because of 18 datement before youwould jumpintoit.
19 environmenta issues, whatever the issues are, that 19 Q Buttoyour knowledge, that effort haan't
20 would be difficult, too, correct? 20 commenced with regard to the Solicitor's Office a
21 A It would be difficult, but that's not 21 thistime Isthet far?
22 impossible to restore the tape. 22 A | know of no efort to do tht.
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1 Q Butitsnatimpossble How many have been 1 Q Asaredllt, isit, assamatter of fact,
2 restored that you're aware of that have been corrupted 2 impossbleto quantify the number of E-mailsthet have
3 becauseof environmentd issues? 3 been degtroyed if the overwritten back-up tapes
4 A | havenoinformaion on that. 4 haven't been restored? In't thet impossibleto
5 Q Doyouknow if any have been? 5 quantfy?
6 A 1 donat know. 6 A Itsimpossbleto be exact.
7 Q Do you know how much E-mail hasbean lost or 7 Q Widl, how can you goproximete thet an
8 degtroyed asareault of overwritten Soliditor's 8 overwritten record --
9 Office back-up tapes? 9 MR WARSHAWSKY: Excueme Wereyou done
10 A Sincel'm not avare of the overwriting, I'm 10 asweaing?
11 not aware of any datathat there has bean. 11 THEWITNESS. Yes
12 Q Isit possblefor you or anyonein your 12 MR. WARSHAWSKY: Youjumpedright in,
13 dfficetha you could identify who could quantify 13 Demis
14 tha, the number of ovewritten Sdlicitor's Office E- 14 MR. GINGOLD: WEél, that's because he had
15 mall tgpestha have been restored? 15 finished. | hatetotdl you, John.
16 MR. WARSHAWSKY: Objection. Cdlsfor 16 BY MR. GINGOLD:
17 speculdion. Answer -- 17 Q Isit possbleto gpproximete the number of
18 BY MR. GINGOLD: 18 -- goproximate the number of E-mailsthat have been
19 Q Isthereanyonein your office who knows 19 dedroyed in overwritten back-up tapes?
20 that? 20 A You could meke arough gpproximetion if you
21 MR WARSHAWSKY': You may answer subject to 21  know aback-up grategy and how -- what kind of tape
22 the objection. 22 itwas wha kind of cgpadity it hed.
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1 Q Ifitsaweekly; for example, if it'sdaily 1 printed datafrom thet, assuming thet itslost Smply
2 or weekly or monthly, correct? 2 becauseit's ovearwritten, one could meke arough
3 A Or that had multiple back-ups on the same 3 gupraximation of how many messages wert through the
4 tape. It depends upon the back-up procedure for the| 4 sysemat that time but agan, it is speculeive, and
5 office 5 itwould berough.
6 Q Butyoud be, as Mr. Warshawsky likes to 6 Q Itwould be entirdy speculative, wouldnit
7 say, speculating, however, wouldn't you? 7 it?
8 A Yes, you would. 8 A Without actudly being able to restoretit,
9 Q Now, are you aware as to whether or not 9 yes
10 therésany effort that has been made to recovery the {10 Q Now, let'stak about ZANTAZ. You, | think,
11 E-mail on back-up tapes of the Solicitor's Officeto |11 tedtified that ZANTAZ wasinitiated prior to your
12 1996, whether or not those back-up tapes were 12 becoming the Adting Chief Information Officer; isthat
13 overwritten? 13 correct?
14 A '96? 14 A Yes
15 Q Correct. 15 Q Whoddit?
16 A No, I'm not aware of that. 16 A Whoddit?
17 Q Hasthere been any effort in any Bureau in 17 Q Whoinitiated the project?
18 the Department of Interior to recover the E-mail in 18 A My predecessor, Daryl White.
19 back-up tapes back to June 10th, 1996? 19 Q Doyouknowwhy?
20 A Notthat I'm aware of. 20 A Aslunderstand, it wasaresuit of acourt
21 Q Andthere's no effort that it was at least 21 order.
22 initiated at the department level, correct, to do 22 Q Okay. Wha wasyour underganding of the
Page 155 Page 157
1 that, to restore overwritten tapes within the 1 drcumgtances behind that court order, basad on your
2 depatment, at the department leve back to '96? 2 underganding?
3 A Agan, | have no knowledge of overwritten 3 A | haveagenad undedanding of it, yes
4 tapes peiod. Sol can't answer what hgppened for 4 Q Whaisit?
5 '96, and no one hasasked meto do any typeof a 5 A Theoourt wanted an independent third part
6 project or toinject any type of aquedion like thet 6 tocapture and retain and restore E-mailsback to a
7 toZANTAZ, whichisour vehide for overwritten tapes 7 spedfied time and to meke that digitd safe, aswe
8 Q How about any types whether or nat they 8 dlit, avalablefor queries and searchesfrom the
9 wereovewritten? Has anyone asked you recover the E- 9 court onthe E-mall collected.
10 mall in back-up tapes through June 10th, 1996, whether 10 Q Do you know why? Do you know why thet was
11 or not they were overwritten? 11 ordered?
12 A No. 12 A | don't know definitively why, other then
13 Q Inany burear? 13 nat truding meto cgpture and callect my own E-mall
14 A No. 14 and manegeit.
15 Q Anddoyou haveany ideaisit possbleto 15 Q Soyoudont think it was focused on you, do
16 even edimate based on your knowledge of how much E- 16 you?
17 mall waslog or destroyed from, let’'s say, June 10th, 17 A Bymel menthegengic"me' | guess
18 1996 through whenever the project commenced in 1999? 18 Q Youdont know thet any events or incidents
19 Do you haveany way to esimate thet on a department- 19 that might have oocurred that was the bedsfor the
20 widebass? 20 oourt to entre an order of that nature?
21 A Agan, if yourelooking & the E-mail as 21 A I'mgenerdly aware of accusations of record
22 thesolereoord of the tranamisson and discounted any 22 dedruction which led, | guess, to the order to
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1 preserve thistype of arecord. 1 For the record, this is a memorandum, dated

2 Q Soyou're not aware of any findings of 2 August 15th, 2002, from W. Hord Tipton, Chief

3 destruction, just accusations, correct? 3 Information Officer, Acting, to Bureau Chief

4 A I'm not familiar with exactly what the court 4 |nformation Officers, subject, eectronic E-mail

5 found and didn't find. 5 archive system. There are no attachments appended to

6 Q Areyou aware of records that were lost? 6 Tipton Exhibit 2, but they will be discussed

7 A | heard about it -- 7 separately as we go through this examination.

8 Q Or accusations. 8 BY MR. GINGOLD:

9 A --but | wasin another job. Asl say, a 9 Q Mr. Tipton, did you draft this memorandum?
10 thetime focused on wild horses and burrows and 10 A The memorandum was drafted by my project
11 grazing, forestry and recreation, fighting fires. 11 manager, Regina Lawrence, who's in charge of day-to-
12 Q Andtheindividua Indian Trust data, 12 day operations on the project.

13 correct? 13 Q SoReginal. Lawrence, theindividual who's
14 A  Along with that. 14 identified on the last paragraph of page 2, is the
15 Q That'sright. 15 individua who actually drafted this memorandum,
16 In the same storage shed, too, correct? 16 correct?
17 Never mind. Strike that. 17 A With -- with assistance from our Solicitor's
18 Mr. Tipton, I'd like to ask you a question 18 Office.
19 about a particular document that is identified as 19 Q Who in the Solicitor's Office assisted in
20 being from you, and | will identify this as Tipton 20 the drafti ng of this memorandum that you signed?
21 Exhibit 2. 21 A At that time, I'm not sure enough of the
22 (Whereupon, the document referred to 22 name to state it now.
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1 was marked as Tipton Deposition 1 Q Yourenot sure?

2 Exhibit No. 2 for identification.) 2 A Wiadll, | got the memorandum, and the contact

3 BY MR GINGOLD: 3 point is Regina Lawrence, but it's just normal
4  Q Coudyou plessereview that and verify its 4  practice that she'd consult with the Solicitor's

5 autherticty? 5 Office when we issue these type of documents.

6 A (BExaminingdocument) 6 Q Who would she normally deal with at the

7 MR WARSHAWSKY:: Jud for the record, Tipton 7 Solicitor's Office?

8 Exhibit 2 doent have the atachments; is thet 8 A At thistimeit was probably Sabrina,

9 correct? 9 Sabrina McCarthy.

10 MR. GINGOLD: Were going to go through 10 Q Was anyone from the Justice Department
11 vaiousdements 11 involved in the drafting?

12 MR. WARSHAWSKY: Yesh, but the exhibit 12 A I don't know. | don't think so.

13 itsdf doesnot have the atachments. 13 Q Who asked you to prepare this?

14 MR. GINGOLD: No, no, no. Thisisjust the 14 A | don't recdl that | had specific

15 leter. 15 instructions. It was part of my job as system owner
16 MR. WARSHAWSKY: Okay. 16 onthe ZANTAZ project to get it started, get it

17 MR. GINGOLD: It'sthe memorandum, and I'l 17  moving.

18 identify it. 18 Q Who asked you to signit?

19 MR. WARSHAWSKY: Okay. 19 A Nooneasked metosignit. It wasmy job
20 MR. GINGOLD: Whenyourefinished, | will 20 todgnit. I'masystem owner.

21 identify it for the record. 21 Q Did you verify the accuracy of the

22 Have you finished? 22 information in this, you yourself?
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Page 162 Page 164
1 A What verification techniques are you 1 ZANTAZ, what | tedtified to was, yes, they backed
2 referring to? 2 up--
3 Q Didyou do any -- what due diligence did you 3 Q They adtudly did -
4 conduct to determine that the representations made in 4 A - normadly around --
5 this memorandum are true and correct? 5 MR. WARSHAWSKY: Feasedont interrupt Mr.
6 A theinformation in hereisfairly 6 Tipton.
7 sraightforward. | don't know that | or don't believe 7 THE WITNESS:. -- 90 days.
8 that an extensive verification process is necessary. 8 MR WARSHAWSKY: You'reinterrupting Mr.
9 Sonone. | reviewed it for -- 9 Tipton.
10 Q Soyou did not review -- 10 BY MR. GINGOLD:
11 A - for content and signed it. 11 Q They actudly did it, correct, Mr. Tipton?
12 Q Okay. Soyou signed it as prepared. No 12 They ectudly didit?
13 questions? 13 A Didback-ups? Yes. They did --
14 A | don'trecal any. | may have made some 14 Q Yousawthem?
15 editsonit, but | don't recal. 15 A -~ back-upsor E-mails.
16 Q Doyou know how much of thiswas actualy |16 Q Yousaw them?
17 directed by the Solicitor's Office? 17 A Didl seetheir back-ups?
18 A No. 18 Q Yesh Didyou?
19 Q Doyouknow if it all, if it entirely was 19 A No, | didnt seethe back-ups.
20 drafted by the Salicitor's Office? 20 Q Okay. Wha did you do to veify the
21 A No. 21 accuracy of theinformation you just testified to,
22 Q Let'sgotothefirst paragraph. It says, 22 that they actudly did whet they were supposed to
Page 163 Page 165
1 "Interior has proposed a system for capturing live E- 1 implement? What did you do to verify that the
2 mail." That's atrue statement, correct? 2 practices were identical to what their plans were?
3 A Yes 3 A AsCIO for the department, | don't run
4 Q What was the system that existed prior to 4  operations for Interior. | run the policy shop.
5 August 15th, 2002 for capturing live E-mail within 5 Q Soyou didn't do anything, did you?
6 Interior? 6 A Togoout and to verify that each and every
7 A It was acombination of retaining for a 7 mail server is backed up and restored? No.
8 period of time on servers and then capturing on back- 8 Q Not each and every. Let's say, first of
9 upswhich normaly were recycled after about 90 days. | 9 dll, did you do one?
10 Q And that's throughout each Bureau of 10 A  Wedo annud --
11 Interior, correct? 11 Q Didyou?
12 A On average every bureau has adightly 12 A - reviews of the administration of IT as
13 variable procedure. 13 part of the oversight process. To say we specifically
14 Q Have. We weretaking about that because 14 went out here and targeted E-mail servers, no, I'm not
15 you changed it, correct? 15 tedtifying to that.
16 A Widll, for this purpose, yes, it was changed 16 Q And you're not testifying to the fact that
17 for the -- 17 your predecessor did it either, correct?
18 Q Soyou'retalking about prior to or at least 18 A No. It'snot an expected normal practice
19 asof August 15th, 2002, what you described is what 19 from an office, such asthe CIO's.
20 each bureau actualy did, correct? What you just 20 Q Isitapracticeto insure that the plans
21 tedtified to. 21 that are considered acceptable for security are
22 A Before implementing the court order in 22 implemented as stated? |s that a practice that you're
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1 supposedto do asaClO? 1 IT prectices across the board after this, but one
2 A Yes 2 would sy wewere nat asthorough in verification a
3 Q Do you do that? 3 thatimeasweaenow. FISMA wasonly passedin
4 A Yes 4 2002. ISMA --
5 Q Soyou do verify that there -- 5 Q I'mnot--
6 A We veify, but not 100 percent verification 6 A --waspased in 2000.
7 on everything that you're trying to specify. 7 Q SoHSMA determinesyour obligetion; isthet
8 Q I'masking one question on everything. 8 correct?
9 A But you're targeting on one particular -- 9 A  HSMA isonly oneof thethings thet
10 one particular subject. 10 deteminesmy obligetion.
11 Q Youreright. One particular subject. 11 Q Theat'sright. Litigation has other
12 You're absolutely right, and let me ask you about that |12 obligations, doexnt it?
13 one particular subject. You are aware that there'sa 13 A Yes
14 difference between a plan and an implementation of the | 14 Q Areyou avare tha representations were mede
15 plan. Isthat afair statement? 15 by your lavyers and by the Secretary to the court thet
16 A Yes 16 theinformation was actudly presarved? Areyou aware
17 Q Areyou aware that one of the 17 of that?
18 responsibilities under FISMA (phonetic) isto insure 18 A | dont understand the content of thet
19 that the plans are implemented as devel oped? 19 quedion.
20 A Yes 20 Q Augud 15th, 2002 ismore then Six years
21 Q Soimplementation is different than actual 21 into the Cobdl litigation. Thelitigetion wasfiled
22 plans on the books, correct? 22 onJdune 10th, 1996. Areyou aware of thet?
Page 167 Page 169
1 A Yes 1 A I'mawareit's about eight years old.
2 Q Andisit one of the responsbilities to 2 Q No, no.
3 insure they are implemented as stated? 3 A Thelitigation.
4 A Yes 4 Q Asof August 15th, 2002, are you aware that
5 Q Doyou do that? 5 that's more than six years into the litigation?
6 A Yes 6 A Yes
7 Q Did you do that with regard to E-mail 7 Q Areyou aware that during that period of
8 serves? 8 time, representations were made repeatedly by the
9 A  Prior to this date? 9 government that the E-mail was being preserved? Are
10 Q Widl, I'm asking you whether -- you madea |10 you aware of that?
11 statement that certain practices were undertaken prior | 11 A No.
12 toacertain date. I'm asking you whether or not you |12 Q My question for you is. can you make that
13 verified whether or not they were the actual practices |13 representation to the court if you didn't verify the
14  or those were the stated plans. 14 information that is being represented?
15 Did you verify that? 15 A | ill fail to understand how this relates
16 A Atthispoint in time that verification 16 to this memo.
17 probably did not exist. 17 Q Were starting with this memo. My question
18 Q Andwhy didn't it exist? 18 isyou didn't even prepare this memo. Y ou accepted
19 A (Pause) 19 everything that was written, correct?
20 Q Doyou-- 20 And | asked you: what was done before
21 A Why didn't verification exist up to this 21 capturing the live E-mail? That's the first sentence,
22 point? The procedure was not in place. We verified |22 correct?
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1 MR. WARSHAWSKY:: Objection. You 1 A | know that were doing it now, yes.
2 mischaradterized hisealier teimony. Youcan 2 Q Youdo know. You verified that.
3 answe it subject. 3 A With reasonable assurances, yes.
4 BY MR. GINGOLD: 4 Q No, no. I'masking you if you know. Do you
5 Q How have | mischaracterized your tetimony? 5 know?
6 BExpanthatome 6 MR. WARSHAWSKY:: Just to be clear, you're
7 MR. WARSHAWSKY': Why dont you just ask the 7 asking him if he's personaly verified. |Isthat what
8 quetion? 8 you'reasking?
9 BY MR. GINGOLD: 9 BY MR. GINGOLD:
10 Q BExplain how | mischaracterized your 10 Q You know exactly what I'm asking, don't you,
11 tegimony, Mr. Tipton. 11 Mr. Tipton?
12 A | explained to you my knowledge of how back- 12 A No, | don't. You're asking meif |
13 up sygemson E-mallsworked prior to issuance of this 13 personally go out here and look at these things and
14 memo, and it turned into a persond verification thet 14 verify them, and that is not the way the system is
15 dl of those E-mailswere done exactly as| sad, and 15 worked.
16 | donat haveknowledge e thet time | wasnotina 16 Q Do you understand -- well, let me ask you
17 podtion to exercise authority over that. So | cannot 17 this.
18 tedtify asto whether my predecessor hed oversight 18 A It just cannot work that way.
19 procedures thet went out and guaranteed that this mail 19 Q It cannot work that way?
20 was collected and backed up, asyou -- as you 20 A It cannot work with my personal assurancein
21 illusrae 21 viditing every E-mail server in Interior.
22 Q Didnt | ask you aguedtion asto whether or 22 Q Then how can you make representations to the
Page 171 Page 173
1 nottheadtud practice wasidenticd to whet they 1 oourt that Something is being done when, in fact, you
2 dated they would do? Iant that whet | asked you? 2 dont know?
3 A Whaever that means 3 A | doknow. | doknow through atedations
4 Q Oh. Do you know whet "practice' means? 4 and catificaions from people respongble and in
5 A Practice? 5 chageof tha.
6 Q Practice, when you practice doing some, when 6 Q Sothat'swhat you bdieveisyour persond
7 you engagein doing something. Do you undergand whet 7 knowledge You know they give you acertification,
8 that means? The pradtice of doing something versus 8 correct?
9 thedevdopment of aplan; do you underdand the 9 A Yes
10 didinction between thoss? 10 Q Youknow they gave you acatificate Do
11 A | cdl it execution, deployment, 11 you know thet the cartificetion isaccurate? Yesor
12 implementation. 12 no?
13 Q Okay. 13 A | havenoressonto bdievethat it isnot.
14 A Cdlitwha you will. 14 Q Doyou haveany ressonto bdievethat it is
15 Q Let'suseyour term, execution and 15 accurate based on your knowledge, Mr. Tipton?
16 deployment. That'sactudly doing it, correct? 16 A Yes
17 A Yes 17 Q Based onyour -- based on your -- what
18 Q Wha | askedyouwas do you know whether 18 knowledge do you have thet every E-mail that isbeing
19 they actudly did what they sad they'd do? That's 19 trangmitted within the Department of Interior today is
20 what | asked you, didn't 1? 20 being saved and backed up so whenit isto be produced
21 A 1 donat know. 21 andrecorded isavailable? What knowledge do you have
22 Q Okay. Doyou know if they're doing it now? 22 today?
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1 A | amnat saying or guaranteaing that 100 1 youveify that the actud practices are conddent

2 percant of dl E-mail in Interior is backed up and 2 withwhat is actudly stated that would be doneto

3 cgptured today. Y ouwill never find asysem that can 3 asrethe seaurity of theinformetion?

4 mekethat guaratee | amtdling you we have 4 MR. WARSHAWSKY: Mr. Gingold, do not rase

5 reasonable processesin place, ressonable assurances 5 vyour -

6 inchecksand bdancesto give the highest efficency 6 BY MR. GINGOLD:

7 of that system that can be attained. 7 Q Do you undargand this?

8 Q And the reasonable asaurances go beyond the 8 MR. WARSHAWSKY: Excueme Donctrase

9 catification. They goto the actud enforcement and 9 your voice
10 compliance where you send someoneinto thefidd to 10 BY MR. GINGOLD:

11 independently veify it, correct? 11 Q Do you undergand that?
12 MR. WARSHAWSKY: Canyou datethat again, 12 MR. WARSHAWSKY:: Do nat raise your voice -
13 pleas=? 13 BY MR. GINGOLD:
14 MR. GINGOLD: Yeeh. 14  Q Do you understand that, Mr. Tipton?
15 BY MR. GINGOLD: 15 MR. WARSHAWSKY:: --to Mr. Tipton.
16 Q Do you know whet independent verification 16 BY MR. GINGOLD:
17 is? 17 Q Do you understand that, Mr. Tipton, whet I'm
18 A Yes 18 asking you?
19 Q Okay. Doyou bdievetha FHISMA requires 19 MR. WARSHAWSKY:: If you cantt kegp your
20 independatt veification of catain informetion? 20 voice-
21 A Yes 21 BY MR. GINGOLD:
22 Q DoesFISMA sy -- why isthet important to 22 Q Mr. Tipton, do you undersand what I'm
Page 175 Page 177

1 haveindependent verification, Mr. Tipton? 1 syingtoyou?

2 A It diminates potentia for conflict of 2 MR. WARSHAWSKY': Y ou don't have to answer

3 interest. It gives an objective view of the 3 thisye.

4 veification and vaidation of the system and the data | 4 MR. GINGOLD: If hesingtructing you not to

5 inthesystem. 5 answer the question, welll put thet on the record and

6 Q Isn'tit aso because you're supposed to 6 well seeabout sanctions

7 insurethat what is stated as the processis actualy 7 BY MR. GINGOLD:

8 executed and deployed as stated? Isn't that one of 8 Q Do you understand what I'm asking you?

9 thereasons? 9 MR. WARSHAWSKY: Yaull let megaemy -
10 A Yes 10 MR. GINGOLD: Youvedready gated it three
11 Q Andit's not based on your certifications, 11 times Do you want to testify?

12 isit? 12 MR. WARSHAWSKY': No.

13 A Caertificationshasalot of it, yes. 13 MR. GINGOLD: Put yoursdf under oath.

14 Q It'snot based on that, isit, Mr. Tipton? 14 MR. WARSHAWSKY: Y ou kesp taking over me.
15 A Butitisbased upon certificationsby some |15 Yourenot going to raiseyour voiceto Mr. -

16 party, yes. 16 MR. GINGOLD: Put your finger down, Mr. -

17 Q A veification, an independent verification 17 MR. WARSHAWSKY: Y ou can't -- youive been
18 isthe basis of an independent verification? |Isthat 18 doingit dl moming. If you canit -

19 what you're saying? 19 MR. GINGOLD: Put your finger down.

20 A What did you just say? 20 MR. WARSHAWSKY: -- kegp your voice down,
21 Q | amasking you about independent 21 well go take abregk while you cam yoursdf down.

22 veification. lsn't it arequirement under FISMA that |22 MR. GINGOLD: For therecord, Mr.
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1 Warshawsky, you're grossly exaggerating what isgoing | 1 transmitted.
2 onhere 2 And then there are technical checkswithin
3 BY MR. GINGOLD: 3 thesysgemto give usindicaion asto the potentid
4 Q Do you understand my question, Mr. Tipton? | 4 probdlemsof thet sysem and to give us corfidence thet
5 A Yes 5 thesygemisworking asit's suppasad to.
6 Q Please answer the question. 6 Q And thet'swhat you would do before making
7 A We do independent verification and 7 representationsto the court, correct?
8 validation. We have done so on this system. 8 MR WARSHAWSKY: Excueme Whet
9 Q But you did have certifications though, 9 representation?
10 didn't you, independently of the independent 10 MR. GINGOLD: About the number of servers
11 verification and validation, correct? 11 that are being protected based on, let's say, for
12 A We have certifications from each of the CIOs |12 example the ZANTAZ concept.
13 in charge of these mail systems internal points. We 13 MR. WARSHAWSKY: Unlessyoure going to show
14 have certifications from ZANTAZ on the receipt. We |14 himthe representation that yourre referring to,
15 have an independent third party contractor that has 15 youreasking him to speculate
16 tested the system and gives us a report, and it has 16 BY MR. GINGOLD:
17 led to acertification and accreditation to me as a 17 Q Isthat anansva? Youwouldnt mekea
18 system owner. 18 representation to the court without going through thet
19 Q But that wasn't my question. We haven't 19 process, correct?
20 goneto the certifications yet with regard to a system 20 A Itsbased upon the knowledgethat | just
21 owner. We're talking about certifications that you 21 tedifiedto.
22 rely on to make representations. That was the basis 2 Q That'sright, and that indudes your
Page 179 Page 181
1 of your knowledge correct? 1 independent verification, right?
2 A Yes 2 A Widl, it includes -- that's the fina
3 Q Andtha'swha weretaking about. Do you 3 veification of the system.
4 undergtend that? 4 Q Because that satisfies your judgment that
5 A Wadl, that's part of what | rely on, yes 5 theinformation is correct. Isthat afair statement?
6 MR WARSHAWSKY: Please put your hand down, 6 A Yes
7 Mr.Gingald. 7 Q What happened with regard to BRM (phonetic)
8 BY MR. GINGOLD: 8 Mail 2 and Mickey (phonetic) E-mail 1? Why was that
9 Q Tha'spart of what you rdy on, correct? 9 omitted from arepresentation to the court as to the
10 Wha isthe other part that you rely onto 10 number of servers that were being, let's say, included
11 makearepresentation to the court that -- or under 11 within the ZANTAZ program and the E-mail was being
12 oahin adepodtion - that the practices or the 12 captured live? What happened?
13 deployment or execution actudly occurs as stated? 13 A BLM,BLM 1and?2?
14 Wha ds=doyou do? 14 Q No, BRA.
15 A We depend upon the CIOsto verify and to 15 A Oh, BIA-1 and 2? There were two instances.
16 catify not only the number of serversthat they have, 16 I'm not sure which one you're referring to in BIA on
17 the practices and procedures that they haveto operate 17 the servers.
18 thar mal sysems We dso depend uponthem to 18 Q Butinthat case, the representation was
19 catify the networks by which the mal travdson, and 19 made before an independent verification, correct?
20 thenwedso depend upon ZANTAZ to catify their end 20 A Independent verification, | being the
21 of thereceipt of this So there are acombination of 21 attestation, being an S on this does not guarantee
22 boundariestha overlap by which the datais 22 that these systems are going to work forever without
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1 eror or without problems So our accreditation isno 1 MR. WARSHAWSKY:: That'sfine.
2 guaateethat asarver will not be miscorfiguredin
3 thefuture dueto human etor or that aserver will 2 MR. GINGOLD: Okay, but again, Mr. Tipton,
4 notbresk down. Thisisour best effort to due 3 if you need a break, just say you need a break. All
5 diligence to capture and, to the best of our
6 knowledge meke surethat we havedl of those sarvers 4 right?
7 induded, and that's where the cartifications come
8 from. TheCIOswho are certifying to the best of 5 (Whereupon, at 12:51 p.m., the deposition
9 thar knomerigethet they know wherethey are and they 6 wasrecessed for lunch, to reconvene at 1:51 p.m., the
10 havethem plugged in and thar E-mall are gainginto
11 ZANTAZ 7 sameday.)
12 Q Butagan, my quetion wamt your
13 cetification processfor FISMA. It'sthe process of
14 meking your presantation to the court. | want to make
15 sureyou understand I'm nat asking you about the FISMA
16 catificationsyet. So, plesse, when you're giving
17 theanswes well get to that later.
18 A I'mnat taking about HSVIA a thispaint
19 dther.
20 Q Okay, okay. Which BIA incidents did you --
21 wereyou refaring to with regerd to BIA-1 and 2?
22 A Thefirgore | bdieve intheinitid
Page 183 Page 185
1 st-up, wethought they had operating mail on 11 1 AFTERNOON SESSION
2 saves and then wefound a12th server which was 2 (156 pm)
3 induded. 3 Wheaupon,
4 The second ingance was the result of 4 W. HORD TIPTON
5 software upgrade that didn't go through the proper 5 resumed asawitness by counsd for the Fantiffs
6 teding procedure, and for aperiod of time gppeered 6 and, having been previoudy duly sworm, was examined
7 tobe sending an E-mail messsgeto ZANTAZ, but 7 and tedified further asfdlows
8 adudly itwasnat. 8 DIRECT EXAMINATION (Resumed)
9 MR. WARSHAWSKY:: Mr. Gingald, weve been 9 BY MR. GINGOLD:
10 going about an hour. 1 dont know when you want to 10 Q Mr. Tipton, weve been discussng Tipton
11 bresk. Redly, | know timeflies, but -- 11 Exhibit 2, whichisan Augud 15th, 2002 memorandum
12 MR. GINGOLD: Okay. 12 that you Sgned to Bureau Chief Information Officars
13 MR. WARSHAWSKY: - | know that dock 13  anditsamemorandum without any atachments. Do you
14 doesn't work, but - 14 recdl tha?
15 MR. GINGOLD: Okay. 15 A | recdl the memorandum, yes
16 MR WARSHAWSKY: --whenyougettoa 16 Q Allright. Andyou described thet you
17 dopping - 17 dgnedthis but you did not prepareit. It was
18 MR. GINGOLD: No, agan, wetried to ded 18 prepared by one of your subordinates, Regina Lawvrence,
19 with making sure Mr. Tipton is comforteble. So why 19 in conjunction with the Sdlicitor's Office. Isthet
20 don't we come back in an hour? 20 afar datement?
21 MR WARSHAWSKY: That'sfine 21 A Yes
22 MR. GINGOLD: Will thet doiit? 22 Q Andisittruethat thisisfairly typicd
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Page 188

1 of the practice? You would prepare memoranda. You | 1 Q So when you execute the certification to the
2 wererelying on your subordinates to preparethem, and | 2 best of your knowledge, it's not based on your actual
3 then you would execute them in your name. |s that 3 knowledge. It's based on your belief that the
4 reasonable to assume that's the way you conduct your | 4 representations to you are correct and complete. Is
5 activities? 5 that fair?
6 A  Yes 6 A Wedl, that'sfair. That's why that's an
7 Q Asagengd rule? 7 important assertion and not an absolute assertion.
8 A Yes 8 Q Becauseit wouldn't be -- isit fair to say
9 Q There are exceptions to that. And are there 9 it wouldn't be accurate to state that you are
10 any circumstances where you wouldn't do that that you | 10 attesting to the information. It is, in fact, to the
11 canrecdl? 11 best of your knowledge because it's not independently
12 A | have independent written memoranda. | 12 obtained by you, correct?
13 can't recal any that relate to this particular 13 A It'sto the best of my knowledge and
14 subject. 14 judgment and levd of comfort with the information
15 Q But there again, you're a high government 15 provided.
16 officia with significant responsihilities and you 16 Q Theinformation provided and the comfort in
17 dependent on your staff to prepare memoranda. Isthat | 17 the integrity of the individua that provided it to
18 fair? 18 you, correct?
19 A That'sfair. 19 A That's correct.
20 Q By theway, isthat how your declarations 20 Q And you've had experience working with these
21 are prepared? 21 people. Soisit your belief that you can rely on
22 A Obvioudy one has alot more involvement in 22 what they tell you?
Page 187 Page 189
1 thefinetuning of thewording of your person 1 A Yes
2 dedadion, but we generdly have atemplate or a 2 Q Now, with regard to Regina Lawvrence, who is
3 format that wewould adhereto. 3 identified in your lagt paragraph of the memorandum,
4 Q Andyouae providing asigned quarterly 4 what is her background and experience? Doesit
5 report section, whether it'sthe 20th quarterly report 5 invovelT security?
6 tothecourt or othawise That informetionis 6 A Regnaisnat an T eddid, if you will.
7 genadly prepared by your subordinetes aswel, 7 Sheisnat aprofessond inthe I T sense of theword.
8 correct? 8 Q What isher background? Do you know?
9 A Its-- it datsfrom asaries of input 9 A Shewason board when | went to the CIO's
10 from various buresus thet have thingsto report on. 10 dffice SoI'mredly not surewhet her expertise
11 | have agaf member that collectsthet, putsit into 11 aeais
12 aform. | do editing on it and our atormneysdso 12 Q Do you know what her academic background is?
13 readthe 13 A | know shewent to Maryland Universty.
14 Q Butwhenyou dgntha, for example, le's 14 Q Youknow she hasadegree?
15 takethe 20th quarterly report. When you Sgned the 15 A | bdieveshedoes
16 section deding with I T security, you Sgned it 16 Q Do you know whet discipline?
17 rdying on theinformetion provided to you by whomever 17 A No, | dont.
18 provided the informetion, correct? Y ou did not 18 Q Doyou know if - | asked you whether she
19  independently verify theinformation, did you? 19 had abackgroundin IT security. Do you know if she
20 A No, natdl of it. If | hed reason to want 20 hasabeadkground ininformation technology independent
21 moreinformetion on a particular reported item, | do 21  of the security aspect of information technology?
22 that,yes 22 A | dont bdieveshedoes | hed her working
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1 onprgectimpingement, which isthe areathat's most 1 A Not postive, no.
2 important & thispoint. 2 Q Nevathdess you assumethat the -- you
3 Q Didyou know or do you know whether Sarina 3 assumed, based on your position, that the information
4 McCarthy, whoisa Saliator's Office lawyer thet | 4 provided you isaccurate and complete. Fair?
5 bdieveyou idattified, paticpated in the drafting 5 A Inthispaticua memorandum?
6 of thismemorandum, whether or not shehesa 6 Q That'scorrect.
7 backgroundin IT security? 7 A Ye
8 MR WARSHAWSKY: Excueme | ohecttothe 8 Q Andwith regard to the 20th quarterly report
9 extant you're mischaracterizing prior testimony, but 9 inthe section that you catified to the best of your
10 you can answer subject. 10 knowledge and bdief, did you dso essume thet the
11 MR. GINGOLD: Okay. Let'sget to the bottom 11 information provided to you was accurate and complete?
12 of that Snce Mr. -- no, no, no, Mr. Warshavsky. 12 A Ye
13 MR WARSHAWSKY:: Claify it. 13 Q Anddid you do any independent verification
14 MR. GINGOLD: Mr. Warshawsky. 14 yoursdf of theinformation that was provided to you?
15 BY MR. GINGOLD: 15 A A coupleof sections | asked for a
16 Q Didyou - did you tedtify that Sabrina 16 daificaion of some of the pointsthat were mede
17 McCathy asssted in the preparaion of this 17 Q But did you independently veify the
18 memorandun’? 18 information that was andlyzed by those who mede the
19 A Youaked how inthe Sdiator's Office did 19 representationsto you to seeif you agreed with it?
20 | think would normdly be a part of review of our 20 A Asl sdd, on cartan sections, not the
21 documentation. Sebrinawasassignedtous So | sad 21 entire--
22 | hed reason to bdieve thet it possbly was Sarina 22 Q Whichstions? Do you recdl?
Page 191 Page 193
1 McCarthy. Shewould be my first person to ask. 1 A Thearchitectura.
2 Q You believe that she or someone else who is 2 Q Okay. Other than the architectura?
3 not normally a person who works with you would have | 3 A | may have verified the certification
4 helped in the preparation of this memorandum. Isthat | 4 numbers.
5 afair statement? 5 Q What do you mean "the certification
6 A | would think if outside help was involved 6 numbers'?
7 init that Sabrina would be the first person it would 7 A We attested to some level of certification
8 goto. 8 of our systems, and that's sort of a dynamic process,
9 Q Now, isit your understanding that Sabrina 9 and | wanted to be sure that we had accurate numbers
10 hasaprofessiona background and experiencein IT 10 for that report.
11  security? 11 Q Andwhat information did you review to
12 A | don't know that she has abackground in IT |12 confirm that numbers were accurate?
13 security, no. 13 A Therecords on that are kept within my
14 Q Do you know what her background and 14 security shop. That isthe authoritative source.
15 experienceis? 15 It'sthe status of the certifications.
16 A She'san attorney. 16 Q Sodoyoureview --
17 Q Other than having alicense to practice law, 17 A Andl| verified it.
18 do you know what her substantive background and 18 Q So areyou finished, Mr. Tipton?
19 experienceis? 19 A | verified it with my security officer and
20 A No. 20 my C&A manager, aswe cdl him.
21 Q Andyou're not sure about Ms. Lawrence 21 Q Soyou reviewed the information that he
22 either. Isthat afair statement? 22 reviewed to give you the representation, correct or
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1 not? 1 asmany sysemsaswe have, | have bitsand pieces of

2 A | didnt gointo thefilesto persondly 2 acomfort levd that they information supplied wes

3 look and do the counts and the bdlances and the 3 acourde

4 individud partsof thee | ried on his 4 Q Soyouhavetheidentifications of each

5 information and theinformation of the manage:. 5 individud providing theinformetion to you thet you

6 Q Did heor the manager prepare areport thet 6 would have rdied on in the catification of the 20th

7  summarized thisinformation for you? 7 quartely report, correct?

8 A | don't know that we have an independent 8 A Yes Eachsygsemwehavehasasystem

9 report. We havewha we cdl acommend center thet 9 owne. It hesaperson that'sreponshlefor
10 dynamicdly records any changesin the process datus 10 ateding to acontent of the sysem, therisk that
11 of our catification. 11 they takewithin that system, and the certification
12 Q Sodidyou review thet information? 12 person and dso the sefety security officer thet's
13 A Yes 13 responshlefor that system.

14 Q Andisit acomputer generated report? 14 Q Sowha areyou catifying when you catify
15 A It'sacomputer tabulated report. It's 15 the 20th quarterly report section? Are you certifying
16 dependent upon input thet comes from people who do the 16 that theinformetion is accurate or youre cartifying
17 catifictionsinthefidd. 17 that theinformation was certified to you?
18 Q Okay. Suchastheindividud with whom you 18 MR. WARSHAWSKY: Object. The document
19 tdked to before you catified your saction of the 19 spesksforitdf. Youmay -
20 report? Isthat who you're taking about? 20 MR. GINGOLD: No, no, I'm asking --
21 A | didnt go down to thet individud leve. 21 MR. WARSHAWSKY: Y ou may ansver subject to
22 | tdked with ClOswho are respongble for making sure 22 theobjection.
Page 195 Page 197

1 theinformationismaintained. Theinformationis 1 BY MR. GINGOLD:

2 summaized by my C&A menager and then hewarksfor my 2 Q What exactly are you certifying?

3 Chief Information Security Officer. 3 A I'm certifying as my signature states

4 Q Solemeseif | undergandit. You have 4 subject to my best information and belief.

5 ahigarchy of individudswho work for youin these 5 Q No, but what do you believe you're attesting

6 aessor work withyouinthessareas Isthet afair 6 toor certifyingtointhat? Isthere anything that

7 daement? 7 youaresayingistrue? Isthere anything in there

8 A Yes 8 that you are saying is true?

9 Q Atany point intime before you oatified 9 A I'm having trouble grasping the content of
10 your section of the quarterly report, did you talk to 10 this. | haveto depend upon the credibility of the
11 theindividudswho actudly created the data upon 11 people that work within the organization. When | have
12 which the representations were made? 12 reason to question what they provide, | do that, and
13 A | havetdked totheindividuas about their 13 having said that, we summarize; we cross examine the
14 dataand about in some casssthair individud systems, 14 information; and then | attest to it.

15 but not necessaily in the compilation of the 20th 15 Q You'e not attesting to the accuracy of the
16 quarterly report. 16 information. You'e attesting to the fact that to

17 Q Andinthe 20th quarterly report did you 17 your knowledge it's true, correct?

18 review the datathat they hed thet they rdied onto 18 A That's correct.

19 providethe representations? 19 Q And therefore, you're assuming the

20 A Not spedificdly for that purpose, but over 20 information is correct. Isthat afair statement

21 the course of mestings and reviews and just the 21 based on your belief in the credibility of the

22 generd work process moving towards certification of 22 individuals, among other things? Fair statement?
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1 A Asyoudaedit, yes 1 tha theinformation we attest to isto the best of
2 Q Istha afar gatement? Okay. 2 our knowledge and bdief.
3 Did you inform the Justice Department thet 3 Q Butmy quedionisdifferent. You assume
4 you hed no direct persond knowledge of the 4 itscorrect based on, among other things, the
5 informdion that you are catifying? 5 cedhility of individudswho mekethe
6 MR. WARSHAWSKY:: Il object to the extent 6 represetationstoyou. Far saement?
7 yodreasking for an atomey-dient communication. 7 A Asweprevioudy -
8 Youdont haveto answer that. 8 Q Tha'sright. I'm not trying to trick you.
9 BY MR. GINGOLD: 9 I'mjud asking.
10 Q Didyou - did you date to the government 10 A Wdl--
11 ortoaybody a any time thet the information you 11 Q Trutmeinthet. I'mnot fromthe
12 were catifying to the United States Didtrict Court is 12 govanmat
13 information thet you don't know istrue? 13 A I'mtrusing you.
14 MR WARSHAWSKY: And I'll ask you to exdude 14 Q I'mnat from the government and I'm nat here
15 conversstionsthat you hed with counsd in -- 15 tohdpyou.
16 BY MR. GINGOLD: 16 MR. WARSHAWSKY:: Heéstdling thetruth
17 Q How about anybody but counsd? Did you tell 17 there
18  the Secretary though’? 18 MR. GINGOLD: That'sexadly right. I'm
19 A Redaeyour quesion. 19 heefor only onepurpose Your lavyersae herefor
20 Q Okay. Iwill doitinthe contextinwhich 20 hdpingyou
21 weput the questions. Do you report ot the Secretary 21 MR. WARSHAWSKY:: Your quesion? I'm sorry.
22 of Interior with regard to these functions? 22 MR. GINGOLD: Y ou don't haveto gpologize,
Page 199 Page 201
1 A Yes 1 John.
2 Q Isit your understanding that the quarterly 2 BY MR. GINGOLD:
3 reportsto the court is the Secretary's report to the 3 Q Thefact of the matter is you're assuming
4  court? 4 information that you're attesting to is accurate based
5 A It'sthe Secretary'sreport to the court. 5 on how you've testified in today's proceedings,
6 I'mresponsible and attest to the best of my 6 correct?
7 information the IT section. 7 A That's correct.
8 Q No. Sotheanswer is, yes, it'sthe 8 Q Didyou tel the Secretary that what you
9 Secretary's report to the court, correct? 9 were certifying is an assumption of accuracy?
10 A  That's my understanding. 10 A Not specificaly in --
11 Q That dl I'm -- again, I'm not asking you 11 Q Did sheever ask -- sorry -- did she ever
12 for alegd opinion. Heaven forbid. 12 ask you that question?
13 A Yeah. Don't ask engineers for legal 13 A No.
14  opinions. 14 Q Did anybody ever ask you that question?
15 Q No, that'sright. Not even Presidents 15 A | don't know that it came as a question, but
16 sometimes. 16 as!'m sureyou're well aware, the nature of how we
17 Did you inform the Secretary that the 17 attest to things has been a point of debate. So there
18 information you provide in your report is not 18 has been discussion on exactly what our declarations,
19 information that you personally know to betrueand |19 what our attestations mean and our character.
20 correct? 20 Q And aswas pointed out in that debate, is it
21 A | haveinformed peopledl up and downmy |21 fair to say that you were attesting that you have no
22 supervisory chain and colleagues, for that matter, 22 personal knowledge?
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1 A I'mnot sure | know what you -- 1 You haveto depend upon the people thet you hireto do
2 Q You're assuming the information is correct. 2 thesejobs If you ask usfor an out-and-out
3 Soisitfair to say you don't have actual knowledge 3 ategtation without those qudifications, we would be
4  yourself asto whether or not the information is 4 notinapogtion to atest to very much a dl.
5 correct. You're assuming it's correct. 5 Q Whichwould meen the peoplewho have the
6 A That's correct. 6 knowledge would haveto attest to it, correct?
7 Q What I'm saying is correct. 7 A It would mean hundreds of people thet hed
8 A You asked meto attest -- 8 theknowledge
9 Q Yes, I'm asking whether you told -- before 9 Q Would haveto dtest to it, correct?
10 thereports were filed that you certified to the 10 A Andthey coud very wdl havethesame
11 United States District Court judge as being true and 11 reservaions
12 correct to the best of your knowledge, did you explain | 12 Q Oh, so nobody knowswhet thefectsare. Is
13 to any non-lawyer or volunteer to anybody that the 13  that your underdanding?
14 information that you were providing you're assuming to | 14 MR WARSHAWSKY': Objection. Yourearguing.
15 be correct? 15
16 A Didl -- did | -- you're asking did | 16 You can ansver subject.
17 discuss that with non-lawyer personnel within 17 BY MR. GINGOLD:
18 Interior? 18 Q If they havethe same problems that you
19 Q Did you disclose to anybody? 19 would have on assuming the facts are correct, does
20 A | disclosed the nature of what | was 20 that mean that anybody knowswhat the facts are?
21 atteting to, yes. 21 A Tha'snotwhat | meant, no.
22 Q Soyou did disclose that the information was 22 Q Okay. Pesseexplanit.
Page 203 Page 205
1 notfirg-hand knowledge? 1 A Depending on how low you want to go down to
2 A | disdosed that the knowledge | was 2 their thing, a particular fact on millions of facts
3 sweaing to wasto the best of my knowledge and 3 that we have to deal with, you would have to go very
4 bdid. 4 low in an organization to have someone to be able to
5 Q And 0 you never said to anybody that what 5 swear without doubt, but I'm not saying it's
6 you didnt know istruein fact, correct? 6 impossible.
7 A | didn't useyour words. 7 Q Mr. Tipton, to my knowledge, the 20th
8 Q Butthey understood thet. Isthat your 8 quarterly report section that you attested to doesn't
9 understanding? 9 contain millions of hits of information, does it?
10 When you conveyed that information to the 10 A When you want to verify the contents of
11 Seoretay of the Interior, she understood -- isit 11 every C&A document that's reported out of the
12 fair to say that she understood thet you did not have 12 Department of Interior, yeah, you get to millions of
13 fird-hand knowledge of what you were atesting to? 13 hits of data.
14 MR. WARSHAWSKY: Obvioudy youreasking him 14 Q And that's what you say isincluded in the
15 tospeculae 15 20th quarterly report? A result of an analysis of
16 MR. GINGOLD: Yes | an. 16 millions of bits of information in the 20th quarterly
17 BY MR. GINGOLD: 17 report?
18 Q Youretdling meyou communicated with her. 18 A That's my approximation. | didn't count
19 Sol'masking you to speculate. 19 them obvioudly.
20 A Anyonewho hasto sign and attest to these 20 Q Sodo you determine, let's say, what is more
21 operatesunder the samelimitations of only be ableto 21 material than other things before you attest to it
22 havedirect knowledge of alimited number of things 22 within the report?
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1 | mean, for example, there are irrelevant 1 of thedatusof the Interior program, induding the
2 things or insignificant things that you wouldn't 2 sygdemstha have housed ITD and Indian materids, wes
3 bother to report. Isthat afair statement? 3 delemined nat to have Sgnificant defidendesinthe
4 A There areirrdevant things that aren't 4 2004 report.
5 reported in our quarterly reports. 5 Q Sotheanswer tomy quedionis yes, youve
6 Q And there were millions of irrdlevant 6 corected dl of thematerid defidendies Isthat
7 thingsthat are not reported, correct? Justifiably. 7 far?
8 Fair statement? That happen every day, that are 8 A Tomy knowledge, weve corrected dl of
9 insignificant or nonmaterial, correct? 9 thexeddfidendesthet I'm awvare of.
10 A There arelots of things. 10 Q Butyoujugt sad you're not avare of
11 Q Do you believe materiad deficienciesin the 11 anything, asametter of fact. You werent - isthat
12 RT systems are insignificant? 12 true?
13 A No, | think they are significant. 13 A WAl if youre disoounting information |
14 Q Thenwhy aren't they identified in your 14  obtained from the Ingpector Generd and have no faith
15 quarterly report section? 15 inhisreport, then-- and | am not dlowed to rly on
16 A Because we corrected all of them. 16 that, | don't know how you expect meto atest to the
17 Q You correct -- you're testifying as a matter 17 sandtity of anything.
18 of fact right now that you corrected al of the 18 Q No. I'masking you to atest to what you
19 material deficienciesin Interior's IT security for 19 know. That'swha I'masking you. Thet'sdl I'm
20 systemsthat house and access individual Indian Trust |20 ‘ad<ing you.
21 data? Isthat your testimony under oath today? 21 A | know the Ingpector Generd reported in the
22 MR. WARSHAWSKY: Would you repest that, |22 manner thet | just repeeted to you.
Page 207 Page 209
1 please? 1 Q Soisit your understanding the Inspector
2 MR. GINGOLD: Yeah. 2 Genera has concluded that there are no material
3 BY MR. GINGOLD: 3 deficiencies that exist in the Interior Department
4 Q Didyou tedtify, are you testifying under 4 systems that house and access individual Indian Trust
5 oath today that the Interior Department has corrected 5 data? Isthat your understanding today?
6 al of the material deficienciesin the IT systems 6 A Yes
7 that house and access individual Indian Trust data? 7 Q Could you tell mein which report that
8 Isthat what you're testifying to? 8 information isfound?
9 A I'mtestifying that material weaknesses that 9 A It'sinthisyear's FISMA report.
10 werelisted in last year's program and included in the 10 Q And that'swhat it says, no material
11 Inspector General's report have been corrected, and we | 11 deficiencies?
12 areleft with only what the Inspector Genera reports 12 A It has -- the FISMA report lists one for the
13 asreportable additions, which is a lesser 13 financia systems. That was premature and was
14 seriousness. 14 corrected in the financial audit report that was
15 Q But that wasn't my question, was it? 15 issued in November. So it's your understanding that
16 A Yes itwas. 16 Solicitor -- sorry -- the Inspector General has
17 Q My question was. did you correct al the 17 determined there are no material deficiencies that
18 materia deficiencies that exist in the Interior 18 existinthelT security of IT systems of Interior
19 Department's IT systems that house and access 19 that house or access individual Indian Trust data? Is
20 individua Indian Trust data? 20 that fair? That's your conclusion, right?
21 That's my question. 21 MR. WARSHAWSKY: Objection. Asked and
22 A | will repeat. The independent evaluation 22 answered severa times.
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1 BY MR. GINGOLD: 1 knowledge?
2 Q Istha trueto your knowledge? 2 A Both.
3 A Itstruefor dl of the sysemsand not 3 Q Allright. Let'stak about your knowledge.
4 jus thosefor ITD. 4 Let'stak about are you aware of the 100 compacting
5 Q Wi, tha'sinteresing. Thet indudesthe 5 and contracting tribe systems that access individual
6 sysemsthat accessthetrust datato, correct? 6 Indian Trust data?
7 A Yes 7 A No.
8 Q Lée'stdk about the contractor's sysems. 8 Q You'renot? So how canyou possibly -- do
9 How many contractor's systems access I nterior sysems 9 you know the tribal systems have individua Indian
10 that houseindividud Indian Trugt deta? Do you have 10 Trust datain them pursuant to contract or compact?
11 thet inventory of that? 11 Areyou aware of that?
12 A Wehave-- wehavethet information. | 12 A | annot intimately with the tribal systems.
13 dont haveit on me from my recallection. 13 Q Areyou aware of compacting and contracting
14 Q Okay. Whois"we'? Who hasit sowecan 14 cooperative agreements?
15 reguedt it? 15 A Yes, | know what those are.
16 A Itsinmy security shop, adddsoinour 16 Q Téel mewhat you think they are.
17 achitecturd or property. 17 A They're agreements with the tribes to
18 Q Andisidentified aswha document? 18 contract and to be compensated for work done for
19 A Widl, that'swhere our system repository 19 themsdves and the government.
20 resides 20 Q Todowhat?
21 Q Andisthereapaticular -- sorry. 21 A Todo businessin the interest of the
22 A It'sthe authoritative database for systems 22 tribes.
Page 211 Page 213
1 inlnterior. 1 Q What about to administer functions that
2 Q Isthere adocument that you can go to that 2 relate to the management of the individual Indian
3 identifies every contractor that the systems access 3 trust? Areyou aware of that?
4 Interior's RT systems that house individual Indian 4 A | am not an expert in that area.
5 Trust data; isthere any document that you can go to, 5 Q Areyou aware of that?
6 theClO can goto? 6 A I'm generaly aware of some of the things
7 A I'm not aware of a document that segments 7 they do.
8 out and categories systems in that manner. | could 8 Q Areyou aware that there are more than 100
9 produce such a document for myself if need arises. 9 tribesthat do that?
10 Q But it doesn't exist, doesiit, today? 10 A | hadn't thought of it in those terms, but
11 A | have no knowledge of a document withthat |11 | would not be surprised at that number.
12 gpecification. 12 Q What have you --
13 Q Do you have any idea how many thousands of |13 A |l donat,if | could finish --
14 contractor systems access it, access the RT systemsin |14 Q Goahead.
15 Interior that house individual Indian Trust data? 15 A -- | am not aware that they have access to
16 A | don't know that it's thousands. | suspect 16 any of our systems that house individual Indian Trust
17 it's much less than that. 17 data
18 Q Wadll, why do you suspect that? Have you 18 Q Then how in your opinion would they manage
19 read something recently to tell you that? 19 to administer functions of the individual Indian Trust
20 A Just my knowledge of the systems that are 20 if they didn't have access?
21 out there. 21 MR. WARSHAWSKY: Objection. Callsfor
22 Q Your direct knowledge or your inferential 22 speculation.
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1 BY MR. GINGOLD: 1 diredtly awvaretha MMS has partnership arangements
2 Q Doyouknow? 2 and gppropriate connection gpprova agreamentsthet
3 MR. WARSHAWSKY:: You can ansve subject. 3 dlow externd accessto thair networks Asto
4 BY MR. GINGOLD: 4  whether or nat it dlows access to sysems of that
5 Q Doyouknow? 5 individud Indian datal'm not cartain. | hed no
6 A | don't know with enough catainty to 6 knowledgeof thet.
7 answer. 7 Q Isityour understanding tha MMS has
8 Q How about the cooperative agreements? Are 8 sgyragated individud Indian Trust datafrom dl the
9 you aware of thoss? 9 other datain itssysems?
10 A Yes 10 A Itismy undersand tha MMS presumes Indian
11 Q Okay. Tdl meabout which cooperdive 11 Trud detaiseverywhere and they tredt it as such.
12 agreamentsyoureawareof. | am not avare, nor have 12 Q Sothrough the STRAC stes, how would these
13 | been advised by the CIO or from BIA that accessto 13 tribes, gates, and companies not have accessto trust
14 ay of theInterior operating sysems dlow accessto 14 daea?
15 cooperdive agreaments or to tribes a this point. 15 MR. WARSHAWSKY: Objection. Cdlsfor -
16 Q Didyouask? 16 BY MR. GINGOLD:
17 A Yes | have asked. 17 Q Sydemsindian Trust data how isthet
18 Q AndtheClOtoldyou, no, they do not? 18 posshle?
19 A That'smy recollection, yes 19 MR. WARSHAWSKY:: Cdlsfor speculdion. You
20 Q Andwha about MMS? Did you ask thet 20 can answer subject.
21 quedion? 21 BY MR. GINGOLD:
22 A Asto? 22 Q Areyou aware of what's been submitted in
Page 215 Page 217
1 Q MMS, Minerals Management Service. 1 thiscourt with regard to that?
2 A Yes, | know what that is, but what is the 2 A No.
3 relevance of the question for the -- 3 Q Noone has ever told you?
4 Q Theaccess. You said you asked the CIO of 4 A Not that | recall.
5 BRA. Didyou ask the CIO of MMS if thetribeshave | 5 Q Soyou don't know, do you, whether or not
6 accessto MMS systems which house individua Indian | 6 contractors, compacting tribes, cooperative agreements
7 Trust data? 7 with tribes through MMS or BLA are secure, do you?
8 A | did not ask him directly. | fed fairly 8 A You don't know whether their systems are
9 confident that they do not. 9 secure, do you?
10 Q You assume that, correct? 10 A | know that they have certified them secure
11 A Yes 11 and we're back to where we were discussing moments
12 Q You are aware of STRAC sites? 12 before. We rely upon the people who had to put their
13 A |- 13 name on the line as to how that system is protected
14 Q Do you know what a STRAC siteis? 14 and what risk they're taking when they're accredited.
15 A | have heard the word. | can't say | know 15 Q Oh, so are you aware that whoever
16 exactly what it is. 16 administers the tribal systems as certified under
17 Q What do you think it means? 17 pendty of perjury, that their systems are secure?
18 A | don't want to speculate. 18 Areyou -- do you have those certifications as well?
19 Q Areyou aware that the STRAC sites that 19 A People sign agreements under penaty of
20 tribes, certain tribes, certain states with certain 20 perjury?
21 companies have direct accessinto MM S? 21 Q Wadl, that's what a certification is
22 A I'm not directly aware of that, but | am 22 normaly. It's not with regard to Interior, but are
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1 youawareof how acompact works, by the way? 1 MR. WARSHAWSKY:: No, Mr. Gingold. Objection
2 A 1 did, but it hasbeen yearssnce | worked 2 totheextent youre asking him for alegd opinion.
3 withthem directly. 3 Y ou can answer subject.
4 Q Okay. Yousadyouwere awvare of 4 MR. GINGOLD: I'm nat asking for your legd
5 coopeaaive agreaments. Which cooperative agreamants 5 opinion. If tha'snot dear, itsalittielae
6 weeyou avareof? 6 I'masking for what you know. All right?
7 A I'maware of acooperative agreemert. It may 7 BY MR. GINGOLD:
8 nat betheright teem, but I'm aware of contracting 8 Q Do you know whether or not the judge hes
9 agreementshby which IT equipment and sarvices can be 9 asked thet not just Interior sysemsthat it directly
10 aocquired, whichisafairly large contractor. 10 contrals, but those thet have actud access, third
11 Q Okay. | asked adifferent question. 11 party contractorsinduding companies and tribes, that
12 A Yeh 12 thar sysemsaso be secure? Areyou aware of thet?
13 Q Haveyou been told there are three generd 13 MR. WARSHAWSKY: Sameobjection. Youcan
14 typesof agreementstha have been entered into 14 answer subject.
15 between Interior and tribesfor the adminigration of 15 BY MR. GINGOLD:
16 trust asstsinduding individud Indien Trugt assts? 16 Q Hasanyone-- go ahead and ansver thet.
17 Areyou avaeof that? 17 Il ask you some more questions in sequence
18 A I'mgenadly avare of the threa diffaing 18 A Contractors running any type of sysemsfor
19 typesof agreamatt. | amnot avareor invalved inthe 19 Interior, regardiess of wherethey're located are
20 ddailsaf the gpedfics of what those agreaments 20 ‘subjed to the same catification or accreditation
21 dlowed. 21 processas|ntaior or any other government sysemis
22 Q Okay. Areyou avarethat the Quinnault 22 aubjectto. Extand paties, partners coming back
Page 219 Page 221
1 agresment isacooperaive agreement, not acompect or 1 into our network or systems are subject to connection
2 contract? 2 approva agreements. CAPSAs we call them, and in
3 A | annat familiar with thet agreemen. 3 therethere are levels of certification that
4 Q Areyouavaeasto whether or not in any of 4 individuals have to attain and various commitments
5 theordersentered by thejudgein Cobdl v. Norton 5 they have to make in order to become determined
6 that thethird partieswho access Interior sysemsand 6 trustworthy.
7 who adminigter trust assts dso have to be certified 7 Q So you have seen the certifications from all
8 astrusworthy? 8 of the contractors, including the tribes, correct?
9 MR. WARSHAWSKY': Canyou reed that back, 9 A | have not seen those particular contracts,
10 pleas=? 10 no.
1 MR. GINGOLD: Let meask you agan. 11 Q Haveyou seen any report that states that
12 BY MR. GINGOLD: 12 those systems are secure and there are no material
13 Q Areyouavaetha thereisno limitationin 13 deficiencies?
14 any of the orderstha have been entered that we are 14 A | have seen the certifications from al the
15 aware of that exdudes partiesthat have contracted 15 systemsthat attest that all of the rules have been
16 with Interior and access their sygemsvis-avis 16 followed.
17 secunity and trustworthiness? Areyou avare of that? 17 Q I'mnot asking -- again, I'm not asking you
18 MR. WARSHAWSKY: Okay. Objection to the - 18 whether the rules are being followed. 1'm asking you
19 BY MR. GINGOLD: 19 whether the systems are secure. We're not going to go
20 Q Do you understand that question? 20 back through that again between what is donein
21 MR WARSHAWSKY: Excuseme 21 practice and what is the statement. I'm asking you a
2 MR. GINGOLD: Yes, hedoes 22 different question. Do you know whether or not the
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1 sysemsare secure, contractor systems are secure? 1 Q Soasdf right now, nobody hestold you thet
2 A | canonly answer in the previous - the 2 itmud bethere |Isthat afar saement?
3 previousmodethat | gave you, and those are things -- 3 A Notwiththet levd of spedfiaty.
4  many connedtions comein and have to be evduated and 4 Q Itwasyour underdanding thet it was only
5 gpproved, and that'sup to the ClO and itsup to the 5 thesygamsthat are under the control of Interior
6 sysem owne to deermine and to test, detlermine what 6 that arethe subject to the various orders, induding
7 riskit offersto the sysem and to ether acoept or 7 thequatealy report order which is December 21, 1999.
8 rgectit. 8 Isthat your underdanding?
9 Q Lé'stakeapaticular tribe, Quinnault 9 A That'smy undersanding with the exception
10 cooperative agreemant. Handles timber for thetribe 10 tha we haveto be responsble for contractors and
11 and sevead or dther other tribes on thet 11 externd people coming into our sysems under gpproved
12 resvaion, eswdl asindividud Indian Trust 12 procedures.
13 regidries (phondtic) within thet resarvation. Have 13 Q Andso--
14 you seen acatification that the systems are secure? 14 A I'msomy.
15 A | have- | have no knowledge asto what 15 Q I'msomy. | thought you werefinished.
16 sysemsyouredleging that particular cooperative 16 A Ivelog my train of thought.
17 agreameant in thet tribe have accessto. So the answver 17 Q Sueming, Sreaning.
18 isno. 18 A Soreening of people coming into our systems
19 Q Wha about with regard to the trust data 19 Q Tha'sright. That'sthe other part.
20 itsdf thet iscontaned in thar systems? Individud 20 ‘Everymeisscreened before they have accessto the
21 Indian Trugt data, do you know whether or not that 21 data, correct?
22 information is scure? 22 A Screened? Yes and goproved to awritten
Page 223 Page 225
1 A Areyou asking meto attest to the security 1 agreement.
2 of datain tribal systems? 2 Q Okay. You're screened, correct?
3 A No, I'm asking you whether you know that 3 A | am screened?
4 datais securein the tribes that are contracting to 4 Q Areyou screened?
5 manage and administer individual Indian Trust dataor | 5 A Yes
6 compacting through cooperative agreements. 6 Q Okay. When were you screened?
7 MR. WARSHAWSKY: Objection. Askedand | 7 A For what?
8 answered. 8 Q There'sascreening process for access to
9 BY MR. GINGOLD: 9 individua Indian Trust data. Were you aware of that?
10 Q Do you know? Do you know. 10 A Areyou referring to clearance level, access
11 A | cannot speak to the condition of tribes 11 and control alowances?
12 unless| know what system that they're connectingto |12 Q Thatispartof it. Alsothe
13 or getting information about. 13 trustworthiness of the individual with regard to
14 Q Isthere any reason that information isn't 14 accessto the actual dataitself, concerns about
15 included in your quarterly reports to your knowledge? |15 misappropriation of data and funds and like that.
16 A | don't know why there would be reason to 16 There's actualy a screening process before
17 report that. 17 individuals are alowed to access the data. Are you
18 Q What if court orders require that amount of 18 aware of that process?
19 information? Would you think that's a good reason? 19 A I'm aware of everything from background
20 A If someone explained and showed that tome, |20 checks to top secret clearances and access to data on
21 that that was, indeed, then it would certainly be 21 aneedto know. | call that screening, role
22 there. 22 assignment. I'm not familiar with a process per se
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1 that'scdled screening. 1 June--
2 Q Wereyou ever screened before you accessed 2 MR. WARSHAWSKY': Maybeit would be hdpful
3 individud Indian Trust data, to your knowledge, for 3 for youto darify that, and we can step out if you
4 thispaticular processthat I'm suggesting asis? 4  want. Hesexpressed some confuson about what you're
5 MR. WARSHAWSKY': Objection. Cdlsfor 5 rdaringto, and | just want to be surewell taking
6 speculdion. 6 about the samething.
7 BY MR. GINGOLD: 7 BY MR. GINGOLD:
8 Q Doyou bdieveyou were screened? Did you 8 Q Allright. Youhaveaprocessthat has been
9 get an FBI report and things like thet? 9 represented to the court -- that's the Interior
10 A I'mdeared & thehighest levd in 10 Depatment, not you persondly -- that is supposed to
11 government. So| don't know what dseyou - 11 identify whether or not individuds are, lef's say,
12 Q Whar? 12 trusworthy; they don't have sarious credit issues;
13 A --aelooking for. 13 they aentinvavedin arimind activities before
14 Q Whar? 14 they'redlowed to accessthe daa
15 A |haebendncel wentinto BLM 15 MR. WARSHAWSKY: May | make asuggestion?
16 menegamat. 16 MR. GINGOLD: Sure
17 Q Okay. Whenwastheledt timeyou were 17 MR. WARSHAWSKY: | mean,youand | - and
18 sreened? 18 whenl sy "youand|l," I'mrefaringtothe
19 A Latfdl 19 PHantiffsand the government -- often don't seeeye
20 Q Andwheat doesthat authorize you to do? 20 to eye on wheat has been represented and what's
21 MR WARSHAWSKY: Excueme Canwego off 21 required. If you'rereferring to some specific
22 therecord? | want to make sure -- 22 representation thet's been mede to the court ina
Page 227 Page 229
1 THEWITNESS I'm not sure| can answer 1 document, a pleading, for example, it might help Mr.
2 tha. 2 Tipton to see what you're talking about because
3 MR WARSHAWSKY: Yeah, | want to make sure 3 obvioudly the term "screening” is generic. It can
4 whether he'sdlowed to talk about this on the record. 4 mean alot of things.
5 MR. GINGOLD: Thisis--could | tell you 5 MR. GINGOLD: Wsdll, listen. If you don't --
6 something? Youre aware of thewholeissue with 6 let'sgo back on the record.
7 regard to screening and your security people with 7 MR. WARSHAWSKY : | think we were on the
8 regard to OIRM and everything dsg, induding access 8 record.
9 tothedaa arent you? 9 MR. GINGOLD: Hold on, hold on. No, I
10 MR. WARSHAWSKY': But I dont know if what 10 don't think we -- are we on the record?
11 youreasking him right now isrdevant to whet this 11 THE REPORTER: Yes.
12 litigationisabout, and | need -- 12 MR. GINGOLD: Oh, okay. We are on.
13 MR. GINGOLD: Do you warnt to take aminute? 13 Okay. Theimportant thing isthis. The
14 Do you want to teke aminute? 14 screening process has been discussed for yearsin this
15 MR. WARSHAWSKY: Yeeh, | want to. 15 litigation. Thisisnot a secret, and it was a
16 MR. GINGOLD: Goahead. No, no. I'm 16 subject of an investigation by the Special Master
17 saious. Why donit you go ahead and talk to him about 17 because of the problems with OIRM.
18 it? 18 BY MR. GINGOLD:
19 I'm not asking you about top secret. I'm 19 Q Areyou familiar with OIRM?
20 asking you about a pedific screening process before 20 A  Office of Information Resources Management?
21 anyonein Interior and a contractor is dlowed to 21 Q Areyou familiar with there is a bit of a
22 accessthedata That'sdl I'm - induding KPM 22 brouhaha on the three locations from Albuquerque to

58 (Pages 226 to 229)



Page 230 Page 232
1 Hemdon and then to Reston again and issues regarding 1 have? Doyou havea-- wha do you have, multipletop
2 tha? Areyoufamiliar with thet? 2 sacret security dearance? Isthat what it is?
3 A Natinalat of deall. 3 A | redly cant tdl you.
4 Q Aspat of that examination into the 4 Q Okay. But youwere last screened for, among
5 rdocation and substantid issuesrased, induding 5 other things the ability to accessthe trust data,
6 through dedaraionsby expatsfor the government, is 6 wdl, withinthelast year, correct?
7 theMarshdl dedaration. That wasthe subject of an 7 A Ldssyitlikethis My security leve
8 Apil 4th, 2000 bench apinion from the court thet 8 ismorethan adeguate to access trust dataand
9 identified the absence of any security in the Legacy 9 individud Indian data
10 sygemsa OIRM. 10 Q Okay. Istha stisfactory besad onthe
11 The other isues wererdaed to the 11 operating procedures of Interior with regard to who
12 sreening of theindividuds, contrectors, and 12 hesaccessto thetrust data?
13 employesswho had access to the data because of the 13 A Bventhough onemight haveavay high
14 concans about the misgppropriation of the dataand 14 dearance and they have no need to know for Indian
15 thingsrdaedtothat. Areyou familiar with that? 15 data then they ill would not gt intoit.
16 A I'mfamiliar with where youre going with 16 Q Sothenthereaeddinctions?
17 thisintemsof having assurances that peoplewho 17 A Ye
18 accessthe data have hed ther background checks have 18 Q But you aredeared, correct?
19 hed theright desrancelevds which hesledto a 19 A Ye
20 vay high dassfication and requirement on people 20 Q Allright. Arethe contractors deared
21 working on much of anything in BIA. Itsmuch higher 21 whose sysems accessindividud Indian Trugt data?
22 thentheres of thepat. I'mfamiliar with thet 22 Ared of theemployess of the contractors deared?
Page 231 Page 233
1 typeof detall. 1 Do you know?
2 Q Okay. That's a screening process to 2 A | cant attest that al are. | can attest
3 determing, let's say, the credibility of the 3 that al are supposed to be. | can only attest for
4 individuals on a genera basis who have accesstothe| 4 the system that | own.
5 databecause of the sengitivity of the data. So 5 Q Isthat the same for the tribes whose
6 you've generally heard about that, correct? 6 systems has or accessindividual Indian Trust data?
7 A Yes 7 A Again, | cannot speak to the condition or
8 Q Now, you were screened for that purpose, 8 the certification level of the tribes because that's
9 correct? 9 too broad.
10 A Not for that purpose. | was screened for 10 Q Who would know?
11 the purpose -- for that and for other purposes within |11 A Who would know the certification status of
12 my job. 12 those particular systems?
13 Q No, but that purpose specific -- 13 Q Contractors and tribes.
14 A | don't need -- 14 A It would be Brian Burns.
15 Q I'msorry. Go ahead. 15 Q What about for OTFM? Who would know?
16 A | don't need the leve of clearance that | 16 A I'mnot sure.
17 havefor just this specific purpose. That'sasmuch |17 Q Would it be Doug Lawrence?
18 as| can say about it. 18 A  Who?
19 Q Isthisareduced leved? 19 Q Doug Lawrence.
20 A No. It'sahigher leve. 20 A Actualy I don't know him.
21 Q No, no, no, no, no. Isthelevel for access |21 Q Okay. What about MMS?
22 totrust data a reduced level from that you otherwise |22 A MMSwould be Robert Brown, CIO.
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1 Q Okay. So the ClOswould have this 1 A | haven't doneit, done or signed anything
2 information. Fair? 2 with respect to independently maintained, contracted
3 A Yes 3 systems, with the exception that they have approval,
4 Q Anyou believe they do have it, correct? 4 Commission approval process within Interior systems.
5 A | think they would have it. 5 Q But could you identify which quarterly
6 Q And they would aso have the certifications 6 reports you've identified the satisfactory security of
7 that attest to the security of the systems themselves, 7 third party systems? Could you tell me which
8 correct, the same ClIOs? 8 quarterly report you've addressed that in?
9 A If they are alowing those systems access to 9 A | don't know that we broke out and
10 their networks and to their systems. 10 gpecificaly acknowledged certifying third party
11 Q What about if they alow them access to 11 contractors.
12 individual Indian Trust accounts? Would they till 12 Q No, not even your certification of the
13 havethat? 13 contractors, but your discussion of the security of
14 A Depending upon where that individual Indian |14 the contractor systems, including the tribes. Could
15 dataislocated and who's the custodian of it. If 15 you identify which quarterly report that you've
16 it's within the confines of Department of Interior, 16 provided a certification to the court on that deals
17 then the answer would be yes. If it's within the 17 with that issue?
18 confines of atribe, that's another issue. 18 A Asl recal from our quarterly reports, we
19 Q But that's not what the |G says about that 19 have simply reported numbers of systems certified and
20 issue, does he? Doesn't he say that it's not just the 20 accredited, and as | testified earlier any system that
21 systemsthat are owned and controlled, but thosewho |21 hasthat certification is required, whether it be
22 contract with or who have access to that same data? 22 contracted, an out-source directly or whether it
Page 235 Pege 237
1 Isntthat dso arequirement? 1 dlows contractor connections, has to meet the
2 Well get into thet later with the IG 2 appropriate approval processes.
3 report, but doesnt an |G address that? 3 Q But, again, how many quarterly reports have
4 A Thereissomelanguage somewhere on somelG 4 you provided a certification for?
5 concamnsonthat. I'm not surethey've been fully 5 A Persondly, let'ssee. | believe it wasthe
6 resolved, but again, the key work hereis"aocess" 6 18th, 19th, and the 20th. | think | have signed
7 Q Tha'sright. Accessto thedata, correct? 7 three
8 A Correct. 8 Q Inthosethreg, isthere any mention of
9 Q Thda'sright, anda least asfar as| 9 third party systemsin your section?
10 understand your tesimony, nobody hasinstructed you 10 A | can't specificdly recdl singling out
11 that that'sthetype of information thet isaso 11 third party systems.
12 addressed by court orders or injunctions, correct? 12 Q Canyou recdl having the discussion with
13 Yourenct avareof that. Isthat far? 13 the Secretary about third party systems?
14 A (Paus) 14 A No.
15 MR. WARSHAWSKY': Canyou say that again? 15 Q Canyou recdl having any discussion with
16 MR. GINGOLD: Yesh. 16 Mr. Cason about third party systems?
17 THEWITNESS Plesss, if you will. 17 A Only with respect to the conceptual
18 BY MR. GINGOLD: 18 configuration of how we have to take responsibility
19 Q Youveonly signed quarterly reportson IT 19 for third party systemsif, indeed, they're considered
20 deding with the sysems owned by Interior, correct? 20 to be under the control of DOI or if they're entering
21 You haven't doneit with regard to contractors 21 and obtaining data from an internal system. We have
22 correct? 22 not discussed a specific system or a specific third
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1 paty. It hasbeen - it'smaking sure that we have 1 20, your three certifications for the quarterly
2 coveared 0 thet our catifications are sound when we 2 reports don't discuss third party contract and the
3 ates to the security of aparticular sysem. 3 tribal issue at al, do they?
4 Q Areyouthenin the discusson you hed with 4 A | don't recall.
5 Mr. Cason - did you tak about the need for those 5 Q Did anyone tell you not to worry about that
6 sydamstobesecuretoinauretheintegrity of the 6 issue?
7 individud Indian Trust dataiin those third party 7 A No.
8 sysamsaswdl? 8 Q Isthereany reason -- if my assumption is
9 A Wdl, nat only with Mr. Cason. Itismede 9 correct, based on what has been represented to the
10 dear inthe Inspector Generd's report thet thisis 10 court over severa yearsin this litigation, that
11 anobligation. If, indeed, we control those sysems, 11 there are hundreds of such systems, isit a material
12 if we have out-sourced them, then were responsible 12 weakness not to discuss that in your quarterly
13 forthem. 13 reports?
14 Q And out-sourcing meanswhat to you? 14 MR. WARSHAWSKY : Objection. It callsfor
15 A Tha meansactudly contradting with athird 15 gspeculation. You can answer subject.
16 party vendor to operate asystem for us 16 BY MR. GINGOLD:
17 Q Andthat could indudethetribesand 17 Q Why don't you discuss it?
18 companies, correct? 18 A Because | have no knowledge that that is
19 A ltcould 19 factud.
20 Q And, again, do you know how many sysemsae 20 Q Haveyou read the record of these
21 intha category, fal within thet category? 21 proceedings? They're your agency's representations to
22 A That are operated by tribes? 22 the court.
Page 239 Page 241
1 Q Tribes and companies that house individual 1 A Which proceedings are you referring to?
2 Indian Trust data. 2 Q Wadl, weve beenin litigation for almost
3 A The TFAS system is the only one that comes 3 nineyears.
4 tomind that | know is a pure out-sourced. At MMSa | 4 A That'salot of proceedings.
5 lot of their data is out-sourced. 5 Q There'salot of information, and some of it
6 Q Okay, and OTFM is out-sourced to SEI; isn't 6 relates to extra security, but with regard to this
7 that correct? 7 thisyear, which was raised for a period of years, and
8 A I'm not positive about that. That could 8 it wastriggered by the OIRM issue, in particular, do
9 wdl be 9 you recal the issue of diminishment of trust
10 Q Soto your knowledge, there's only one 10 responsibility and the authority of the Interior
11 system other than something with MMS, correct? 11 Department to compel the tribes to insure the security
12 A I'msayingthat'sal | know about, yes. 12 of thetrust datain the contract and cooperative
13 Q That'swhat I'm saying. To your knowledge. |13 agreement systems? Are you aware of that issue at
14 I'm not asking you -- 14 4dlI?
15 A I'm sure we have others out there. We 15 A No.
16 contract -- we used to contract Web sites out, for 16 Q Soyou can't even assume that that
17 example, to third parties, but since we have pulled 17 information if it's housed in any of the third party
18 those back into demilitarized zones just for the 18 systemsis secure, can you? You have no basisto do
19 security aspect. 19 that at thistime.
20 Q Agan, I'mtaking about individua Indian 20 A | haveabasisif any of those systems are
21 Trust and they're not Web sites. Okay? So we're 21 coming in through systems that we have certified
22 talking about that and your three reports, 18, 19, and |22 through the Office of Specia Trust or BIA, OHA, or
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1 any of the other trust systems. 1 MR. GINGOLD: W, he can say he doesnt
2 Q But you've never seen similar certification 2 undergand what I'm talking about and well move on.
3 inthat regard, have you? 3 Okay? Goahead. It'sfair.
4 Have you seen any certifications with regard 4 MR. WARSHAWSKY: No.
5 to third party systems that have been filed in court? 5 MR. GINGOLD: Y oure not expected to know
6 Not one? Have you seen one? 6 evaything. Youreonly theCIO. Yourenat the
7 A Those certifications would be referenced or 7 Seoretary.
8 included within the documentation of the Interior 8 MR WARSHAWSKY: All right. Ligen. It hes
9 system being certified. We do not -- to my knowledge, | 9 beenanhour. Why don't we teke abreek?
10 we do not require an independent third party to 10 MR. GINGOLD: Isit an hour?
11 provide us with a specia certification just for 11 MR. WARSHAWSKY': Over an hour. Let'stake
12 Interior. And some of our systems we have to test 12 abresk.
13 their systems for vulnerabilities and risk, but 13 MR. GINGOLD: Okay.
14 certification and accreditation, as an example, on 14 (Whereupon, the foregoing matter wert off
15 non-federal, non-public systemsisjust not a 15 therecord & 2:54 p.m. and went back on
16 requirement. 16 therecord & 3:04 p.m.)
17 Q ltisifit'sinacourt order, isn't it? 17 MR. GINGOLD: Okay, I'd liketo havethis
18 A Wedll, inacourt order. In our case, we're 18 exhibit identified as Tipton Exhibit 3 and it's
19 pushing companies that we do business with to move in |19 entitled, "Information Security Agency's Need to
20 that direction and to provide usinformation that meet |20 1 mplement Congstent Proceses’, et cetera. Hereyou
21 our cetification -- 21 go.
22 Q Andagain, I'monly -- sorry. 22 (Tipton Exhibit No. 3wasmarked  for
Page 243 Page 245
1 A --tests 1 identification.)
2 Q I'monly taking about individud Indian 2 (Witness proffered document.)
3 Trud data, not the busnessthet Interior is 3 BY MR. GINGOLD:
4 othawiseengaged in. You undergand that. That's 4 Q Haveyou ever reed this document before, Mr.
5 dl weretdking aout now, third party sysemsthet 5 Tipton, and again thisis entitied -- itsa June 2004
6 houseindividud Indian Trugt deta, not tribd trugt 6 report, Report to Congressond Requesters by the
7 daa individud trust deta. Do you underdand thet? 7 "GAO, Information security agendes nesd to implement
8 A | undergand. 8 condgent processesin authorizing systems operdtion.
9 Q Letmeread somethingto you. 9 Haveyou ever ssenthis?
10 MR WARSHAWSKY': Do you have something to 10 A Yes
11 dowhm? 11 Q Haveyoureadit?
12 MR. GINGOLD: No. 12 A Yes
13 MR WARSHAWSKY: Wdl - 13 Q I'dliketoturn your atention to pege 7 of
14 MR. GINGOLD: ThisisHSMA. ThisisHSVIA. 14 thereport, the bottom paragraph. And I'd liketo
15 15 readittoyouin pat, asameater of fact, probebly
16 BY MR. GINGOLD: 16 initsertirety, itsnot that long. It caries over
17 Q Yourefamiliar with HSVIA. 17 topeage8. "In addition to theseinformation security
18 A Yes 18 program requirements, FISNO dso requires esch agency
19 Q Okay. 19 todevdop, mantain and annualy updete an inventory
20 MR WARSHAWSKY: But if you're going to reed 20 of mgor information sysemsinduding mgor nationd
21 fromadocument, it'snat far for thewitness not to 21 scurity systems operated by the agency or thet are
2 - 22 under itscontral. Thisinventory istoindude an
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1 identification of the interfaces between each system 1 A It smply depends on how you construct your
2 and al other systems or networks, including thosenot | 2 inventory or what state of involvement your inventory
3 operated by or under the control of the agency". 3 is
4 Where is thisinventory kept, Mr. Tipton? 4 Q Soifit'sinyour data base -- if the
5 A Theinventory of our mgjor systemsis kept 5 systemisidentified in the data base, that satisfies
6 intwo places. Oneisin theinterior ClO's security 6 your understanding of what an inventory is?
7 office. Those systems are also included in the 7 A To some extent, recognizing that there are
8 Departments architectural repository. 8 other details within that inventory and information on
9 Q 1 would like to point out that major is only 9 thesystem.
10 part of this. Major systems are in the first part of 10 Q Now, how do you verify whether the inventory
11 the paragraph. The second part of the paragraph 11 iscompleteif it's scattered throughout your data
12 continues, "This inventory isto include an 12 base?
13 identification of the interfaces between each system 13 A Wdl, I'mtedtifying at this point that --
14 and al other systems or networks, including those not |14 asto my memory of what's in our system that I'm
15 operated by or under the control of the agency". 15 simply not sure that all of the externally operated
16 Where are all -- where is the inventory of 16 systemsarethereyet. | could be wrong on that.
17 all the systems that are referenced in this paragraph 17 Q Again, hdp me with this and tell me where
18 contained to your knowledge? 18 thislanguage doesn't appear to mean what it says.
19 A Theinventory of systems not operated by 19 "Each agency isto develop and maintain and annually
20 Interior would have to be extracted from the 20 update an inventory of major systems, including
21 certification documents of systems that we do operate. |21 national security system, operated by the agency or
22 I'm not positive but | don't think we have those 22 that are under its control. Thisinventory isto
Page 247 Page 249
1 listed in that type of detail in the architectural 1 include an identification of the interfaces between
2 repository. 2 each system and al other systems or network including
3 Q Soisitfair to say they're not yet 3 those now operated or under the control of the
4 inventoried? 4 agency". How do you -- how would you go about
5 A No, it'snot fair to say that. 5 updating an inventory if it's just data scattered
6 Q Okay, whereistheinventory at then? Where | 6 throughout your data base?
7 canit be obtained by Plaintiff? 7 A Wadl, it would be updated through the
8 A | don't know offhand that we have a report 8 monitoring of those systems that have those interfaces
9 that summarizesthose. We would haveto extract that | 9 with the externd site. I'm not saying that the ideal
10 from the certification documents and construct sucha |10 world might not have all of those broken out and
11 it 11 parched in one master data base at some point and we
12 Q Soyou don't have an inventory, correct? 12 may well be further dong on that than | think. I'm
13 A Wiédll, we haveit but it's contained within 13 just hesitant to attest to the exhaustiveness of those
14 other documents. 14 externa systems. That was a weakness that we had in
15 Q What isyour understanding of what an 15 our FISMA report, not necessarily a weakness but it's
16 inventory is? 16 anareawe didn't score well on in terms of having a
17 A Aninventory is having alisting of your 17 full grasp of al contracted systems.
18 systems and details on those systems. It doesn't 18 Q But you corrected that based on your
19 necessarily mean that they al have to be in the same 19 testimony, correct?
20 place. 20 A We corrected part of it. Our FISMA report
21 Q Soyou could have them in the -- sorry, go 21 data cutoff was July 31st. We have added contract
22 ahead. 22 language to -- security language to the contract and
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1 sysemsand are meking continued improvements on the 1 know, doyou? You dont know whether or nat you have
2 ovadl invatory. | have not testified thet we have 2 identified dl the-- dl the sysemsthat must be
3 fixed everything that can possibly befixed. 3 identified in accordance with FISMA, do you?
4 Q | thought you tedtified and correct me if 4 A | know through the certifications of SAIOs
5 I'mwrong here, but the reason you didn't identify 5 andthe acoreditations of the sysem owners
6 maeid ddfidendesin your saction of the reports 6 Q Oh, 30 youve read those catifications, so
7 isthat you corrected those materid deficiencies 7 there-- each one of these CIOs hasidentified each
8 A | further dated that the seriousness of our 8 sydem and each interface and reports to you thet are
9 defidendes had been downgraded to reportable 9 covered by this paragrgph?
10 conditions, which dill meanswe have work to do. 10 A Thet'sthar job, yes
11 Q Soitsnotamaeid ddficency inyour 11 Q No, they have-- | didn't ask you what thar
12 opinion, not to have acomplete inventory thet is 12 jobis They'vedonethet for you, correct?
13 identified in this paragrgph thet weve bean 13 A They havesgned, catified and put their
14 disussng. Far? 14 nameontheline
15 A Natinmy opinion nor wasit inthe gpinion 15 Q Thentheyveidantified each system,
16 of theInspector Generdl. 16 correct, Sr?
17 Q Didyouidentfy dl theinterfaces or is 17 MR. WARSHAWSKY:: Tha waat fronme
18 thaeaninventory of theintefacesevenif thereis 18 MR. GINGOLD: Youre only ettitled to one
19 noinventory of the sysemsthemsdves? Do you know? 19 light bub?
20 A Agan, thoseinterfaceswould beidentified 20 MR. WARSHAWSKY: How many? For the record,
21 inthe sygemstha we own or operate with 21 Mr. Tipton's Blackbary went off. Clarify your
22 cetificationsthat they provided. 22 quedion. Youre asking spedificdly --
Page 251 Page 253
1 Q How can you possibly determine whether or 1 MR. GINGOLD: I'll ask the question, thank
2 not there'samateria deficiency if you don't even 2 you.
3 know the identity of each system that's identified in 3 BY MR. GINGOLD:
4 this paragraph, its interfaces and what datais housed 4 Q HasBrian Burns, for example, identified
5 inthose systems? How could you possibly makethat | 5 each system and each interface in a report to you
6 judgment? 6 that's covered by the paragraph that we've just been
7 MR. WARSHAWSKY : Objection. It's 7 discussing?
8 argumentative. You can answer subject to -- 8 A Hesreported it to me through his
9 BY MR. GINGOLD: 9 individud certifications that thisis so.
10 Q Can you make that judgment without that 10 Q Sohesidentified each system by name.
11 knowledge? 11 A Yes
12 A | believe | can make that judgment. I'm not 12 Q How many systems are there, for example,
13 saying that | wouldn't like to have this datain more 13 that access -- that are involved in or covered by this
14 organized fashion or easier to access. That does not 14 that relateto BIA?
15 mean the datais not there and does mean if | were 15 A Youlost me. What are you referring to?
16 questioned on a particular system that | could go 16 Q Now, you just testified, if my understanding
17 check and find what those interfaces were. It'supto |17 iscorrect, that your ClOs have identified to you the
18 the system owner and the system certifier to do 18 -- each system and the interfaces and in fact, have
19 monitoring of those systems and to maintain their 19 certified that the systems are secure, correct?
20 accreditation that they keep up with any changesin 20 A Secureat that station, yes.
21 interfaces, any major modifications to the systems. 21 Q No, but each one, that's what you just
22 Q But thefact of the matter is, you don't 22 tedtified, correct?
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1 A Eachsydeam, yes 1 A | tedified that they were in Some date of
2 Q Sonmy quediontoyouis for example, Brien 2 sty
3 Burns BIA, how many systems hes heidentified to you, 3 Q Istit maaid thet if asystemin
4 firgof dl? 4  inscuretha you disdoseit?
5 A Teding my memary, | bdievehehas24 5 A |justsad, | didnt tedtify thet any
6 sydemstha areliged as Trust. 6 sygemswereinsscure
7 Q Individud Indian Trusts? 7 Q Sothey were secured, isthat true?
8 A Trug systems. | don't know -- | don't know 8 A They were secure but not sscureto the
9 theexact bregkdown of how many of them areindividud 9  extent that wewanted them.
10 IndianTruss 10 Q Didyou explanthat to the court? Did you
11 Q Okay, I'monly asking you about - | don't 11 explanwhat was - wha wasthe sscurity defidencies
12 caredbout tribd trustissues. | just want you to 12 tha existed among the systemsthat Mr. Burns reported
13 undergtand. Werefocusing -- because this case 13 toyou that you hed before you when you certified your
14 focusssoldy onindividud Indian Trusts SoI'm 14 18th quarterly report ssgment? Which onesdid you
15 aking you how many sysemsthat are covered by this 15 identify asbeing not secure enough and what were the
16 paragrgph houseindividud trust data or acoess 16 problems?
17 individud Indian Trust deta, to your knowledge? 17 A  Wehavemay sysems, induding the
18 MR. WARSHAWSKY:: Inthe Burns-- 18 individud in thetrust sysemsthet are not secure
19 BY MR. GINGOLD: 19 enough becausethey arelegecy systemsand arein nead
20 Q Frawell gat with Bumns How many hes 20 of upgrading or in need of consolidation and they're
21 Bumsidettfied to you, any? 21 inneed of correcting many of the things thet the TAMS
22 A Thaessome-- | dont havetha number in 22 triedto correct. So they're not secure enough to the
Page 255 Page 257
1 my immediate recollection. 1 extent that security gpplications and tools cannot
2 Q Werethey dways secure? 2 evenbegpplied tothem at thispoint. Sowe haveto
3 A Wadll, they weren't dways secure, no. 3 upgradethose sysems
4 Q When -- okay, we're going to get into this 4 Now, it does nat meen that we have not taken
5 because you've aso testified earlier today that your 5 sgparate measuresto provide added protection for
6 security is enhanced over what it had been before. 6 thosesysemsuntil we caninves inupgrading. For
7 It'snot that you didn't have security before. 7 example someof your -- our legacy systems cannot
8 Correct? 8 takedrong passwords, 0 in order to compensate for
9 A Yes 9 tha, you put compensating messures such asextra
10 Q Okay, and we're going to get into exactly 10 firewdl protection or technicd controls But most
11 how you attest to them under oath. That'sadifferent |11 of thesesysemsarein need of upgreding.
12 issue but you're telling me now -- which systems were |12 Q Now, arethexe datements as of the 18th
13 insecure when you -- when the 18th quarterly report 13 quarterly report or as of today?
14 wasfiled, for example, which of the systems covered |14 A I'm spesking as of today.
15 by this paragraph that we're discussing? Among the 15 Q Soitisfarto sy tha dl the materid
16 systemsreported to you by Brian Burns, which among | 16  weeknesses have not been corrected in the systems thet
17 those systems was not secure in your 18th report 17 promisetrug datg; isthet fair?
18 segment? 18 A No,itsnotfar.
19 A | dont believe | testified that any of them 19 Q They haveben. You'regoingto sick to
20 wereinsecure. 20 tha, okay.
21 Q Would you testify that any of them were 21 MR WARSHAWSKY': Excuseme you're arguing
22 secure? 22 with Mr. Tipton.
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1 MR. GINGOLD: I'mnot arguing. It'san 1 thetranscript. It may dso beworth thinking about
2 editorid comment. 2 judt for your information, once you get this whenyou
3 MR. WARSHAWSKY: Weél, cdl it what you| 3 gothroughit again and reed the transcript, if
4 want, you're here to ask questions not to 4  there's something that concerns you, you ought to do
5 editoridize. 5 that, too. It'snot necessarily fair to do thet.
6 BY MR. GINGOLD: 6 BY MR. GINGOLD:
7 Q You bdieve that the trust datais 7 Q Areindividud Indian trust sysems
8 sufficiently secured today in the entire trust 8 induding the legacy systems high impact sysems?
9 gystems, correct? 9 A Hunginwha?
10 A Say that again? 10  Q Highimpact, doyou know whet theterm is?
11 Q Yeah, you just testified that the trust 11 Highimpact information sysems They ae What does
12 data, individual Indian trust data, not paper clips, 12 that meanto you?
13 theindividua Indian trust datais sufficiently 13 A Tha memnstha a least onejudgment onthe
14  securein the legacy systemsthat are still being used |14  daain those sysems has met the test of serious
15 today, correct? 15 impect to corffidentidity, integrity or availability
16 A I'msaying it is adequately secured today. 16 of datawhen we do your sangtivity andysison the
17 Q And that means -- isit true that it means 17 sydem.
18 that it cannot be deleted without an audit trail that 18 Q Whichmemnsit'stoinsurethe complete
19 identifies every aspect of that deletion transaction, 19 integrity of the data, correct, with the high impact
20 correct? 20 ‘S/Stem; istha correct?
21 A That's one of the things that has to be 21 A Wwidl,it could beintegity, it could be
22 measured individually on a system to system basis. |22 confidentidity, it could be availahility. It could
Page 259 Page 261
1 Q I'maskingyou, today, IRMS, can you tedify 1 bedther oneof thosethrea
2 today thet the system, if therdsaddetion of a 2 Q Okay, now, lef'stak about whet | was going
3 record or afileinthe IRMS sysem, therés an audit 3 toak you before Mr. Warshawsky wanted to darify
4 trail that will identify whet happened to thet record, 4 whether we were moving into an areathat required a
5 whoddit, and whet isthe consaquence of thet 5 protective order or sedl, or sedl, because we do have
6 transction? 6 protective orders and certain things could be under
7 MR WARSHAWSKY': Excuse me, before we get 7 sed wherethey're nat in need of a protective order.
8 intothat, | need to ask Mr. Tipton if welve gotten 8 MR. WARSHAWSKY:: Agan, wewont havethe
9 into an aeawhere we nead to tak about a protective 9 agumen, but it dso hasto do with to whom -- who
10 order. 10 hasaccessto theinformetion even if itsaseded
11 THEWITNESS Not yet, not yet. 11 transcript. So--
12 MR. WARSHAWSKY: Wel, you let me know. 12 MR. GINGOLD: Wél, weve been through that
13 MR. GINGOLD: Were not taking about 13 one
14 technicd configuraions 14 MR WARSHAWSKY: Right.
15 THEWITNESS. I'm nat going to tdl him how 15 MR. GINGOLD: That'sadifferent issue
16 wedoit. 16 BY MR. GINGOLD:
17 MR. GINGOLD: No, I'm nat asking you how you 17 Q Sothequedion, areyou tdling methat
18 doit. 18 IRMStoday, thedatain IRMS, trust data, individud
19 MR WARSHAWSKY: But when we get to thet 19 Indian trust data, cannot be ddeted without a
20 poirt, | want to make surethet he -- 20 ocomplete and thorough record and documentation of whet
21 MR. GINGOLD: Wered| sengtiveto that 21 wasdone, when it was done, who did it and that
22 and it doesnt matter because we can ded with it with 22 information ispresarved? Areyou tdling methat's
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1 thecasetoday? 1 Youdistussthosewith your sysem owner. Thesystem
2 A No, that's not what I'm tdling you. 2 owne knowstherisk by nat having acontrd asyou
3 Q Okay, I'masking, is-- when the regulations 3 just prescribed to thet system, and it isup to them
4 and FISMIA and the court talks about security of the 4 to accept or to rgect that risk.
5 syseam, wha do you bdieve -- why do you bdieveit's 5 If they reject that risk then they do not
6 important to secure asystem? 6 opaaethesysem. Butitisajudgment basad upon
7 A Canyou sy that agan? 7 asgoad asyou can secure the system in the sate thet
8 Q Why do you bdieveit'simportant to secure 8 it'sinand knowing exactly whet risks are out there
9 asysem? Do you underdand that? 9 Q But you undersand what the integrrity of the
10 A Why dol bdieveit isasecure sysem? 10 datameans don't you?
11 Q Why do you bdieveit'simportant to secure 11 A Ye
12 asygem? 12 Q Anditistruethat youre responsiblefor
13 MR. WARSHAWSKY:: Object to the vagueness of 13 insuring theintegrity of the deta, correct?
14 thequedtion. 14 A Tha'scorrect.
15 MR. GINGOLD: Oh, you don't understand that. 15 Q Andmy quesiontoyou is, have you insured
16 Okay, I'm sorry. 16 theintegrity of the datain the legecy systems?
17 BY MR. GINGOLD: 17 A Wil youretaking insuring, there's
18 Q Secunity isanissuetha issupposedly in 18 assuring and then therés guaranteaing and therés no
19 theframework of the CIO. Do you agree with that? 19 guarantes on security from any comer you wart to look
20 A Ye 20 ait.
21 Q Okay. And security is-- a leest based on 21 Q Areyouinsuring its autherticity, today?
22 reguldions isdesgned to insure integrity of data. 22 A I'massuring, not insuring.
Page 263 Page 265
1 Do you accept that? 1 Q Okay, I'dlikeyoutoturn--well goto
2 A Yes 2 anothe exhibit. Letssee Thisit Tipton Exhibit
3 Q Areyou stating that today the integrity of 3 4,1 bdieve Haveyou seenthis?
4 thedatain the legacy systemsisinsured? 4 (Tipton Exhibit No. 4 was marked  for
5 A I'm stating that the dataiin al of the 5 identification.)
6 systemswe've discussed has been evaluated astothe | 6 (Witness proffered document.)
7 impact, the sengitivity classification that goes onto 7 MR WARSHAWSKY: Canyou Sae-
8 that system, the controls on those systems have been 8 MR. GINGOLD: Okay, Tipton Exhibit 4 for the
9 tested, application of controls, to the extent that 9 record isthe February 2005 Informetion Security
10 they can be applied, has been evaluated, risk that 10 Document findized by NIST, which isthe Nationd
11 result from inability to put controls on those systems 11 Ingtitute on Standards and Techndlogy, entitled
12 have been transcribed to vulnerabilities. That 12 "Recommended Security Controlsin Federd Information
13 information and those risks have been listed in a 13 Sygams'. Asyou know, Mr. Tipton, thiswasin draft
14 corrective action plan that we call our POAM, so we 14 formfor sometime Itsnct findized. Correct?
15 have two types of risk. We have residua risk and 15 THEWITNESS Itisfind now.
16 risk to be mitigated. On these older systems there 16 MR. WARSHAWSKY: For therecord, Specid Pub
17 are more thingsin there that can't be mitigated that 17 800-423.
18 result in risk and by the definition, anywhere you 18 BY MR. GINGOLD:
19 want to look on IT security, smply requiresthat you |19  Q Soyouvereed this havent you, Mr.
20 evaluate that risk. You do the testing on your 20 Tipton?
21 systemsto confirm those risks and then you certify 21 A Yes
22 around what controls you deem that are appropriate. 2  Q Idlikeyoutotuntopage24. I'dlike
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1 youtolook a the definition of integrity. Doyou 1 Q Yes Do you know what that means?
2 seetheddinition? It'sinthemiddle of thepage 1, 2 A Yes | know whet that means.
3 2 3,4,5itemsdown? It'sunder aso Bracket 44, 3 Q Haveyou?
4 USC Section 3542. Do you seethat? 4 A  Wehavetakenthe stepsas| outlined.
5 A Yes 5 Q | havent asked you whet seps you've taken.
6 Q It dates quote, "Guarding agang improper 6
7  information, modification or destruction and indudes 7 A Yourewanting ablack and white answer to
8 insuring information, nonrepudiaion and 8 aquedion thet doesnt lend itsdlf to that.
9 authentiaty". My question to you, besed onthe 9 Q Oh, vyou havenot ensured that. Isthe
10 ddinition of integrity and the use of theterm 10 dda-- isthe-- can you atest under oath, asa
11 inaured herg have you inaured the authentiaity of the 11 matter of fact, that youve ensured the integrity of
12 individud Indian trust detatoday in the legecy 12 thedaainthelegacy sysemstoday? Canyou, yesor
13 sydam? 13 no? If you say, no, well moveon.
14 A Asl explaned, the processfor reaching the 14 MR. WARSHAWSKY: Repedt thequesionina
15 benchmark on enauring with an g, the integrity, 15 nicer tone
16 confidentidity and the availhility of thet deta, in 16 MR. GINGOLD: | think youve been asked
17 assesdng the sysems by which -- or the computersand 17 quedionsbeforein tonesthet aren't seet tones.
18 the sysamshy which the system resides, we have made 18 BY MR. GINGOLD:
19 that judgment or | will say the crediting officid, 19 Q Yourenat offended, are you, Mr. Tipton?
20 the sysem owner hes mede thet judgment that they have 20 MR. WARSHAWSKY: : In adepastion you can ue
21 donewhat they can to enaure that integrity and they 21 --
22  have made ressonable acceptance of risk. 22 BY MR. GINGOLD:
Page 267 Page 269
1 Q Okay, that waan't the question I've asked 1 Q Mr. Tipton, areyou offended. You're
2 you. l'veasked you whether or not youve insured the 2 amiling. Youreamiling, Mr. Tipton, arent you? Mr.
3 inteyity of thedatain theindividud Indian trust 3 Tipton, let meask you this one lagt time and welll
4 sydems 4 move on because youre ot answering the quedtion. |
5 MR WARSHAWSKY': Andjud to be dear, the 5 haven't asked what the processis youve undertaken.
6 definition thet youre reading from for the Court 6 | havent even asked you what practices youve engaged
7 Reporter's bendfited ensuring ise-n-s-u-r-i-n-g. Are 7 in, notwithgtanding the processes youlve undertaken.
8 youtaking about enauring or insuring? 8 I've asked you whether you have ensured, e-n-s-u-r-e-
9 MR. GINGOLD: I'vebeen saying insuring. 9 d, theauthenticity of theindividud Indian trust
10 THEWITNESS: | misundersood. | was 10 daainthelegecy sysemsaswe spesk today.
11 readingthet asa”l", which hes a different meening. 11 A Gvemetha lag hdf of thet again.
12 BY MR. GINGOLD: 12 Q Today, aswe speek today.
13 Q Okay, areyou saying that theinformation, 13 A Asl havetedified?
14 thedata individud Indian trus datain the legecy 14 Q No, aswe speek today. We are deding with,
15 sydemstoday isauthentic, youve ensured thet'sthe 15 wha istoday'sdae, the 25th of March? Isthat
16 casetoday? 16 right? March 25th, 2005, as of March 25, 2005, have
17 A Widl, now -- 17 you, asthe CIO ensured the authenticity of the
18 Q Ensured, ensured. 18 individud Indian trust data housed in the legecy
19 A  Youakedtha -- 19 sydems?
20 Q I'monlyudng"€'. Doesthet hdp? Have 20 A Andmy answer is yes asexplaned inmy
21 youensured thet, you? 21 previoustesimony.
22 A Thatitsauthentic? 22 Q Okay, s0I'mgoing to -- as opposed to
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1 dlowing you to defineit, | will define and ask you 1 nocontrols?
2 if you'd doneit. Areyou sure that the datain the 2 A Atoretime
3 legacy systemstoday is accurate and complete? 3 Q Areyouawaretha legecy sysemswere open
4 A Areyou saying am | -- are you asking me if 4 gygems?
5 I'm--it's 100 percent? 5 A Tha could have been beforemy time. I'm
6 Q [I'masking you if you've ensured, ensured, 6 not-- I'mnot - | don't have recollection of what
7 en-su-r-e-d, that the individual Indian trust data 7 oondition those sysems werein before | --
8 housed in interior systems and we're talking legacy, 8 Q Doyou--
9 right now, is accurate and complete? That'swhat I'm | 9 MR WARSHAWSKY: Excuseme, let him ansver
10 asking. 10 beforeyou -
11 MR. WARSHAWSKY: That's been asked and |11 MR. GINGOLD: Do you mind, John, were
12  answered. 12 tdking.
13 BY MR. GINGOLD: 13 BY MR. GINGOLD:
14 Q And the answer is ho, that's correct. We're 14 Q Areyouavaretha the sysems have been
15 not talking about a process. We're talking about the 15 destribed by Interior's own experts as egregious
16 actua quality of the dataitself, do you understand 16 because of the absence of controls?
17 that? 17 A I'veheard words higtoricaly about that.
18 MR. WARSHAWSKY: That wasn't his answer |18 Q For when, for whom, higoricaly?
19 before 19 A Onh,five 9x yearsago.
20 BY MR. GINGOLD: 20 Q How about December 17th, 2001?
21 Q Oh, sothe answer isyou have ensured that's |21 A | dont remember anything spedfically
22 thecase. You're testifying under oath that it is 22 around thet date but --
Page 271 Page 273
1 accurae and complete, correct? 1 Q How about June?
2 MR WARSHAWSKY: Mr. Gingald, youvegot a 2 A - wantinchargethen, so| don't know.
3 transript where youve asked that and hels answered 3 Q How about June 2001?
4 it 4 A Agan, | want in charge then.
5 BY MR. GINGOLD: 5 Q No, but --
6 Q Youdo underdand the quedtion thet I'm 6 MR. WARSHAWSKY': Do you need to get thet? It
7 aking, dont you, Mr. Tipton, without regard to the 7  may beimportart.
8 inteferenceby counsd? 8 THEWITNESS: | tumed mine off.
9 A | undergand whet youre asking. 9 MR. GINGOLD: No, it'sjud --
10 Q Okay. 10 MR. WARSHAWSKY: It might beimportart.
11 A AndI'mtdling you that it'snot subject to 11 MR. GINGOLD: | know, I'll get back to thet.
12 ayes no answer -- 12 Tha will bethe night shift.
13 Q Soyoudont know. 13 BY MR. GINGOLD:
14 A - without context. 14 Q If,infad, the sydemisan open system
15 Q Doyouknow? 15 and theréstedimony to thet, and the expertsfor
16 A | doknow. 16 Interior have atested to that under oeth as amatter
17 Q Okay, what do you know as amatter of fact? 17 of fact, doesthet give you any concern about the
18 A | know thet thet deta has been reviewed, it 18 integrity of the datain the sydem?
19 hasbeen assessed and thet it isnot perfect but it is 19 A Higoricdly, I'm not meking any guarantess
20 suitable as determined by the sysem owner to conduct 20 I'm drictly spesking on what's been attested to as of
21 busneswith. 21 thelagt Sx months
22 Q Areyou awvaetha thelegecy sysemshave 22 Q Sotdl mewha wasdoneto deen up the
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1 daatha hashigoricdly been inthe sysem thet 1 thosediscussonswith each of the ClOs because trust
2 dill resdesinthesystem, toinsurethat it is 2 daaishousedindl of thar sydems? Isthat a
3 accurate and complete to your knowledge, if you have 3 far daemat?
4  ay knowledge? Wheat deantup has been doneto your 4 A Canyou say thet agan, pleass?
5 knowledge? 5 Q Eachof theClOs isthat what you
6 A I'monly aware of ongoing atemptsto daa 6 recommend, we have those discussons?
7 qudity, integrity checks, to dean up datain OSD and 7 A You can havethose discussons but some
8 BIl. | dont have specific ddtals 8 sydemsaenewea then others Some sysemsare more
9 Q Areyouavarethat one of the government's 9 updated and in less need of immediate atention then
10 expertstedtified in court under oath, that $26 10 theonesyou bring up.
11 million wes spant attempting to dean up BIA dataand 11 Q Isit your understanding that if you update
12 not asngledaapaint have been deaned up? Areyou 12 asysemtha, ipso facto, corrects the data?
13 awaredf that? 13 A  If you do adaadeantup and data scrub
14 A Notdiredly. 14 dongwithit.
15 Q Doestha concan you? 15 Q Okay. Couldyoutdl mewhat datadean+up
16 MR. WARSHAWSKY:: Y oure asking for 16 and data scrub has been conducted and completed a
17 speculation. 17 MMS?
18 BY MR. GINGOLD: 18 A I'm not aware of any need for dataor any
19 Q No, thisisnat speculation. YoureaClO 19 dtemptsto dean dataa MMS.
20 incharge of mantaining the integrity of the daia 20 Q Areyou aware of thefraudulent audit
21 Doestha concernyou asaClO? 21 reportsa MMS that have been reported to the court?
2 MR. WARSHAWSKY:: Mr. Tipton sad he waant 22 A No.
Page 275 Page 277
1 awareof it, so how can he tell you whether it 1 Q Okay, tell me what data clean-up has been
2 concerns him? 2 conducted and completed at the BIA with regard to
3 BY MR. GINGOLD: 3 individual Indian trust data, please.
4 Q Thefact that your experts have testified 4 MR. WARSHAWSKY: Objection. That's been
5 under oath as a matter of fact without qualification 5 asked and answered.
6 to that doesn't concern you. 6 BY MR. GINGOLD:
7 A One hasto be concerned about those type of 7 Q No, you just said it's not the system itself
8 numbers, and | have also testified that those systems 8 that corrects the data; isthat afair statement?
9 areinneed of upgrade and it could include a 9 Whether or not you have a secure system today, if the
10 continual improvement in that data that's in those 10 dataisbad in the system, the datais bad in the
11 systems. We're not testifying today that those 11 system. Isthat fair?
12 systems are perfect, not by any means. 12 A That'sfair. On the other hand, as part of
13 Q I didn't ask you that question. I'm asking 13 an accreditation of a system, you're looking forward
14 you questions as to whether the systems are secure and | 14 more so than backwards to detect that data from that
15 whether the data has integrity and whether you've been | 15 point forward.
16 able to document the integrity. Have you been ableto |16 Q All right, whether the data is good or bad,
17 document the integrity to the best of your knowledge? |17 you're protecting whatever it is, correct?
18 A Not based on my knowledge. 18 A Yes
19 Q Do you know who would know that? 19 Q That'sthetruth, isn't it? You're not
20 A | would start with Brian Burns and perhaps 20 sayingthe dataisgood. You're saying whatever is
21 Bob McKinnawith OSD. 21 theretoday is secure and the integrity, to the extent
22 Q Andisit dso fair that we should have 22 it has any, is not going to change, correct?

70 (Pages 274 to 277)



Page 278 Page 280
1 A It won't improve without additional 1 have perfect datain the sysems because weve
2 scrubbing, clean-up work. 2 oatified them. That'snot the case
3 Q Wadl, the data doesn't improve by puttinga | 3 Q Mr. Tipton, | don't think even your counsd
4 firewdl inthe system, does it? 4 will condudethat I'm implying thet youve deaned up
5 A No. 5 thedaaand therésintegrity for doing the systems
6 Q Thedatadoesn't improve by takingoutthe | 6 work. I will never sty thet. Soif I'veled youto
7 hard -- the encrypted passwords in the hard drive, 7 bdievetha you have good datain your sysems |
8 doesit? 8 redly apologize, because| didnt meen to leave you
9 A That has nothing to do with that. 9 withthat impresson. But neverthdess let me ask
10 Q That'sright. It doesn't improve by 10 youthis
11 reducing -- or it doesn't improve by reducing the 11 A Thakyou
12 privileges available to hundreds of peoplewhocan |12  Q What doyou know hasbeen done to meke sure
13 change the data, doesit? It doesn't improve the data | 13 thedaainthe BIA sysemstoday are accurate and
14  if you remove those privileges, doesit? 14 complete sSnceit'spart of the security improvement
15 A No, but on the other hand, it doesn't 15 process?
16 degradeit either. 16 A I'monly sying I'm avare of effortson the
17 Q It doesn't degrade further, correct? 17 patsof OSD and BIA to dean up data. | haveno
18 A Correct. 18 further Spedificity asto what their progressisor t
19 Q That'swhat I'm saying. And thisiswhat | 19 whét successlevelsthey are
20 thought | was clear about. To the extent thedatahas |20 Q But didnit you just say thet the datadlean-
21 any integrity, it's not going to be effected onceyou |21 upispart of the security improvementsthet would be
22 secure the system from the problems that were all 22 implemented and in effect in the sysems? [t thet
Page 279 Page 281
1 concerned about; isthet afar Satement? 1 partofit?
2 A Could you repest that? 2 A No, | saidjust the opposite.
3 Q Thecorrection of the problems, the materid 3 Q Oh, it'snot part of it. Okay. I'm sorry.
4  ddidendiesin security, don't change the qudlity of 4  So the two have nothing to do with each other,
5 thedata dothey? 5 correct?
6 A Not without adata dean-up. 6 A Weél, they're linked in that your security
7 Q Aggain, but the security issueis not data 7 protects the data once it's implemented and your
8 deanup. Areyou considaring them the same things? 8 benchmarks and your standards are set but it doesn't
9 A Theyrelinked. 9 go back in time and clean up the data for you. That's
10 Q Okay. 10 aseparateinitiative.
11 A Secunityinand of itsdf doesnot deenup 11 Q Okay, we're going to be going through at
12 thedaa Security isdesigned, firg of dl, around 12 some length later the problems that existed under oath
13 protecting the datain the form that you haveit, to 13 testimony without quaification, in the legacy
14 prevent dteration, to make sure that the proper 14 systems. And the question I'm going to ask you then
15 people are authenticated that are getting to that 15 isto your knowledge at this point in time, there has
16 daa 16 been on data clean-up, correct, at BIA?
17 Q Toinareanaudit tral. 17 A There has been some. I'm just not
18 A Whichiswhy — audit tralsand the 18 quantifying because | don't know.
19  medhanigms whichiswhy I'm having adifficuit ime 19 Q Okay, when, do you know?
20 answeing the quedion in the form thet you ask it 20 A It'sbeen ongoing since | came on the scene
21  with repect to ensure because youre implying thet we 21 asCIO.
22 have somehow or another just megicdly deaned up ad 22 Q Did Brian Burnstell you that?
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1 A No, thisisfrom OSD. 1 Q Isthere aschedule?
2 Q Oh, did Donna Erwin tell you that? 2 A Wadll, theré's aninitiative and a project.
3 A Bob McKenna 3 A schedule normally goes with that. And | am not sure
4 Q BobMcKennatold you that they'vecleaned up | 4 which system that's actually related to or what data
5 theBIA data? 5 it pertainsto. | have not been that involved in that
6 A Hestold me he has a data quality 6 project.
7 initiative underway and whose datathey're cleaningis | 7 Q Soyou're not aware of any schedule,
8 not clear to me at thispoint. All I'mtelling you is 8 correct?
9 there are attempts within BIA and OSD to clean up 9 A | can't giveit to you today.
10 data. 10 Q Okay, so let me seeif | can understand. So
11 Q Areyou aware that two former special 11 when you're describing that the datais -- that you
12 trustees, former principal deputy specia trustee, the 12 are ensuring the data integrity in a particular
13 current principal deputy trustee, Donna Erwin, have 13 system, you're saying that it is sufficiently secure
14 all testified under oath that the datain OTFM cannot |14 if the system owner concludes that not a study
15 be determined to be accurate and complete because it's | 15 identified -- the risks that are identified, the
16 dependent on the accuracy of BIA which they have no |16 benefits of continuing the operation of the system
17 ability to verify? Would you know that? 17 outweigh therisks even if it is not fully secured; is
18 A No. 18 that fair? Thatis--
19 Q Would that information be material to you? 19 A | didn't say it wasn't.
20 A It'san interesting statement. 20 Q Okay, adequate security. Okay, your
21 Q It'sinteresting. Do you know what GIGO is? |21 understanding of adequate security isn't that the
22 GIGO? 22 systems are perfectly secure, correct?
Page 283 Page 285
1 A Dol know what -- 1 A No system is ever perfectly secure.
2 Q GIGO, do you know what that is? 2 Q Again, I'm trying to get the extreme, but as
3 A GIGO? 3 of right now, you're saying it's not perfectly
4 Q Gabagein, gabage out. Have you heard 4 secured. It doesn't haveto be. That's beyond that,
5 that before? 5 correct?
6 A Yes 6 A Way beyond that, yes.
7 Q Okay, have you heard that two former speciad 7 Q Okay. Now well go down to what adequate
8 trustees principd deputy spedid trustee and Donna 8 is. Does adequate mean that systems can continue to
9 BEwin havedl tedified that's one of the problems 9 operate notwithstanding an understanding of arisk
10 they'retrying to ded with and they haven't? Have 10 that they have security deficiencies, including
11 you actudly deaned up the datanow? Istha wha 11 materia deficienciesif the system owner concludes
12 youresaying? 12 that the -- that the benefits of operating the system
13 MR WARSHAWSKY: Excueme there aretwo 13 outweigh the risksto the data? |Is that adequate?
14 quesionsthere 14 A Look a it another way. Any data you clean
15 BY MR. GINGOLD: 15 up, the products of that have to go into a secure
16 Q Haveyou deaned upthedaa? Hasthedaa 16 systemto insurethat it stays clean.
17 been desned up in the sysems? 17 Q But, correct, as of right now, you're not
18 A Howmanytimesdo| havetotdl you that 18 aware that any data has been cleaned up, is that fair?
19 I'm not tedtifying that we deaned up the data. 19 A No, but | know that any system upgrade,
20 Q Whenaeyou goingto? 20 combination of systems always involves verification of
21 A Thedfotsareundeway. | donot have 21 the data and a certain amount of clean-up and
22 their schedule 22 completion of the field.
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1 Q How much -- how much deanup is done? 1 interim gpprovas don't you?

2 MR. WARSHAWSKY': Objection. Thishasbeen 2 A Yes

3 asked and answered. 3 Q Okay, now you are continuing to operate

4 BY MR. GINGOLD: 4  sysemsthat have had maerid risks, correct?

5 Q Yousadacatanamount of dearrup. 5 A Higdoricdly.

6 Tha'sthefirg timeyou sad acertain amount of 6 Q Widl, o aeyou tedifying thet the legecy

7 dearup. How much dean-up? 7  sydems maeid risks have been diminated today?

8 A Asmuch asyou can dford, knowing youre 8 A That'sthe condusion of our Ingpector

9 never going to have pafect daa 9 Gengd adit'sthebest advicetha | have and that
10 Q Isthat the sandard that you understand is 10 isconfirmed by the certification of our sysems
11 thedandard that appliesto trust data, not perfect 11 Q Okay, identify the systemswhere you know
12 daa? Istha fair? You dont have to have perfect 12 that subdantid risks exig, thet outweagh the
13 trust data, correct? 13 bendits of discontinuing the sysem or wherethe
14 A Itwould be nice to have perfect data of any 14 bendits outwegh the risks and you continue. Which
15 kind but you will never get tha. 15 paticular sysems have sgnificant riskstoday to
16 Q Okay, 0 currently, you can continue to 16 your knowledge, thet are continuing to operate”?

17 opeae sytamsasyou -- and they would be adequatdy 17 MR. WARSHAWSKY:: Isthis something thet we
18 sure evenif thareare mataid ddfidendesif the 18 need protected?
19 sysem owner bdievesit'simportant to continueto 19 THEWITNESS: It soundslike youre asking
20 opadethesysem; isthet far? 20 ‘aomfliaing quedion. We have systemsthet have
21 A  Whaeisthe mataid deficdency you kegp 21 somesgnificant risk, these old legacy systems that
22 throningin? 22 we had chosen to acoept those risks, to go aheed and
Page 287 Page 289

1 Q Wil it'sany -- I'm saying even if there 1 catify the sysemsand to operae.

2 werematerial deficiencies -- are you suggesting there | 2 BY MR. GINGOLD:

3 haven't been material deficienciesin these systems? | 3 Q Okay, which ones IRMS, for example?

4 A Historicdly, | acknowledge that there were 4 A | think IRMS probably fdlsin that

5 materid deficienciesin the systems. 5 caegory.

6 Q Okay, today, can you identify the Interior's | 6 Q LRISL-R-I-S?

7 systems where the benefits of continuing operation | 7 A Yes

8 outweigh the risks? Can you identify those today? 8 Q Whads?

9 A It seems obvious to me, the systemsthat are | 9 A GLADS probably, there are severd old legacy
10 certified, accredited and are operating are -- have 10 sysemsnow and we are doing what we can to get them
11 our approval to operate. 11 modernized.

12 Q Wadl, weren't they continuing to operateand |12 Q Andyouknow that thereis Haveyou

13 don't you work under interim approval, so those are |13 disdosed that to the court, to your knowledge. To
14 not -- 14 your knowledge have you disdosed them to the court?
15 A I'msorry, what did you say? 15 A lcant- | havenoknowledge | donit

16 Q Interim -- you know the difference between |16 dsdosethingsto the court.

17  interim-- 17 Q Okay, have you recommended that the

18 A No, | understood that. 18 Secretary disclose them to the court in the quarterly
19 Q You understand the difference between 19 reports?

20 interim approvals, don't you? 20 A Wal, yourequating former tetimony. |

21 A Youtrailed off at the end. 21 don't think therels any debate that the sysemswere
22 Q You do understand the difference between |22 discussing here need upgrades. | don't know whether
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1 it'sbeen recommended to the court or not. | dont 1 little bresth, go back and try again, so herewe are

2 know. 2 MR. GINGOLD: Okay, tha'sfar. They're

3 MR WARSHAWSKY: Ligento hisquestion. 3 gaing to continue to sound awfully Smilar, o 1l

4 That's not what he asked you. 4 try and enuncide more dearly.

5 MR. GINGOLD: Thank you, John. 5 BY MR. GINGOLD:

6 MR. WARSHAWSKY:: I'mtrying to cut this-- 6 Q Isitfar to say tha it's-- whet youve

7 MR. GINGOLD: | know, again, | was-- 7 beentedifying to meansthat system owner mekesthe

8 BY MR. GINGOLD: 8 deddon to continueto operate asystem evenif there

9 Q Haveyou recommended disdosure of thet - 9 aerisksthat areidentified to the datahousad in
10 of themaeaid defidendesin the sysems thet 10 thesydem? Isthat true not you but the system
11 youredill operaing, disdosure of thet to the 11 owner mekesthat decison.

12 court, to the Secretary, for her disclosureto the 12 A That'strue but wedo review thar
13 court in quarterly reports? 13 catifications and decisons to meke sure that they a
14 A Havel recommended that? 14 least meet the basdine criteria
15 Q Yes 15 Q Okay, for exanple MMS, MMSison linetoday,
16 A No. 16 coredt, the etire MMS syseam; istha afar
17 Q Haveyou hed any discusson with anybody 17 daement?
18 about tha? 18 A Yes
19 A About the defidendes of the systems; the 19 Q Wha risks have been reported to you that
20 needfor upgrading? I'm logt asto what youre asking 20 ediginthe MMS sysamsthet could adversdy effect
21 me 21 thedaahousad in those systems?
22 MR. WARSHAWSKY: Why don't we take abresk. 22 A Norethat I'm avare of.
Page 291 Page 293

1 MR. GINGOLD: Okay, okay. 1 Q Areadl risksreported to you?

2 MR. WARSHAWSKY: No, no, | think it'sbeen 2 A All risks are reported to me through their

3 along day for evaryone 3 copiesof their certification and accreditation

4 MR. GINGOLD: No, wevejust begun, John. 4  documents.

5 MR. WARSHAWSKY: Yesh, well - 5 Q Soyoureview al the certification and

6 MR. GINGOLD: Couple more hours. 6 accreditation documents of MMS, correct?

7 MR. WARSHAWSKY': Y our reporter needsto get 7 A My people have and the third party

8 out by quarter to 6:00 because you guys wanted the 8 contractor has.

9 transipt by Monday? 9 Q Okay, soisit your testimony that there are
10 MR. GINGOLD: Do you haveto get out by 10 norisksthat have been identified or no risks have
11 quarter to 6:00? 11 been reported to you?

12 (A brief recesswas taken a 3:54 p.m.) 12 A Widll, that's not the same question you asked
13 (Ontherecord a 4:05 p.m.) 13 amoment ago.

14 MR. GINGOLD: Mr. Tipton, what have you 14 Q No, I --

15 discussad with your counsdl during the bresk? 15 A | did not say that there were not risk in

16 THE WITNESS Hetold meto pay atention to 16 their system. | said, there were not risk that | was
17 thequedions 17 aware of that threatened the integrity of the data.

18 MR. GINGOLD: Good advice, huh? Did hedso 18 Q Who isthethird party contractor that did
19 tdl you to answer the questions? 19 the assessment of MMS?

20 MR. WARSHAWSKY: Y ou dont haveto -- 20 A I'mnot sure who did it actudly for MM S
21 THE WITNESS Wi, by then they were dl 21 prior to ther first accreditation. | have an

22 dating to sound dike and S0 he says judt take a 22 oversight process that looks at 100 percent of them
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1 and that work was done by a company by the nameof | 1 A Redate, pleae
2 DSD. 2 Q Yes Areyouawarethat the court has
3 Q D --theinitids DSD? 3 daed tha the purpose of the report, among other
4 A DSD, | don't know what that stands for. 4 things isto provide the court with suffident
5 Q Do you know whereit is? 5 information from which it can meke adetermination as
6 A No, | don't. 6 towheher or not the satementsthat are madein the
7 Q Do you know who selected them? 7 report are accurae? Areyou awere of that?
8 A They were sdlected off of a competitive 8 A | am gengdly aware of that but | would add
9 contract which | have. 9 tha theinformation obtained in these reportsis of
10 Q And they did a complete risk assessment of 10 asendtive nature and we would need to discuss thet
11 the MMS systems? 11 paticular item before | would useit as an atachment
12 A No, they evaluated the materials provided in 12 toareport likethat.
13 the accreditation for thoroughness, completeness, any | 13 Q Areyou avare that there are thousands of
14 missing parts, missing pieces. 14 pages of documentsthat have been submitted under sl
15 Q When was that done? 15 inareport thet are of asengtive nature induding
16 A Over thelast four to five months. 16 spedific ddtals asto the configuration of MMS and
17 Q Soitwaslast year? 17 theoff-shore and on-shore and STRAC and cther
18 A It could have been last year or in January. 18 fadlitiesand thet the fact they're of sendtive
19 Q Okay, soit's either close to the end of 19 naure has no bearing on whether or nat something
20 2004, beginning of 2005; isthat afair statement? 20 should befiled in the United States District Court?
21 A Theirinitia certification, accreditation 21 Areyou avareof that?
22 onall of their systems were submitted by the end of 22 A | amawvare that senstive documents have
Page 295 Page 297
1 September. Somewere submitted before then and we had 1 beenfiled under anumber of terms you legal fellows
2 dated reviews paticulaly in priority order on 2 use, protective order, seal, and other methods. I'm
3 those sygemsin order to have some basis for sanding 3 awareof that, yes.
4 behind the qudlity of the cartifications themsalves 4 Q Soit's--that's one of the reasonsit
5 Q Do you - and thereis acomplete report in 5 didn't -- you didn't think it should be attached to
6 that regard, correct? 6 that report, the quarterly report, correct, because of
7 A Wl thereisareport from my third party 7 itssengtivity?
8 contractor on the quality of the C& As, yes. 8 A That's one of the reasons, yes.
9 Q Andto your knowledge, why wasntt that 9 Q Okay.
10 atached to the quarterly report to support your 10 A | would have to have clarification on that
11 saementsinthe-- that you dteged toin the 11 eventoday before even discussing what's in that
12 report, do you know? 12 report.
13 A Whyitwasnt atached? 13 Q I'mnot asking you that. Were going to
14 Q Yeah 14  request production before | do that. But what's the
15 A | dontknow. We acknowledged that we had 15 name of that report?
16  the process ongoing and that we had found someissues 16 A It'sthird party reviews of certifications
17 tha needed to be addressed in the C& As. We thought 17 and accreditations.
18 wewere being forthright onit. 18 Q Okay, what other materia doesthe
19 Q Areyouawaretha the court has requested 19 Department of Interior rely on in order to make its --
20 tha theinformation to be provided to himisto be 20 other than the C& Asto make its decision with regard
21 suffident S0 he can assesswhether your condusions 21 to continuing to operate systems that have
22 o findings are accurate? Are you aware of that? 22 identifiable risks, the range of information that you
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1 andthecollesguesof Interior review and rely onto 1 Internet today, and through private networks, and

2 make adecison to continue to operate a system, 2 sygemswhearethereisremote access, havethose

3 notwithgtanding idertifigble risks? 3 sydemshed third party assessments assodiated with

4 A I'mhaving adifficult time hearing you. 4 the C&Aswhile you were continuing to oparate the

5 Q Okay. My undergtanding -- you know, are you 5 sydams?

6 okay, by theway? 6 A I'mnotsurel got dl of your question but

7 A I'mokay. 7 1will sy our fird priority of sysemswerethe

8 Q Okay. 8 trust systems and those have been complete

9 MR. WARSHAWSKY:: | never thought I'd say 9  Informeation has been supplied back to the system
10 this but you'retoo quiet Dennis. 10 ownesand the catifiers and corrective actionswere
11 MR. GINGOLD: John, that'sincongstent with 11 needed and corrective actions were supplied and some
12 what you sad ealier. 12 of the sysemswere decatified because of not being
13 MR WARSHAWSKY: You mug befading. All 13 adetolocae paticulaly dl the documentsin my
14 right, let'smoveon, sorry. We need to get serious 14 office My office sands as the authoritative source
15 MR. GINGOLD: Thisisavey saious 15 repostory for them. Inmany cases most casss it
16 busnes 16 wasamatter of the documentswere not provided inthe
17 BY MR. GINGOLD: 17 package that wed asked them when they had todo a
18 Q Whaistheinformation thet yourdy onin 18 ssarch to make sure we hed those and therefore, they
19 addition to the C& As to make adecison to continue 19 weenat provided to DD intheinitid review.
20 tooperaelT systemswith known risks? 20 Q DSD did only one sysem, correct, or did
21 A Atthispointintime the C&A documat is 21 they dodl of them?
22 our benchmark. We bdievethe C& As are comprehendve 22 A Theydddl of them.

Page 299 Page 301

1 enough, the certifications are adequate enough, and 1 Q Oh, :they've done an assessment for dl

2 theanaysis and the testing and the evaluation that 2 thesysemstha are operaing today, dl the trust

3 comesfrom that, that it is a benchmark by which the 3 gygans?

4 system owner is capable of making a decision. We 4 A Yes

5 would have to have extraordinary information to the 5 Q And havethey donethe gpplications aswel

6 contrary or something that would contest the vdidity 6 asthesysems, an ass=sament of the gpplications?

7 of that C&A before we would do otherwise. 7 A Okay, can you diginguish your view of the

8 Q Doesevery C&A include athird party 8 difference between the system and the gpplication?

9 veification? 9 Q Sure The--thereare | think, 63 systems
10 A At thispoint, we've decided, since thisis 10 that have beenidertified or 62 or something like
11 our first mgor movement into full C&As across 11 that, that houseindividud Indian trust detaand
12 Interior, that we're going to do 100 percent oversight |12 Interior'sdata, something of that nature.
13 of al of them. 13 A Sixty-two, 63, | know it's Indian trust.
14 Q Todate, has every C&A included athird 14 I'mnot suredl of them areindividud Indian trug.
15 party assessment? 15 Q Do you know how many are?
16 A No, it's not scheduled to complete the 100 16 A No,asl sad, before | can't remember that
17 percent review until the end of April. Asl stated 17 paticular number but those sysems for purposes of
18 earlier, we have prioritized to hit our -- what we 18 catification and adminigration, are what we cal
19 consider our most important systems first and then the |19 endaved in security teems and certified asinter-
20 lesser, lower impact systems will be done later this 20 oonnected sysemsin some cases, 0 the number that we
21 month and next month. 21 aecurrently working now, | think, is 33,
22 Q But for systems that you're operating on the 2 Q Okay, for example--
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1 A Butit doesindudethe 60 - itindudesa 1 MR. WARSHAWSKY': Ohject to theform of the
2  mapping to the 62 systems. 2 quedion. You can go ahead and answver.
3 Q Okay, intestimony thet's been provided by 3 BY MR. GINGOLD:
4 Inteior Department exparts, it wasidentified that 4 Q Do you undersand whet I'm asking you, Mr.
5 therewere goproximady 1500 gpplicaionsin the 5 Tipton?
6 legecy sysemsthemsdves Areyou aware of that? 6 A | think so.
7 A I'mnot avare of that number. | am awvare 7 Q Okay.
8 tha when | became ClO therewas over 600 sysems 8 A Totheextet asydem pressitsdf as
9 liged. Wedid extensvework in diminating some 9 catified and accredited, consderation of dl those
10 sydams upgrading sysems and endaving them and 10 goplicationsthat it sarvices or is connected to or
11 geting some of those systems that were Joreed out 11 intefaceswith, are supposed to be addressed and
12 under common adminisraive contralsto get our number 12 agan, | haveto depend upon the certification from
13 down to now, which | bdieveis 100 - | bdieveit's 13 peoplelike Brian Burns and the Director of BIA, for
14 166. 14 theBIA sygamsasto how wdl they have donetha.
15 Q Okay, but I'm talking about now - I'll be 15 And that's about the extent of my knowledge on just
16 more spedific. | think the actud testimony was 1500 16 how much of adean+up efort they have doneonthe
17 goplicaionsin IRMS done, okay? Have you heard thet 17 gpplicaions
18 before? 18 Q Andagan, I'm nat talking about desning up
19 A | havent heard that specific number. I'm 19 thegpplications I'mtalking about the security with
20 awarethat we have had anumber of gpplications oread 20 ‘resped to the gpplications because I'm trying to kegp
21 out ranging anywhere from what peoplewill cal a 21 dearuponadifferent issueright now. Doesthe C&A
22 system, it could be a spreadshed, it could be aWord 22 processindude the assessment of the security of eech
Page 303 Page 305
1 Pefect document in some cases, just anything people 1 application within the system?
2 keep score on, they had atendency tocdl ita 2 A It depends upon how the boundaries are
3 sydem 3 defined.
4 Q Agan, but I'mactudly saying gpplications 4 Q The boundaries of what?
5 withinIRMS, 1500 -- 5 A The boundaries of the system and the
6 A Oh, goplications, okay. 6 applications right within that system.
7 Q Agadn, I'mtrying to make sure - and by the 7 Q Let'stake IRMS. Hasthere been a C& A and
8 way, if you need abresk, because thisis-- you're 8 IRMS?
9 having problems with focusing, just let me know, okay? 9 A | bdieve s0.
10 Again, testimony -- thetesimony and | bdieveit was 10 Q Okay, with regard to IRMS -- I'm sorry.
11 June 10th, 2001, from Jeremy Katz, under oath, under 11 A | was going to smply speak with the ease of
12  oath, there was gpproximately 1500 gpplications within 12 the conversation, at this point all of the systemsin
13 IRMS  Approximatdy 300 of them were not 13 BIA have been accredited and certified.
14 identifisble a dl, some of which contained Trojen 14 Q But have the applications within IRMS been
15 horses and provide access to the systems and 15 assessed with respect to the risk?
16 goplications even though the exterior of asysem 16 A Wdl, the definition of the certifications
17 might otherwise be protected. In that case therewere 17 at this point are the -- are our major systems and to
18 nofirewdlsor anything dse That'sadifferent 18 the extent that they have reached applications or
19 isue 19 would have addressed applications that are not within
20 Areyou avare of that and do the C& As cover 20 the scope or the boundaries of the system, that would
21 the security issuesin the gpplicationsthat are 21 have to be explained by Mr. Burns. | don't --
22 withinthe sysems? 22 Q Okay, you're not sure at this point.
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1 A | don't have that information. 1 wasaccurate; isthat fair? They took it asit was
2 Q Okay, but again, my understanding isDST did | 2 written and from that alone, it made an assessment,
3 not perform arisk assessment, correct? 3 not necessarily arisk assessment but an assessment,
4 A No, they reviewed information provided. 4 correct?
5 Q Did they do their own due diligence to 5 A That's correct. They did not go out and do
6 independently verify the information? 6 ST&Eson the systems as an example, but they did
7 A Not to my knowledge. 7 evauate that ST& E documentation that the other --
8 Q Soit'sbased exclusively on the information 8 that theinitial third party contractor provided and
9 that was provided by let's say from BIA's point of 9 if there were things missing in there or it looked
10 view, Mr. Burns, correct? 10 likeit wasinadequate or it looked like a contingency
11 A Mr. Burnsand | forget who the accreditor 11 plan was not sufficient, not enough detail, then
12 was, anyway whoever accredited the systems. 12 that's the type of information that they provided
13 Q Andthat's not athird party, isit? 13 back.
14 A Waél, Mr. Burns and currently Mr. Regsdale's |14 Q Now, what is the name of the contractor
15 dignatures are based upon third party evaluations at 15 other than DST that you're referring to?
16 their level with respect to testing and risk 16 A  Wehavealist of 10 that bureaus are free
17 assessments. 17 to choose from.
18 Q Now, we're talking about third party, non- 18 Q Okay, which onesdid BIA -- which one did
19 Department of Interior employees. 19 BIA inadditionto DST?
20 A Yes 20 A BIA already had some contractors underway
21 Q Okay, so acontractor was brought in to do 21 before we got the departmental contract in place so
22 risk assessments, correct? 22 they have avariety of different contractors that did
Page 307 Page 309
1 A Yes 1 their ST&Es
2 Q Okay, but you said DST did not do arisk 2 Q Areyou awarethat the court had requested
3 asesInat, correct? 3 tha contractors be brought in to do assessmentsthet
4 A Theaestwo. Wehave double C&A'd thesein 4 were nat otherwise regularly engaged by Interior so
5 amanner of gpesking. Beforewe evenlook & them at 5 therecan beafully independent assesament for the
6 thedepatmentd levd, we have adirective that 6 oourt? Areyou awareif that was contained in one of
7 prescribesin detal the C& A processthet buresus are 7 thecourtsinjunctions? Did anyonetd! you thet?
8 totakethar sygemsthrough, and thet requiresa 8 A Redate, plees=.
9 third party evaduation and testing before they megt 9 Q Yes Atthepaintintimethe Spedd
10 the catification Sandards or before the accreditor 10 Made Alan Bdaran departed -- or resigned from his
11 dgnsthem. Soit dready hasathird party by the 11 pogtion, therewas a-- an dement of areporting
12 timeitgdstous 12 processthat wasno longer in place. That dement was
13 We went the next gep beyond thet and got 13  the Specid Mader was supposad to independently
14 ye adifferent third party contractor to look & just 14  veify information with hisexparts Inlieu of the,
15 thework that had been performed and to passjudgment 15 the court added adifferent requirement in an
16 onit. 16 injunction thet required athird party contractor to
17 Q How many with -- in oneingance for 17 bedbletodoit that was generdly not retained by
18 example DST did an assesament of the informetion thet 18 Interior. Areyou awaeof tha a dl?
19 was prepared by Interior officids, correct? It took 19 MR WARSHAWSKY: L& mejus date-- before
20 theinformation thet was provided to it -- DST did, 20 you answer thet, I'll date an objection. Youre
21 aseswditinthe C&A context without going 21 obvioudy refarring to an injunction that's Snce been
22 independently and verifying whether thet informetion 22 vacated by the court of gppeds and asto which you
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1 andl, again, the government and the plaintiffs have 1 A Yes but I'm not sure | undersand how that
2 vay different views as to what the court was dlowed 2 influencesthe assessmants and the evduations that we
3 todointamsoaf falowing up with reviews of 3 havedoned thispoirt.
4 Intaior'ssysems. Soyou're asking himto provide 4 Q Wédl, areyour -- the people -- the
5 legd opinions-- 5 contractors who do the assessments engaged in
6 MR. GINGOLD: No, no. 6 oontracts other than these particular assessmentsthet
7 MR. WARSHAWSKY:: -- regarding avacated 7 weaeidatifyinginthe C&A process?
8 injunction. 8 A Engagedin--
9 MR. GINGOLD: No, no, I'm asking of he knew 9 Q Other work, other work?
10 that wasthecase | didnt ask -- 10 A - other work with Interior?
11 BY MR. GINGOLD: 11 Q With Interior, correct, anywherein
12 Q Didl ask youfor your legd opinion? Do 12 Interior?
13 yourecdl that? | know your wifeisalawyer and 0 13 A | dont know.
14 isyour daughter, but did | ask you for your legd 14 Q That was oneof the paints thet hed been
15 opinion? | asked you if you were avare of it. 15 madea onetime by the court for an independent
16 MR WARSHAWSKY: Wdl, you understand the 16 assessment as opposed to someone who was beholden to
17 question. 17 Interior. That wasthe point. Sothequestionis do
18 BY MR. GINGOLD: 18 you know if DST -- whet isthe name of that?
19 Q | akedyouif youwereawaeof tha, 19 A DSI?
20 didntl? 20 Q DST,doyouknow if they have any ather
21 MR. WARSHAWSKY: Mr. Tipton -- 21 contracts with Interior beyond the one they diid on the
22 BY MR. GINGOLD: 22 C&A?
Page 311 Page 313
1 Q Didnt I, Mr. Tipton, and you're smiling 0 1 A They have none that I'm aware of.
2 you ovioudy — 2 Q Would you know if they did?
3 MR. WARSHAWSKY: Jug 0 Mr. Tipton's aware, 3 A | could find out.
4 asyou ae Dennis, when we sate objections for the 4 Q That would be terrific. Could you do that
5 record, itsnot Smply for the benefit of the 5 for us? Who would know?
6 witness it'sdso for the bendfit of the Judgein the 6 A Who would know without research?
7 event thistranscript ever becomes the subject of 7 Q Or who would be -- would Mr. Burns know?
8 possbleadmissoninto therecord. So my dating an 8 A No.
9 objection for the record isnat Smply for Mr. 9 Q Okay, who would know?
10 Tipton'sbendfit. Itsdsofor the court's 10 A Wdl, my security officer would know. My
1 BY MR. GINGOLD: 11 certification and accreditation managers would know.
12 Q Areyouavaedf thefact that | did not ask 12 Q So that would be important information to
13 youfor alegd opinion, | asked you if something 13 have before the decision is made to retain them,
14 exiged or did not exid? Isthat far? 14 correct? That's materia information, isn't it?
5 A Yes 15 A | didn't redize that that was material
16 Q Tha'sright, that'sdl | asked you. Are 16 information.
17 youawareof tha? Do you undersand what | asked? 17 Q Wwadl, but what would they know? What would
18 A Amlavaedf the- 18 your security manager know?
19 Q Therequirement that the court, a onetime 19 A They probably wouldn't know off the top of
20 had? 20 their head but they have the dataiin front of them and
21 A Atoretime 21 could quickly tdl you.
22 Q Tha'sright. 22 Q Okay.
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1 MR WARSHAWSKY: I'mokay. | just want to 1 A Theinitia decision is made by the
2 make sure Mr. Tipton's okay. 2 accrediting official after departmental review.
3 BY MR. GINGOLD: 3 Q Okay, the accrediting official would be the
4  Q Sothainformationwould bein adocument, 4 CIO, correct?
5 inapaticuar kind of document? 5 A No.
6 A No,itwouldbe- 6 Q Okay, whoisthe accrediting official?
7 Q Itwouldbeinadatabase? 7 A | have delegated that authority to assistant
8 A Itwoudbein-itwoudbeinfileson 8 secretaries and they are allowed to delegate it one
9 our ongoing contrects We would haveto extract it 9 level below them and no further.
10 fromongoing work. We dont kegp arunning list like 10 Q Whodoesit for BIA?
11 thet other than we have 10 to insure free and open 11 A Pat Regsdale at this point.
12 competition and we are careful not to have the same 12 Q Who did it three months ago?
13 contractor go back in and review their own work, their 13 A | believeit was Dave Anderson.
14 own ST$E work. 14 Q Heactudly was engaged in that function?
15 Q Whois"we'"? 15 A | believe that to be factual, yes.
16 A "We' beng the depatment and the bureeus 16 Q Sohewasinvolved in that aspect of the
17 Q Okay, soyourenatinvolvedinthat role? 17 trust management; isthat right?
18 A Aml? 18 A | didn't understand.
19 Q Yesh you aeyouinvolved? 19  Q Hewasinvolved in that aspect of trust
20 A Wadl, I tdl themwhat to do and what not to 20 management, correct, Mr. Anderson?
21 do. 21 A Yes
2 Q Oh, youtel whowhet to do and whet not to 22 Q Now, whoisinvolved at the department
Page 315 Page 317
1 do? 1 review dege?
2 A My scurity people 2 A Thatsmy security department and mysdf.
3 Q Okay, 30 you can tdl them to gpprove -- 3 Q Andtha'sit?
4 MR WARSHAWSKY: Youaut him off. 4 A Yes
5 MR. GINGOLD: Fesse, Mr. Warshawsky. 5 Q Doyouhavea-- not Mr. Cason, not Mr.
6 MR. WARSHAWSKY': Y oure cutting off Mr. 6 Haspd, not the Department of Justice?
7 Tipton. 7 MR WARSHAWSKY': I'm sorry, can you repest
8 BY MR. GINGOLD: 8 that quedion?
9 Q Mr. Tipton, were you finished? 9 MR. GINGOLD: Do you underdand my quedion?
10 A | giveindrudionsto my security 10 MR WARSHAWSKY': Canyou repeet it?
11 depatment and to the ClOs about the proper way to 11 MR. GINGOLD: Yes, | can but doyou
12  exeoute contracts, through written memorandum, 12 undergand the quegtion, Mr. Tipton?
13  medings and ather meens of communication. 13 MR. WARSHAWSKY:: I'd like you to repeet it
14 Q Andthat indudesthe issueswith regard to 14 because| didn't undergand it.
15 insuring the information about wheat other work the 15 MR. GINGOLD: Y ourenot under oath. Mr.
16 contractor should do when they're doing the C& A work; 16 Tipton --
17 istha part of your memorandain guidance? 17 MR WARSHAWSKY: Wdl, I'm entitled to know
18 A | bdieve-| bdieveitis 18 wha thequegtionis | didnt underdand it, please
19 Q Sowho makesthe decison, the ultimate 19 repedtit.
20 decidon, to operaethe sysem or continue to operate 20 THEWITNESS Please repest the question for
21 asygem? Who actudly makesthet decison from 21 us
22 Interior? 22 MR. GINGOLD: To hdp your counsd, I'l do
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1 tha. Thenk you, Mr. Tipton. Itsanicesmile 1 Q Istha information going to beinduded in
2 BY MR. GINGOLD: 2 thenext - the 21t quarterly report?
3 Q Who besdesyou wasinvolved, besides -- who 3 A | bdieve we committed to provide follow-up
4 @ thedepartmean levd isinvolved in meking the 4 informetion based upon satements thet we madein the
5 gpprovd? IsMr. Cason invalved in the continue 5 20th quarterly report asto the satus of the problems
6 opeaaor sysem? 6 thawefound. Sowewould provideinformation.
7 A | amthedfficid ddegated autharity from 7 Q Did you spedify the problems that you found
8 the Secretary to determine whether or not any system 8 inthe 20th quarterly report?
9 inlInterior megstherequirements. If asystem does 9 A Did we spedify the problemsin the letters
10 not meat the requiraments | have sarious consultation 10 tothe assdtant seretaries?
11 with the owner of that system and they ather meke 11 Q No, did you spedify the problemsthat you
12 immediate correction or they disconnect whether it be 12 found in the 20th quarterly report?
13 Mr. Casonor ayonein BIA. 13 A No, wedid not because we hed not issued the
14 Q Soisitfartosay you gengrdly makethe 14 letas Wehad not medefind determinations by the
15 dedgonif thereare no sgnificant sscurity 15 endof tha quarter.
16 ddidendesidentified, correct? 16 Q Butyou knew therewas aproblem by that
17 A I'multimady reponsble 17 time didnt you?
18 Q I'masking youwho actudly mekesthe 18 A Andwe acknowledged that.
19 dedson, infadt, mekesthe decison. 19 Q Anddid you specify the neture and scope of
20 A Wadl, the decison to operate on severd of 20 the problem in the 20th quarterly report?
21 the C&Aswith trust desgnetion on them were deemed to 21 MR. WARSHAWSKY': Objection. It'sbeen asked
22 beinneed of additiond work. | issued lettersto 22 and answered.
Page 319 Page 321
1 both BLM and to BIA to decertify. | kick back tothe | 1 BY MR. GINGOLD:
2 interim authority to operate status until those 2 Q No, | didn't ask you to specify the nature
3 systems provided the needed information. So | made | 3 andscope Theresadifference, dont you think?
4 that decision. They acted upon that decision. They 4 A Doadegreewedid.
5 corrected the systems and resubmitted new paperwork | 5 Q Okay. Butnotcompledy, did you? It
6 and went through a new accreditation process. 6 wantaful candid discusson, wasit?
7 Q What were the dates of those letters? 7 MR. WARSHAWSKY: Object totheform. You
8 A | believe there were some time in January. 8 cananswer.
9 Q Thisyear? 9 BY MR. GINGOLD:
10 A | think that's correct. 10 Q Wasit acomplete discusson of the -- of
11 Q How many letters? 11 wha you were concerned about that was the subject of
12 A Oneletter to BIA and one letter to BLM. 12 thetwo lettersthat you'vejud tedtified to?
13 Q ToMr. Burnsat BIA? Mr. Burnsat BIA? 13 A Itwascompleteto the extent that we had
14 A Theletters went to the assistant 14 veifidbleinformation at that time. We dated thet
15 secretaries. 15 pieceswere missing or documentation wasincomplete
16 Q Sothat letter went to Mr. Anderson? 16 Wedidn't go beyond that.
17 A Yes 17 Q Thet'scorrect. Did you Sate whet the
18 Q And the other letter went to whom? 18 consquences were?
19 A Rebecca Watson. 19 A The consegquences were decatification of the
20 Q Anditwasearly January of this year. 20 sygems
21 A It was January. I'm not sure much beyond 21 Q No, the consequencesto the data
22 that. 22 A Tothedaa? | don't know that therewere
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1 any conseguencesto the data 1 found. Nothing wasfound that indicated that flaws or
2 Q Didyou asessthet isue? 2 wvulnedblitieswerent addressed. To my knowledge,
3 A No. 3 mod evarything we found wes amatter of mising
4 Q Ineachoneof the stuationsthat, where 4 documentation, the ST& E was nat filed with my office
5 ddfidendes have been idertified in sysemsthat you 5 thereore it was nat filed with the third party
6 aeopaating or have operated, has theimpact of 6 oontractor to we usad but upon questioning and going
7 those ddfidendies been assessed and whereis that 7 back to the acorediting bureaus, they located the
8 assesament located? 8 documentsin somecases. In other cases, additiond
9 MR. WARSHAWSKY': Objection to the form of 9  documentation hed to be furmished to defend the
10 the question ascompound. Y ou can answer. 10 postionsthey weretaking.
11 MR. GINGOLD: We can go dower if youd 11 Q Wasthare ay assessment made concerning the
12 like 12 rik tothetrust benefidarieswith regard to the
13 MR. WARSHAWSKY:: If you can answer -- 13 ddidendestha wereidentified whether or not they
14 BY MR. GINGOLD: 14 hed been corrected?
15 Q Goahead, Mr. Tipton. 15 A Thearewereno additiond assessments madeto
16 A Theandyssdf theremaning risk in those 16 my knowledge asareaut of thereviews nat from DST.
17 sysgemswhichisknown asresdud risk, isidentified 17 | can't tedtify asto what the bureaus did once we
18 inthe cartification and accreditation documentation. 18 provided them information back asto the defidendies
19 Theitemstha werefound and repaired, mitigated, are 19 insomeof thar documentation.
20 dsoliged in those documents: And theitemsto be 20 Q Doyouknow if the dlidtor's office did
21 mitigated with milestones and times and funding are 21 such an as=ssmat?
22  idertified in the documents and dso in what we cal 22 A No, | donot.
Page 323 Page 325
1 the plan of operations and milestone document that we | 1 Q Do you know if anyone recommended thet thet
2 submit to OMB. 2 bedoneinay mesting thet you werein?
3 Q Have they been submitted to the court to 3 A I'mnot avare of thet.
4 your knowledge? 4 Q Okay, and you did not make such arequest;
5 A The C&As have not been submitted to the 5 isthat afar satement?
6 court to my knowledge. 6 A | didnt see any nead for that.
7 Q Okay, now if | can ask the question that | 7 Q Andthisiswith regard to the sysems as of
8 asked again, I'm not asking about any issue other than | 8 what deie?
9 theimpact on the data that is housed in the system. 9 A ltwasin regard to sysemsreviewed after
10 Hasthere been an assessment of the impact to the data | 10 their certification on or about the end of Sgptember
11 of the security deficiencies that have been identified 11 the30th. But -
12 inthe C&A process. 12 Q 20042
13 MR. WARSHAWSKY:: Objection, askedand |13 A --but many of thetrust sydemswere
14 answered. 14 catified before thet date, S0 we had review of them
15 BY MR. GINGOLD: 15 immediady upon detecting thet they nesded some
16 Q No, you didn't answer that question, did 16 additiond documentation and some pieces were missng.
17 you? You didn't answer the impact on the data, did 17 Q Sobedcdly, it was during the cdendar
18 vyou? 18 year 2004, correct? Isthat bascdly the period
19 A | will answer it now. 19 youreidentifying?
20 Q Thank you very much. 20 A Yes
21 A There was no overt need to do any data 21 Q Okay, aeyou avare of the defidendiesthat
22 analysis on the review of the deficiencies that were 22 the government admitted on December 17th, 2001, the

82 (Pages 322 to 325)



Page 326

Page 328

1 systemsthat has access -- 1 Q All right, let's assume, not assuming whet
2 A | am generally aware of deficiencies 2 Mr. Warshawsky liked to bdieve, that the government
3 reported in those systems. 3 did admit to serious defidendiesin the security of
4 Q Okay, did you do an assessment or did anyone | 4 thetrus sysems. Letsassumetha and thet its
5 do an assessment of the risk to the trust 5 black letter in the consent order about the need to
6 beneficiaries as aresult of the deficiencies that you 6 urgatly correct this problem, dl right? Asameter
7 were aware of ? 7 of fatt, let medaeit so Mr. Warshawsky isno
8 A The assessments were made on the systems, 8 longer confused --
9 perse. | cannot answer whether or not they were 9 MR WARSHAWSKY:: | dont think | was
10 assessed for impact on any particular class of people. |10 objecting --
11 Q Widl, was there -- specifically then, you 1 BY MR. GINGOLD:
12 don't know if there was any assessment with respect to | 12 Q "Wheress defendants recognize sgnificant
13 theimpact of those deficiencies that the government 13 odidendesin the security of information technology
14 admitted to on December 17th. These would betrust |14 sysemsprotecting individud Indian trust deta,
15 beneficiaries, correct? You don't know. 15 corredting these ddfidendes meits Interior
16 A | don't know that they were made for the 16 defendantsimmediate attention’”.
17 specific purpose of assessing impact on trust 17 Now, that'sliterdly whet the order says
18 beneficiaries. 18 drafted by the government, okay? Asaresut many of
19 Q Do you know the context of the admission 19 the sysemswere disconnected from the Internet on
20 made by the government that the systems had 20 that date Areyou -
21 sdignificant deficiencies on December 17th, 20017 21 MR. WARSHAWSKY: No, no, Mr. Gingald thet's
22 A No. 22 just -- conggently disconnected on December 4th -
Page 327 Page 329
1 Q That wasan order that was entered by the 1 MR. GINGOLD: December 4th or December 5th.
2 oourt & the request of the government to explicitly 2 December 5th was an order thet was modified on
3 authorize and consant to the disconnection of Interior 3 December 6th on a Seturday morning &t the request to
4  sysemsfrom the Internet. 4 exdude Fsh and Wildlife because of the concerns
5 MR WARSHAWSKY:: Ohject, | think youre 5 about thefish.
6 mischaracterizing the consent order. 6 THEWITNESS | thought it was USGS.
7 BY MR. GINGOLD: 7 MR. GINGOLD: No, they wereredly worried
8 Q Itwasan order requested by the government. 8 about thefish.
9 Itwasnot an order requested by plaintiffs. 9 MR. WARSHAWSKY': The disconnection waant
10 MR WARSHAWSKY:: | agreewith tha. 10 the consent order. It was another order.
11 MR. GINGOLD: Y ou don't agree with thet? 11 MR. GINGOLD: Trout fishing was bed thet
12 MR WARSHAWSKY:: No, | agreewith that. 12 year.
13 MR. GINGOLD: Oh, it's cdled aconsant 13 BY MR. GINGOLD:
14 order. We opposed thet. | don't want to get into 14 Q Butinany event, aeyou avare of thet
15 that withyou. 15 gpecific - has anyone ever told you about thet
16 MR WARSHAWSKY': Sorry, it's denominated a 16 before, read you that order before?
17 consent order but -- 17 A Itringsbdiswhen | heer you reed it but
18 MR. GINGOLD: Not by us 18 | havent thought about it in years
19 MR WARSHAWSKY': That'sthe caption on the 19 Q Hasayonetdd you thet the government
20 order, but my point was youre mischeracterizing the 20 drafted thet language?
21 content of it. Y ou can answver subject to -- 21 A Notexplidtly.
22 BY MR. GINGOLD: 22 Q Okay. Asareault of thet admisson, thet
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1 wasdated by the government, what assessmentswere 1 THE WITNESS: Wéll, further explain what
2 doneto evaduate theimpact on theindividud Indian 2 finding you're referencing.
3 trudstha were causss by the ddfidencies? Doyou 3 BY MR. GINGOLD:
4 know of thet? 4 Q Irreparable injury, plaintiffs have suffered
5 MR. WARSHAWSKY: Weretaking about data 5 irreparableinjury. It says, quote, on page 3 of the
6 now asopposed to bendfidiaries, right? 6 opinion, "Asthe District Court noted, “Interior's
7 MR. GINGOLD: | think | said data, didn't 1?2 7 present obligation to administer the trust presents
8 MR. WARSHAWSKY': Y esh, because you've been 8 sufficient grounds for findings that plaintiffs -- for
9 tdking about deficiendies 9 finding that plaintiffs will be irreparably injured.’
10 MR. GINGOLD: Did| ask -- did you 10 The Court of Appeals accepted that as a result of what
11 understand my quedtion, Mr. Tipton? 11 wasdetermined in Code 11". Irreparable injury has
12 BY MR. GINGOLD: 12 been stated several times. Are you aware that that
13 Q Thedata, correct? 13 wasirreparable injury to plaintiffs as a result of
14 A Widl, yousaddaathat time yes 14 this problem?
15 Q Wadl, tha'sright, didn't I? That'sa 15 MR. WARSHAWSKY : You're asking him to
16 different quegtion. 16 interpret the Court of Appedls --
17 MR. WARSHAWSKY:: | just wanted to meke sure 17 BY MR. GINGOLD:
18 youwereon adifferent stream, that'sdl. 18 Q No, I'masking if you're aware there was
19 MR. GINGOLD: Werebackin - 19 irreparable injury.
20 BY MR GINGOLD: 20 A No.
21 Q Thedaa, was anything done to effect -- to 21 Q Oh, you're not aware of it? No one has ever
22 asesstheimpect on the dataas aresult of the 22 toldyou -- isit fair to say that Mr. Warshawsky and
Page 331 Page 333
1 admitted deficiencies on December 17th, 2001? 1 Mr. Quinn and none of the solicitor's offices tald you
2 A Not making a direct connection to the 2 tha plantiffshad suffered irreparableinjury asa
3 separate data clean-up issues or certain integrity of 3 reat of the absence of secure systems?
4 that data as we mentioned before, the areas I'm most 4 MR. WARSHAWSKY: Wdl, I'l object. You
5 familiar with involve a correction and securing and 5 dont have to answer regarding communications you and
6 hardening of the systems themselves. So | cannot 6 | havehad or Mr. Quinn and you have hed about the
7 speak to any particular assessment that was done on 7 ca= You cantdk about norHawyers.
8 that data beyond what I've already tetified. 8 BY MR. GINGOLD:
9 Q Okay, do you know whether anyone has 9 Q Withregard to the manegement of thetrugt,
10 assessed the nature and scope of the irreparable 10 doyou bdieve-- areyou familiar with how atrug is
11 injury to plaintiffs and whether that was considered 11 managed, by theway?
12 inthe C&A process? 2 A Ye
13 A 1 don't know that that assessment is 13 Q Okay, aeyou avare tha management and
14 included in the C& A process. 14 adminidration issueswith regard to the trust are not
15 Q Areyou aware that the Court of Appeals made |15 privileged? Areyou aware of thet?
16 afinding in that regard with regard to irreparable 16 A Arenat privileged?
17 injury on December 3rd, 20047 17 Q Yeah
18 MR. WARSHAWSKY: I'll objecttoyour legal |18 A I'mnotenaétomey. I'm-
19 characterization. 19 Q Okay, asagovenmen lavyer — havethe
20 MR. GINGOLD: Wédll, he can read sometimes. |20 govemment lawvyerstold you everything they'retalking
21 | know Johnson, but we know you don't read -- go 21 toyou, induding with regard to management of the
22 ahead, Mr. Tipton. 22 trud, isprivileged?
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1 MR. WARSHAWSKY': Excuseme agan. 1 different reporting areain the Secretary's office.

2 Discussonsthat weve had with respect to the 2 Q Excuse me, you said tribes? You didn't say

3 litigationisprivileged and I'm nat going to let him 3 tribes, did you?

4  answer thet. 4 A No, | didn't mean to.

5 MR. GINGOLD: I'm not asking that question. 5 Q Okay, does anyone -- have you ever been

6 BY MR. GINGOLD: 6 informed that in the C&A process you consider the

7 Q I'masking, have you been tald by Mr. 7 irreparable harm that has already been done to the

8 Warshawsky that any discussion with regard to the 8 trust beneficiaries in making the decision to continue

9 menagemat or adminidration of thetrugt is 9 operating the system? Has anyone asked you to do
10 privileged? 10 that?
11 MR. WARSHAWSKY: Excuse me Mr. Gingold, any 11 A No, not explicitly.
12 disussons've hed with Mr. Tipton have beeninthe 12 Q Okay, how about trust -- have you ever
13 context of thislitigation and therefore, they are 13 consulted with trust counsel? Do you know who trust
14 privileged, and I'm not going to let him answer that 14 counsd is? If you can give me the name of who trust
15 one 15 counsd is, I'd likeit for the record.
16 MR. GINGOLD: Soyoureindructing him not 16 A | know severa lawyersin Indian trust. |
17 to answer, notwithstanding the December 23rd, 2002 17 don't know which one wears the label of trust counsel.
18 opinion which exdusivdy repudiatesthat position, 18 Q Soyou don't know who trust counsel is then.
19 Mr. Warshawsky. 19 A | can't remember at thistime.
20 MR. WARSHAWSKY: Yes 20 Q So have you ever consulted with someone you
21 MR. GINGOLD: Okay, good, then well ded 21 bdieveistrust counsd?
22 withthat later. 22 A Not that | can remember.

Page 335 Page 337

1 BY MR. GINGOLD: 1 Q Don't you need to consult with trust counsel

2 Q Hasanyone ever told you that the plaintiffs 2 inorder to do your job as CIO specificaly with

3 are suffering irreparable harm as a result of the 3 respect to the protection of trust data housed in

4 inadequate security of the systems that house their 4 Interior systems? Don't you need to do that?

5 data? Has anyone ever mentioned that to you? The 5 A | don't know that | personally have to do

6 Secretary, for example, has she? 6 that. | don't know that individualsin BIA have not

7 A No, but | have read about it plenty of times 7 donethat. | don't know that individuasin the

8 in the various motions that have been filed. 8 Secretary's office who ded with the specia side or

9 Q Okay, has Mr. Cason? 9 trusts more straight up than | do have not done that.
10 A Havethey acknowledged irreparable -- 10 I'm confident that discussions have occurred. | am
11 Q Yeah, have they told you that's the problem 11 not saying that | have had.
12 here? 12 Q Haveyou had meetings with Mr. Warshawsky
13 A Not explicitly in those terms. 13 before today?
14 Q How about generally, what have they said to 14 A Yes
15 you? 15 Q Have you had meetings with Mr. Warshawsky
16 A They've generdly acknowledged that the 16 and trust counsel on these?
17 systems need to be improved. Controlsneedto bein |17 A Again, I'vesad | can't recdl at this
18 place and the systems need to be hardened. 18 time.
19 Q Soyou-- 19 Q Aretheretrust counsel of Interior to the
20 A I'venot had discussions with the Secretary 20 best of your knowledge? Isthere anyone -- isthe
21 or anyonein the Indian trust world with the nature of |21 solicitor trust counsdl, by the way, the solicitor him
22 theimpact on the tribes. That, again, falls under a 22 or hersdf, trust counsel based on your understanding?
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1 A | don't know. 1 A | conauit with the people in the information

2 Q Do you know whether or not trust counsel has | 2 technology aremain BIA. | St ssavoting member on

3 ever attended a meeting that you have attended to 3  thetrust executive stearing committee which meets

4 discussindividual Indian trust issues? 4 every Monday a 4:00 odock and | am privy to

5 A Without knowing who the trust counsd is, 5 discussonsto say doreadt of genard issues.

6 how can | answer that. 6 Q Allright, doesIT --

7 Q And you've been the acting CIO since Juneof | 7 MR. WARSHAWSKY: Excuse me why dont we

8 2002, correct? 8 takeabresk right now.

9 A Yes 9 MR. GINGOLD: Sure itsdl right, if you
10 Q And you've been with the Department for 25 |10 likewe can come back on Monday.

11 yearsor so and you don't know who the trust counsel |11 MR. WARSHAWSKY:: I'm sorry?
12 is 12 MR. GINGOLD: If you like, we can come back
13 A | can't remember at this moment. 13 onMonday.
14 Q A single person. 14 (A brief recesswastaken a 4:59 pm.)
15 A | know several counsels who work on Indian 15 (On therecord & 5:09 p.m.)
16 trust matters. | sense you're looking for a name of 16 MR. WARSHAWSKY': Okay, we understand that
17 aparticular post within Interior. 17 yourenot going to get donein 45 minutes today, 0
18 Q No, I'm asking you this because as Mr. 18 wewill bebring Mr. Tipton back for another 45
19 Warshawsky likes to point out, there are anumber of |19 minutes My guessis obvioudy, that youre going to
20 issueswhich require legal opinions, aren't there, 20 wart to talk with him for morethen 45 minutes Mike
21 with regard to how you do your business, correct? 21 Quinnfortuitoudy is here and handling our deposition
22 A Yes 22 scheduling with Mr. Harper. | think to assesshow
Page 339 Page 341

1 Q Areyou aware that there is such athing as 1 much longer you're going to need Mr. Tipton, can you

2 anindividua Indian trust? 2 provide us with a proffer as to what additional

3 A Yes 3 information you'll need, how long it's going to be,

4 Q Andyou, | think, testified that this -- and 4 dl that.

5 1 think you testified that the Interior Secretary is 5 MR. GINGOLD: I'll give you an idea,

6 atrustee delegate; isthat correct, the fiduciary? 6 dthough it's spilling the beans.

7 A Shehastedtified that it is my belief that 7 MR. WARSHAWSKY': You shouldn't be what,

8 shehastrust fiduciary responsihilities. 8 waiving your privilege?

9 Q Okay, and | think you testified you do as 9 MR. GINGOLD: Waiving the privilege, that's
10 well, correct? 10 right. | want to talk about -- | wish | could read my
11 A Yes 11 handwriting. | want to talk about the trust executive
12 Q Sohow -- what do you do in performing your |12 steering committee. | want to talk about -- Mr.

13 job as ClO to insure that you're discharging your 13 Tipton mentioned that he meets every morning with --
14 fiduciary duties to the trust beneficiaries, 14 every Monday morning with -- to talk about the issues
15 particularly with respect to the information that you 15 they'reraising, to talk about documents that have

16 areinsuring? How do you make sure you're doing it 16 been generated and submitted to the committee. | want
17 properly? 17 to talk about the nature and scope of the problems and
18 MR. WARSHAWSKY : I'll object to the vague |18 deficiencies that existed in the systems prior to Mr.

19 form of the question. You can answer it subject -- 19 Tipton's arrival, so we could assess the nature and

20 BY MR. GINGOLD: 20 scope and adequacy of the C& A process.

21 Q How do you make sure you're following the 21 I'd like to talk a bit about the NIST regs

22 law? 22 and some of the required actions to be taken in the
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1 eventof catain problems. And it's-- you know, part 1 wefed itsimportant to have independant information
2 of it depends on what the answers are, as you know, 2 fromtha sowe dont runinto problemswith regard to
3 John 3  andfort to disqudify the courts and remove maters
4 MR WARSHAWSKY:: But cbvioudy, | essumeyou 4 tha the court'snot dlowed.
5 planned this depostion in advance and S0 you know 5 | would sy it'sgoing to be a least --
6 what you wart to cover so we can figure out -- 6 it'sposshleto do onefull day, one morefull day
7 MR. GINGOLD: Gengdly, thisis-- again, 7 with Mr. Tipton. It'spossbleand it may beweve
8 | want to tak about what the problems are in the past 8 exhaugted oursdvestoo much ater that and we don't
9 and how they -- and how Mr. Tipton hesinaured that 9 want to any more, but it'saso posshleto goto
10 the problems have been corrected. 10 another day.
11 MR. WARSHAWSKY': And how long will it teke 11 MR. WARSHAWSKY: Wl, avioudy, asmuch as
12 youtofinish thisdepostion? 12 peoplelike Mr. Tipton would like to spend time
13 MR. GINGOLD: It's-- it took along time 13 discussing theseissues with you, they have other
14 today. It'sgoingtotakealongtime John, | think. 14 responshilitiesaswdl and we need to make aure that
15 Part of it'sgoing to depend on whether or not the -- 15 they'readleto do ther jobs and that everybody --
16 I'masking dear enough questions and getting dear 16 MR. GINGOLD: Tha'swhy | -
17 enough answersto the questions 17 MR. WARSHAWSKY:: So | nead to make sure that
18 MR. WARSHAWSKY:: Okay. 18 --
19 MR. GINGOLD: And | cant predict -- it's 19 MR. GINGOLD: No, weretryingto
20 goingto bedt leet afull day and maybewha we 20 accommodate -
21 ought to doif you want to -- because we might aswel 21 MR. WARSHAWSKY: Yeeh, and to the extant
22 resolvetheeisues, Mike, because were going to 22 that their imeis spent in deposition here, it needs

Page 343 Page 345
1 havethese going forward in not only these depositions 1 tobegpent condructively.
2 but many more depositions, espedidly rdated to the 2 MR. GINGOLD: Wdl, webdievethat -- even
3 oontempt and thingslike thet. So we might aswell 3 though you donit know who to trugt, counsd, we
4 getthisissue of the one-day rule dedlt with, with 4 bdievewere concerned about what the trust issues
5 thecourt if youwant todoit. 5 ae and 0 we haveto ded with thoseissuesin this
6 If your pogtionis-- and agan, I'm asking 6 caseand irreparable harm, and so thet's what were
7 thisinthe context thet were entitled to one seven: 7 tryingtodothere Werein apodtion anditsnot
8 hour day based on the September 2003 changein the 8 because of you persondly -
9 locd rulesand we -- 9 MR WARSHAWSKY': But I've got threetopics
10 MR. QUINN: Based onthefedard rule 10 right now; trugt executive Searing committee,
11 MR. GINGOLD: No, no, no, thefedard rules 11 problemsthat exiged before Mr. Tipton becamethe
12 wasamendedin 2000. Thelocd ruleswere amended in 12 ClO, and missd regulaions.
13 September 2003. But between 2000 and 2003, there was 13 MR. GINGOLD: And the C&A processand the
14 agap between the federd rulesand the locd rules 14 completeness of the processand --
15 andthenthey became -- they findly coincided, but my 15 MR. WARSHAWSKY':: Okay, that's abvioudy,
16 poaintis we bdieve theseissueswith regard to RT 16 added.
17 scurity and rdaed maters are broad issues thet 17 MR. GINGOLD: And of course, were going to
18 have gone over along period of timeand as you know, 18 finish up ontheexamtext for -- asyouimagine You
19 wewerent adleto take discovery because the Specid 19 recdl thetisue
20 Mader was doing whetever hewas doing. Sowehavea 20 MR. QUINN: Wdl, | guess one quegtion |
21 lot of quedions induding issues to acertain 21 haveis--
22 extent, thet the Specid Magter has gone over because 22 MR. GINGOLD: Thisisnat -- let me point
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1 out, what we're talking about right now is not taking 1 agument before Well present the pogition that we
2 out of the deposition time. 2 nead thisdiscovery because of dl thefraud thet is
3 MR. WARSHAWSKY: No, no, of coursenot. | 3 goingonandwell ssewha the judge decides
4 MR. QUINN: Yes. 4 MR. WARSHAWSKY': Now, hereésthe thing,
5 MR. QUINN: Thisisour time. Asyou know 5 Dennis you, | recognize have afew peopleto teke
6 we have nine other or eight other witnesses so far 6 depogtionsand youre naticing up an awful lot of
7 scheduled and your colleague, Mr. Harper hasindicated| 7 people
8 tomethat a some point, were going to get a request 8 MR. GINGOLD: And more
9 for the other 10 to a dozen or so witnesses plaintiffs 9 MR. WARSHAWSKY': And by necessity, youre
10 have previoudly noticed for deposition earlier -- late 10 not adleto prepare those depogitions astightly asif
11 last year. If we're going to reschedule the 11 you hed ateam of 20 lawyers, say, teking depostions
12 deposition, and | don't know, | haven't had a chance 12 MR. GINGOLD: Or 700.
13 to confer with the witness, or to look back at the 13 MR. WARSHAWSKY': Or whaever, and so my god
14 schedule, | can't make any warranties that we're going |14 istotry todo it inan orderly fashion so we don't
15 to agree to bring the witness back ancther full day. 15 take people like Hord Tipton away from hisjob longer
16 | can't say now what that date is and | don't know -- 16 thenit's necessary while megting your legitimate
17 you have -- 17 neadsto teke discovery. And because we can't St
18 MR. GINGOLD: I'd like to do it Monday. 18 herefor two and three days deding with, you know,
19 MR. WARSHAWSKY: Weéll, | know that I'm |19 thelimitations
20 unavailable Monday. 20 MR GINGOLD: Weunderstand. We understand.
21 MR. GINGOLD: Wadll, let me say this, let's 21 It'sessy, you dont want us-- we warnt to be --
22 talk redlity here. In nine years of this litigation 2 MR. WARSHAWSKY: Wewart it to be efficent.
Page 347 Page 349
1 wehavent agresd on anything even induding thetime 1 MR. GINGOLD: Can| say something? If we
2 of day and theweather. Thelikdihood that - 2 want to take Mr. Tipton's deposition and given the
3 MR. QUINN: We agread on thefirgt four days 3 information that he has that is relevant to these
4 of thisschedule right off the bat. 4 proceedings and the court will alow us, | would like
5 MR. GINGOLD: No, but we havent. 5 totake himfor five days or 10 days. Asyou recdll,
6 MR. QUINN: Y ou mean, the single we? 6 Mike, you were involved in the last trial we had which
7 MR. GINGOLD: Yes, asMr. Tipton would refer 7 was44 dayslong. There are times where we had
8 toit. Yes thewehavent agreed, 0if - | mean, 8 witnesses on for two working weeks. And alot of --
9 | —if youwant tolimit usto one day, that'sfine 9 MR. QUINN: Y our witnesses.
10 with measlong asit gets Sraightened out by the 10 MR. GINGOLD: Youdarnright. You can tell
11 court. Wehave no prodlem going in front of Judge 11 the Judge that you think it's excessive and that we
12 Lamberth and presenting these issues to make sure that 12 areinterfering with the ability of Interior to do its
13 wecandothisagan. 13 job, if that's what you want to do. That's okay with
14 | will dso guararteeif Casonisnat going 14 me.
15 tobeaday, dl right. Hewill not beasingle day. 15 MR. QUINN: I'm, at this point, at this
16 Hewill bemuch longer thantha. There are ather 16 juncture, I'm willing to say we will voluntarily bring
17 peoplewho will be longer then that, too. Soaslong 17 back this witness for another full day based on the
18 asweregoing to havethis paticular issue, maybe 18 areasyou said you want to cover and I'm not going to
19 wed bebetter off just putting it in front of Judge 19 -- I'm not trying to limit you to those areas, but I'm
20 Lamberth. 20 taking that as a good faith representation of the
21 You present your position that we have 21 proffer of what you intend to cover. And | can see
22 limited discovery autharity. Y ouve mede that 22 that these areas are complicated enough that they will

88 (Pages 346 to 349)



Page 350 Page 352
1 warat sometimejust getting through someof the 1 idettifiesinformation. Whatever isrdevart,
2 language undarstood af bath the questioner and the 2 induding by the way, document production requests
3 witnes 3 wherewe can befiling motionsto compd, asyou know.
4 So I'mwilling to bring badk thiswitness 4 Youdidnt do squat with regard to the last request.
5 for another full day. I'mnat willingtogoonad 5 Youddnt bdieveitswithin the scope of this
6 sy that wearegoing to bring him back athird day 6 litigaion. Theoourt isgaing to hear about this
7 until | ssethereaults of the second day of the 7 Suff anyway. | dont have any prablems gandingin
8 depostion. 8 front of Judge Lamberth and | know you dont ether.
9 MR. GINGOLD: Tha'sfar, that'sfair. 9 Sowell let him make those decisons.
10 MR. QUINN: And I'm nat stting here today 10 Were nat going to agree on limits until we
11 syingtha you'retaking Tao Leds (ph) deposition on 11 knowwherethesearegaing. If, infact, wege
12 Tuesday or any of the other witnessesthat because 12 information from Mr. Tipton thet is something we
13 weve agreed to bring this witness back for asecond 13 didn't know about --
14 full day and redlizing that you're entitled for 45 14 MR. QUINN: | didn't say thet - | didn't
15 minutesmorewith thiswitness 15 think that | was saying that we were asking for
16 MR. GINGOLD: We need to confirm thet by the 16 limits I'mtdling youwha werewilling to do
17 way, if it's45 or 48. Wewant every minute out of 17 today by agreement and that's bring Mr. Tipton back
18 thisone 18 for ancther full day.
19 MR. QUINN: Forty-two and a hdlf. 19 MR. GINGOLD: When, when?
20 MR. GINGOLD: Damnright. 20 MR. QUINN: Tha | haveto --
21 MR. WARSHAWSKY:: Itsnotgoingtobea 21 MR. WARSHAWSKY: We ned to check his
22 concession that you're entitled to more then one day 22 ghedule We need to check my schedule
Page 351 Page 353
1 for any other witnesses. 1 MR. GINGOLD: Mr. Tipton, areyou in town
2 MR. QUINN: Yeah, | think the witness time 2 next wek?
3 ruleimposes some discipline on the questioning 3 MR WARSHAWSKY: Excuseme, you don't have
4 attorney to conduct it an efficient way. 4 toanswer that.
5 MR. GINGOLD: Thank you, Professor Quinn. | 5 MR. GINGOLD: Areyouintown next week, Mr.
6 MR. QUINN: And | think that it does help 6 Tipon?
7 the progress in these depositions. So | don't think 7 MR. WARSHAWSKY:: You don't haveto answer
8 it's-- and | don't seethat there's a need for us to 8 tha.
9 go to court unless there is an impasse in terms of the 9 MR. GINGOLD: Isheingruding you not to
10 witnesses. 10 answer that question? By the way, you haveto answer
11 MR. GINGOLD: | think theresneedto -- we |11 tha quedion, | hateto say.
12 are-- thisisthe beginning of massive discovery. We |12 MR WARSHAWSKY': No, no.
13 aregoing to be noticing up witnesses with regard to 13 MR. GINGOLD: Areyou intown next wes?
14 contempt. We know you're going to be fighting those | 14 THEWITNESS: Arewe on the record?
15 notices of depositions again as you have before and 15 MR. GINGOLD: Yes weare
16 we've aready had to meet and confer with regard to 16 MR. WARSHAWSKY': No, yourenot inthe
17 Car. Thiscould go beyond -- thisis going to be 17 depostion.
18 intensive. Thiscould be real discovery that you guys |18 MR. GINGOLD: Thet'sthefirgt questionI'm
19 have not been subject to over the last couple of years |19 goingtoask you nexttime If werebeing told
20 because the court hasn't dlowed us to do it. 20 youre nat intown and you'rein town, they've dreedy
21 We're going to do it now and we're going to 21  hed problemswith Donnalrwin about that, 30 1'd love
22 seeif we can get everything that's out there that 22 to hear thet out.
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Page 354
MR. WARSHAWSKY: Okay, let'snat go there

Asyou know, Dennis, you have a depostion scheduled
Tueday and I'm going to be defending thet witness o
I'm nat avalable to comein and defend Tipton's
deposition on Monday anyway. 1'm defending the
depostion on Tueday.

MR. GINGOLD: Wednesday?

MR. WARSHAWSKY:: | can check my cdendar
when | get back.

MR. GINGOLD: Okay, how about Mr. Tipton,
aeyou avareif youre available on Wednesday?

MR. WARSHAWSKY:: Hell check hiscdendar as
wdl. Okay?

THEWITNESS. Monday isnat agood day,
guys

MR. GINGOLD: How about Sunday?

MR WARSHAWSKY': Sunday worksfinewith me

(Whereupon, & 5:22 p.m. the above entitled
meatter recessed snedie)
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